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Abstract

In  modern  information  technologies,  an  important  place  is  occupied  by  interactive  methods  for

entering  information  with  the  subsequent  use  of  processed  data.  Voice  input,  gesture  control,

motion capture, augmented reality - these tools are currently widely used in professional activities

and  everyday  life.  Speech synthesis is  a part  of speech  technologies,  which also  include  speech

recognition,  speech  semantics  and  its translation.  Currently, a  significant  number  of  researchers

are  studying  the issue  of  speech  synthesis  when  creating  new  software  products.  Therefore,  the

evaluation of synthesis software tools and their comparison with each other is  an urgent task. In

this paper, a brief analysis of some stationary software tools for  the synthesis of Russian speech is

carried out and an assessment is made of known applications.

Keywords:  speech  synthesis;  speech  technologies;  speech  synthesis  systems;  Russian  speech

synthesis software

For  citation:  Jumaev  A.B.  About  Russian  speech  synthesis  software  //  Research  result.

Information technologies.  3  &.  8, №2, 2023.  3  P. 3-10. DOI: 10.18413/2518-1092-2022-8-2-0-1
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%<AF9; D9K< A4 BEAB69 F9>EFB6OI 84AAOI S6?S9FES 4>FG4?PAB= ;484K9= EB6D9@9AABEF<, F4> 
>4> E<AF9;<DB64AA4S D9KP <ECB?P;G9FES 6 D4;?<KAOI EH9D4I 89SF9?PABEF< K9?B69>4, > CD<@9DG, 6 
54A>B6E><I E<EF9@4I 7B?BEB6B7B E4@BB5E?G:<64A<S, FD4AECBDFAOI >B@C4A<=, CD< CDB6989A<< 
F9?9HBAAOI BCDBEB6 < F.8. 

� A4EFBSM99 6D9@S <;69EFAB A9E>B?P>B >B@C4A<= < <I CDB7D4@@AOI CDB8G>FB6, >BFBDO9 
B5?484RF CB889D:>B= DGEE>B7B E<AF9;<DB64AAB7B S;O>4 3 Microsoft Speech SDK (Microsoft), L&H 

(Lernout & Hauspie Speech Products) < Digalo (Elan Informatique) < 8DG7<9. 
!9E@BFDS A4 FB, KFB 6 @<D9 EGM9EF6G9F @4EE4 D4;D45BFB>, CDB5?9@4 E<AF9;4 D9K< 8B E<I CBD 

A9 D9L9A4, F4> >4> >4K9EF6B E<AF9;<DB64AAB= D9K< FB?P>B 6 BF89?PAOI E?GK4SI @B:AB EK<F4FP 
G8B6?9F6BD<F9?PAB=. "EAB6AO@< CDB5?9@4@< S6?SRFES A<;><9 CB>4;4F9?< D4;5BDK<6BEF<, 
9EF9EF69AABEF< < Q@BJ<BA4?PABEF<, >BFBDO9 CD<6B8SF > BL<5>4@ < E?B:ABEF< 6BECD<SF<S 
E<AF9;<DB64AAB= D9K< [1, 2].  

� D4@>4I 84AAB= D45BFO D4EE@BFD9AO B8A< <; A4<5B?99 D4ECDBEFD4AёAAOI EF4J<BA4DAOI 
E9D6<EB6 E<AF9;4 D9K<, E CB;<J<= 4A4?<;4 <I HGA>J<BA4?PAOI 6B;@B:ABEF9=.  

 

���%%�(���*�/ #$"�$�  !/) %$��%&� %�!&��� $�+� 

$4;D45BF>4 C9D6OI DGEE>BS;OKAOI E<AF9;4FBDB6 A4K4?4EP 6 2000-I 7B84 [3-11]. � A4EFBSM99 
6D9@S CD98EF46?9A4 @4EE4 D4;ABB5D4;AOI D9L9A<=, >4> >B@@9DK9E><I, F4> < 59EC?4FAOI. � 
7?B54?PAO@ BF?<K<S@ EGM9EF6GRM<I F9IAB?B7<= @B:AB BFA9EF<: 

1. �B?<K9EF6B CB889D:<649@OI 7B?BEB6; 
2. (BD@4F D45BFO (BF89?PAB9 CD<?B:9A<9, 6Q5-69DE<S, K4EFP E<EF9@O, <AF97D<DG9@4S 

5<5?<BF9>4); 
3. &<C D4ECDBEFD4A9A<S (>B@@9DK9E><=, 59EC?4FAO=); 
4. #?4FHBD@4 <ECB?P;B64A<S. 
� D4@>4I <EE?98B64A<S 5O?< BFB5D4AO < D4;5<FO A4 2 7DGCCO CD<?B:9A<S, >BFBDO9 @B7GF 

5OFP <ECB?P;B64AO 8?S D45BFO E C9DEBA4?PAO@ >B@CPRF9DB@ CB8 GCD46?9A<9@ E<EF9@B= Windows 

< B5?484RF CB889D:>B= DGEE>B7B S;O>4. "EAB6AB= >D<F9D<= D4;89?9A<S A4 7DGCCO S6?S9FES 
HBD@4F D45BFO CD<?B:9A<S. 

� EF4J<BA4DAO@ CD<?B:9A<S@ BFABESFES: 
1. «�B6BD<?>4»; 
2. «�4?45B?>4»;  
3. «Vociebot»; 
4. «NaturalReaders»; 
5. «Robot Talk»; 
� 695-CD<?B:9A<S@ BFABESFES: 
1. «2GI4»;  
2. «Apihost»; 
3. «Texttospeech»; 
4. «TexttoSpeechRobot»; 
5. «VoxWocker»; 
6. «Ivona»; 
7. «Acapela»;  
8. «Microsoft Azure»; 
9. «Yandex SpeechKit»;  
10. «VoiceMaker»; 
11. «OddCast». 
� D4@>4I 84AAB= D45BFO CDB698ёA 4A4?<; 7DGCCO EF4J<BA4DAOI CD<?B:9A<= CB E<AF9;G 

DGEE>B= D9K<. 
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#D<?B:9A<9 «�B6BD<?>4» – EF4J<BA4DAB9 CD<?B:9A<9 8?S E9@9=EF64 "% Windows, 

BEAB6AB= ;484K9= >BFBDB7B S6?S9FES B;6GK<64A<9 CDB<;6B?PAB7B F9>EF4 GEF4AB6?9AAO@ 7B?BEB@, 
<AF9DH9=E CDB7D4@@O CD98EF46?9A A4 D<EGA>9 1. #D<?B:9A<9 BEAB64AB A4 F9IAB?B7<< 
>BA>4F9A4F<6AB7B E<AF9;4. �4AA4S F9IAB?B7<S <ECB?P;G9F >BA>4F9A4J<R CD9864D<F9?PAB 
;4C<E4AAOI CD<@9DB6 K9?B69K9E>B= D9K< 6 98<AGR ;6G>B6GR CBE?98B64F9?PABEFP. 

� BEAB6AO@ 6B;@B:ABEFS@ CDB7D4@@O BFABESFES: 
1. �4C<EP 79A9D<DG9@B= D9K< 6 ;6G>B6O9 H4=?O. 

2. $97G?<DB6>4 E>BDBEF< KF9A<S < 6OEBFO FBA4 7B?BE4. 
3. %<EF9@4 «E?9:9A<S ;4 D9KPR», >BFBD4S CB;6B?S9F 6<89FP B;6GK<649@O= F9>EF. 
4. #BCB?AS9@O9 E?B64D< CDB<;ABL9A<S E 6B;@B:ABEFPR >BDD9>F<DB6>< CDB<;ABL9A<S. 
5. #B889D:>4 EFBDBAA<I 7B?BEB6. 
#D<?B:9A<9 «�B6BD<?>4» CD98?4749F 6 EF4A84DFAB@ <ECB?A9A<< 4 7B?BE4 (2 @G:E><I  

< 2 :9AE><I), AB >B?<K9EF6B 7B?BEB6 @B:9F 5OFP D4EL<D9AB CD< CB@BM< EFBDBAA<I 54; 
E<AF9;<DB64AAOI 7B?BEB6.  

#D9<@GM9EF64 84AAB= CDB7D4@@O EB6C484RF E 9ё BEAB6AO@< 6B;@B:ABEFS@<, > @<AGE4@ 
@B:AB BFA9EF<: 

1. A<;>B9 >4K9EF6B B;6GK<649@B7B F9>EF4,  
2. A<;>4S 9EF9EF69AABEFP D9K<,  
3. 5B?PLB9 >B?<K9EF6B BL<5B> CDB<;ABL9A<S 
"EAB6AO9 A98BEF4F>< 6O;64AO @4?9AP>B= 4>GEF<K9E>B= 54;B= 7B?BEB6 <;-;4 K97B «E>?9=><» 

A9;A4>B@OI E?B6 CDB<EIB8SF 7DG5O@ B5D4;B@, 6O;O64S A99EF9EF69AAB9 ;6GK4A<9. 
 

 
Р8c. 1. �AF9DH9=E CDB7D4@@O «�B6BD<?>4» 

Fig. 1. The interface of the «Govorilka» program 

 

#D<?B:9A<9 «�4?45B?>4» 3 EF4J<BA4DAB9 CD<?B:9A<9 8?S E9@9=EF64 "% Windows, 

BEAB6AB= ;484K9= >BFBDB7B S6?S9FES B;6GK<64A<9 CDB<;6B?PAB7B F9>EF4, <AF9DH9=E CDB7D4@@O 
CD98EF46?9A A4 D<EGA>9 2. �4AAB9 CD<?B:9A<9 6 E6B9= BEAB69 F4> :9, >4> < «�B6BD<?>4» 
<ECB?P;G9F @9FB8 E<AF9;4 D9K< A4 BEAB69 >BA>4F9A4F<6AB7B @9FB84. "F?<K<9@ 84AAB7B D9K96B7B 
E<AF9;4FBD4 BF «�B6BD<?><» S6?S9FES FB, KFB 8?S D45BFO 84AAB= CDB7D4@@O <ECB?P;G9FES D9K96B= 
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E<AF9;4FBD BC9D4J<BAAB= E<EF9@O >B@CPRF9D4, FB 9EFP Microsoft Speech API E<EF9@O Windows.  

� BEAB6AO@ 6B;@B:ABEFS@ BFABESFES: 
1. �BAFDB?P 6BECDB<;6989A<S D9K< 

2. �B;@B:ABEFP 6BECDB<;6989A<S F9>EF4 <; 5GH9D4 B5@9A4 
3. ";6GK>4 A45<D49@B7B F9>EF4 
4. ->ECBDF D9K< 6 ;6G>B6O9 H4=?O 

!98BEF4F>< 84AAB= CDB7D4@@O EB6C484RF E D4A99 6OS6?9AAO@< 8?S «�B6BD<?><», 
8BCB?A<F9?PAB @B:AB 6O89?<FP: 

1. �?S ;4@9AO 7B?BE4 A9B5IB8<@O 8BCB?A<F9?PAO9 C?47<AO. 
2. "FEGFEF6G9F BF89?PAO= 7B?BE. 
 

 
Р8c. 2. �AF9DH9=E CDB7D4@@O «�4?45B?>4» 

Fig. 2. The interface of the «Balabolka» program 

 

#D<?B:9A<9 «Voicebot» – ED98EF6B 8?S CDB7D4@@<DB64A<S 7B?BEB6OI >B@4A8 8?S 
GCD46?9A<S E<EF9@AO@< E?G:54@< #�, <AF9DH9=E CDB7D4@@O CD98EF46?9A A4 D<EGA>9 3. � BEAB69 
CD<?B:9A<S, >4> < 6 CD98O8GM<I <ECB?P;G9FES >BA>4F9A4F<6AO= E<AF9;. �4AAB9 ED98EF6B A9 
CD98A4;A4K9AB 8?S J9?96B7B <ECB?P;B64A<S CB B;6GK>9 F9>EF4 < <ECB?P;G9FES 8?S 
G;>BA4CD46?9AAB7B <ECB?P;B64A<S CB GCD46?9A<R C9DEBA4?PAO@ >B@CPRF9DB@. �4> < G E9D6<E4 
«�4?45B?>4» <ECB?P;G9FES D9K96B= E<AF9;4FBD BC9D4J<BAAB= E<EF9@O >B@CPRF9D4. �4AAB9 
CDB7D4@@AB9 B59EC9K9A<9 D4ECDBEFD4AS9FES CB C?4FAB= CB8C<E>9 E 59EC?4FAO@ 30-8A96AO@ 
CDB5AO@ C9D<B8B@. «Voicebot» 6 CDBJ9EE9 E6B9= D45BFO CB ;4D4A99 CB87BFB6?9AAO@ >B@4A84@ 
CDB<;6B8<F D4ECB;A464A<9 D9K< CB?P;B64F9?S < B;6GK>G E6B<I 89=EF6<= 6 D4@>4I 6OCB?A9A<S 
>B@4A8.  

 
Р8c. 3. �AF9DH9=E CDB7D4@@O «Voicebot» 

Fig. 3. The interface of the « Voicebot » program 
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#D<?B:9A<9 «NaturalReaders» – GA<69DE4?PAB9 CDB7D4@@AB9 B59EC9K9A<9, >BFBDB9 <@99F, 
>4> EF4J<BA4DAGR 69DE<R CD<?B:9A<S 8?S C9DEBA4?PAB7B >B@CPRF9D4, F4> < 695-69DE<R 8?S 
79A9D4J<< D9K<, <AF9DH9=E CDB7D4@@O CD98EF46?9A A4 D<EGA>9 4. � E6S;< E B7D4A<K9A<S@< 
ED98EF6B ?<L<?BEP CB889D:>< DGEE>B7B S;O>4 6 B5OKAB@ 8BEFGC9, F9C9DP 8?S <ECB?P;B64A<S 
DGEE>B7B S;O>4 A9B5IB8<@ C4>9F «Plus» 6 D4@>4I C?4FAB= CB8C<E><. �BEFGCAO 2 7B?BE4  
(1 @G:E>B= < 1 :9AE><=), >BFBDO9 S6?SRFES 54;B6O@< 7B?BE4@< 8?S CDB7D4@@AB7B ED98EF64 
«�B6BD<?>4» < BEAB64AO A4 FB= :9 F9IAB?B7<<. &4> >4> «NaturalReaders» B5?4849F 86G@S 69DE<S@< 
CD<?B:9A<S 3 EF4J<BA4DAGR < 695 69DE<< 8?S A<I 9EFP DS8 BF?<K4RM<I BEB59AABEF9=: 

1. %F4J<BA4DA4S 69DE<S CD<?B:9A<S @B:9F 5OFP <ECB?P;B64A4 FB?P>B A4 1 >B@CPRF9D9, A4 
>BFBDB@ 5O?4 CDB<;6989A4 GEF4AB6>4 ED98EF64; 

2. #D< CB>GC>9 ?<J9A;<< 8?S CD<?B:9A<S 5G8GF D4;5?B><DB64AO BF 2 8B 6 «CD9@<4?PAOI» 
7B?BEB6, 8BEFGC > BEF4?PAB= 5<5?<BF9>9 7B?BEB6 @B:AB CB?GK<FP ;4 8BCB?A<F9?PAGR C?4FG 6 40$ 
;4 >4:8O= 7B?BE; 

3. �?S CB?ABJ9AAB= D45BFO CD<?B:9A<S A9 FD95G9FES CB8C<E>4, KFB CD98CB?4749F 
98<ABD4;B6GR BC?4FG. 

 

 
Р8c. 4. �AF9DH9=E CDB7D4@@O «NaturalReaders» 

Fig. 4. The interface of the «NaturalReaders» program 

 

#D<?B:9A<9 «Robot Talk» – 59EC?4FAB9 CD<?B:9A<9 (D<E. 5) Windows Store, >BFBDB9 
B5?4849F 5 7B?BE4@< (3 @G:E><I < 2 :9AE><I), <; >BFBDOI 1 DGEE><=. �?S E<AF9;4 D9K< 
<ECB?P;G9FES F4 :9 F9IAB?B7<S, KFB < G CD98O8GM<I CDB7D4@@AOI ED98EF6 ;4 <E>?RK9A<9@ FB7B, 
KFB Microsoft Speech API <ECB?P;G9F 8BCB?A<F9?PAO= @B8<H<J<DB64AAO= 7B?BE 4A7?<=E>B= D9K<. 
(GA>J<BA4?PAO9 6B;@B:ABEF< CD<?B:9A<S CB;6B?SRF <;@9ASFP F9@5D 7B?BE4 < E>BDBEFP D9K<. 
&4> :9 CD<EGFEF6G9F 6B;@B:ABEFP EBID4A9A<S 4G8<BH4=?B6. !98BEF4F>B@ 84AAB= CDB7D4@@O 
S6?S9FES BFEGFEF6<9 DGEE>B7B <AF9DH9=E4 CDB7D4@@O. 
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Р8c. 5. �AF9DH9=E CDB7D4@@O «Robot Talk» 

Fig. 5. The interface of the «Robot Talk» program 

 

$��'�0&�&/ �!����� %&�*�"!�$!/) %$��%&� 

#D< A4?<K<< 5B?PLB7B >B?<K9EF64 EF4J<BA4DAOI CD<?B:9A<= <I HGA>J<BA4? A9 E<?PAB 
BF?<K49FES, 4 7?B54?PAO9 HGA>J<< <89AF<KAO 8?S 6E9I CDB7D4@@. � ;46<E<@BEF< BF CDB7D4@@O 
CD<EGFEF6G9F D4;5DBE CB >B?<K9EF6G 7B?BEB6, AB >4K9EF6B B;6GK<64A<S G 6E9I CD98EF46?9AAOI 
4A4?B7B6 A4IB8<FES A4 A<;>B@ GDB6A9 < A9 @B:9F ED46A<FPES E 9EF9EF69AAB= D9KPR. !<;>B9 
>4K9EF6B E<AF9;<DB64AAB= D9K< 6O;64AB @4?9AP>B= D9K96B= 54;B= < 5B?PL<@ >B?<K9EF6B@ 
BL<5B> CD< B;6GK<64A<<.  4?O@ <E>?RK9A<9@ <; EC<E>4 S6?S9FES «�B6BD<?>4», F4> >4> BA4 
B5?4849F HGA>J<9= CBCB?AS9@B7B E?B64DS, KFB CB;6B?S9F G@9APL<FP >B?<K9EF6B BL<5B> E<AF9;4 
D9K< 6 BF?<K<< BF 6E9I 8DG7<I CD98EF46?9AAOI E<EF9@.  

� F45?<J9 CD98EF46?9AO E6B8AO9 84AAO9 B EF4J<BA4DAOI ED98EF64I E<AF9;4 D9K<. 
 

Т45;8ц4  
!9>BFBDO9 I4D4>F9D<EF<>< EF4J<BA4DAOI E<AF9;4FBDB6 D9K< 8?S DGEE>B7B S;O>4 

Table  

Some characteristics of stationary speech synthesizers for the Russian language 

%<EF9@4 
E<AF9;4 

�BEFGCAO9 
7B?BE4 #D9<@Gщ9EF64 !98BEF4F>< �B@@9AF4D<= 

�B6BD<?>4 !<>B?4= 

�AA4 
Digital Male 

voice 

Digital Female 

Voice 

 

1. �B?PLB= 
6O5BD 
7B?BEB6; 

2. #BCB?A9A<9 
E?B64DS 
CDB<;ABL9A<= 

3. �B;@B:ABEFP 
GEF4AB6>< 
EFBDBAA<I 
7B?BEB6. 

!<;>B9 >4K9EF6B ;6GK4A<S "CF<@4?PAB9 
D9L9A<9 CB 
HGA>J<BA4?PAO@ 
6B;@B:ABEFS@ 

�4?45B?>4 �EFDB9AAO= 6 
E<EF9@G 
(Microsoft 

speech API) 

1. �BAFDB?P 
6BECDB<;6989A
<S D9K<; 

2. �B;@B:ABEFP 
6BECDB<;6989A
<S F9>EF4 <; 
5GH9D4 B5@9A4 

1. !<;>B9 >4K9EF6B 
;6GK4A<S 

2. "FEGFEF6GRF 7B?BE4, 
>DB@9 
CD98GEF4AB6?9AAOI 6 
E<EF9@G 
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%<EF9@4 
E<AF9;4 

�BEFGCAO9 
7B?BE4 #D9<@Gщ9EF64 !98BEF4F>< �B@@9AF4D<= 

Vociebot �EFDB9AAO= 6 
E<EF9@G 
(Microsoft 

speech API) 

�6FB@4F<;4J<S 
;484K GCD46?9A<S 
#� 

"FEGFEF6GRF 7B?BE4, 
>DB@9 
CD98GEF4AB6?9AAOI 6 
E<EF9@G 

';>BA4CD46?9AAB9 
#" 8?S 
46FB@4F<;4J<< 
;484K G CD46?9A<S 
#� 

NaturalReaders  4>E<@ 

�D<A4 
"5?4849F, >4> 
EF4J<BA4DAB= 
69DE<9=, F4> < 695-
69DE<9=  

1. �OEB>4S EFB<@BEFP 
CB8C<E>< 

2. "7D4A<K9A<9 A4 
<ECB?P;B64A<9 
DGEE>BS;OKAOI 
7B?BEB6 

 

Robot Talk �EFDB9AAO= 6 
E<EF9@G 
(Microsoft 

speech API) 

- 1. !<;>B9 >4K9EF6B 
;6GK4A<S 

2. 1 DGEE>BS;OKAO= 
7B?BE 

3. �AF9DH9=E CDB7D4@@O 
A4 4A7?<=E>B@ S;O>9 

"FEGFEF6GRF 
CD9<@GM9EF64, F.>. 
@B8<H<J<DB64AAO= 
7B?BE 8BEFGC9A 
FB?P>B 8?S 
4A7?<=E>B7B S;O>4 

 

����.+�!�� 

� D45BF9 D4EE@BFD9AO EF4J<BA4DAO9 CDB7D4@@AO9 ED98EF64 E<AF9;4 DGEE>B= D9K<. #D< 
B5;BD9 EF4J<BA4DAOI CDB7D4@@AOI ED98EF6 E<AF9;4 6OS6?9A4 ;4>BAB@9DABEFP <ECB?P;B64A<S 
<89AF<KAOI 7B?BEB6, >BFBDO9 D4ECDBEFD4ASRFES 6 D4@>4I C?4FAB7B >BAF9AF4. "F?<K<F9?PAB= 
K9DFB= S6?S9FES 8BCB?A<F9?PAO= HGA>J<BA4? 6 6<89 Q@BJ<BA4?PAB= B>D4E>< < D97G?<DB6>< 
F9@5D4 E<AF9;<DB64AAB7B 7B?BE4. !9E@BFDS A4 FB, KFB E9D6<EB6 8BEF4FBKAB @AB7B, 59EC?4FAOI 
D9L9A<= 8BEFGCAB @4?B9 >B?<K9EF6B, CD< QFB@ >4K9EF6B E<AF9;<DB64AAB= D9K< 3 
DB5BF<;<DB64AAB9 6 ED46A9A<< E 9EF9EF69AAB= D9KPR. %B6D9@9AAB= F9A89AJ<9= S6?S9FES 
FD95B64A<9 BF �&-D4;D45BFK<>B6 EB;84A<S B5?4KAOI E<AF9;4FBDB6 D9K<, 4 A9 EF4J<BA4DAOI, B K9@ 
E6<89F9?PEF6G9F ;A4K<F9?PAB9 >B?<K9EF6B 8BEFGCAOI ED98EF6 E<AF9;4 D9K< 6 6<89 695-

CD<?B:9A<=. &4> >4> F9IAB?B7<< E<AF9;4 D9K< A4IB8SFES 6 CDBJ9EE9 CBEFBSAAB7B D4;6<F<S, FB 
D4;D45BF>4 AB6OI E<AF9;4FBDB6 DGEE>B= D9K< 8BEFGCA4 A9 FB?P>B >DGCAO@ �&->B@C4A<S@, AB < 
K4EFAO@ D4;D45BFK<>4@. �BEFGCABEFP 84AAB= F9IAB?B7<< < ECDBE EB EFBDBAO CBFD95<F9?S 89?49F 
D4;D45BF>G AB6OI CDB7D4@@AOI ED98EF6 E<AF9;4 D9K< 4>FG4?PAB= ;484K9=. 
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Abstract 
The IT sphere is progressing without stopping, which is why information security employees 
have to regularly progress along with all software updates to maximize the effectiveness of 
ensuring the security of the company in which they work. To do this, companies need to hire a 
qualified information security officer who will train staff to "properly" use a computer, will 
regularly update software, install new ones and will be able to withstand attacks by intruders in 
real time. In 2022, the Russian segment was attacked by foreign hackers, which led to big 
problems for all sectors of the country. Companies and even government agencies had to resist 
constant attacks. Currently, there is a transition to domestic software, which makes the situation 
easier. Also, in 2022-2023, a large amount of funds was allocated for the development of new 
software and the fight against intruders. In this article, some types of attacks on companies were 
considered, the most relevant, 0-day, which information is more interested in attackers, which 
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industries  were  attacked  and  how.  How  all  these  changes  affected  the  Russian  information
security market and forecasts for the future.
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CBS6?SRFES  AB6O9  F9IAB?B7<<,  CDB7D4@@AB9  B59EC9K9A<9  <  CBEFBSAAB9  B5AB6?9A<9  D4A99
EB;84AAB7B, KFB CD<6B8<F > CBS6?9A<R AB6OI CDB5?9@ < BL<5B> 6 D45BF9 FB=, <?< <AB= E<EF9@O.
!4  HBA9  QFB7B  4>FG4?9A  6BCDBE,  >4>  :9  ;4M<M4FP  6E9  QF<  F9IAB?B7<<,  KFB5O  IBFP  A9@AB7B
B59;BC4E<FP  E95S,  <?<  >B@C4A<R  BF  ;?BG@OL?9AA<>B6.  �4AAO=  6BCDBE  D9L49F  EH9D4
�AHBD@4J<BAAB=  59;BC4EABEF<,  EBFDG8A<><  >BFBDB=  D97G?SDAB  D4;6<64RF  E95S,  E?98SF  ;4
AB6<A>4@<, B5AB6?9A<S@< < EB;84RM<@<ES AB6O@< G7DB;4@< EB EFBDBAO ;?BG@OL?9AA<>B6.

  �  CBE?98A<9  7B8O  <8ёF  D4;6<F<9  BF9K9EF69AAB7B  CDB7D4@@AB7B  B59EC9K9A<S,  ;4@9ASRF
<ABEFD4AAB9  #"  A4  DBEE<=E>B9  <  CB889D:<64RF  ?R5OI  D4;D45BFK<>B6  6  7D4@BFAOI  <89SI  CB
D4;D45BF>9. �?47B84DS  K9@G CBS6?S9FES 6Eё 5B?PL9 E4@BEFBSF9?PAOI  < AB6OI >B@C4A<=, >BFBDO9
D4;6<64RF AB6B9 #". %BFDG8A<><  IT  CB?GK4RF @AB:9EF6B 5BAGEB6 BF CD46<F9?PEF64 < KG6EF6GRF
E95S  >4>  «DO54  6  6B89»,  5?47B84DS  K9@G  DOAB>  <AHBD@4J<BAAB=  59;BC4EABEF<  A4K4?  D4EF<  E
>4:8O@ 7B8B@.

"%!"�!�/ +�%&0

  %GM9EF6G9F  @AB:9EF6B  CDB5?9@  <AHBD@4J<BAAB=  59;BC4EABEF<,  >4>  <  D4;?<KAB9  #"  8?S
4F4> A4 >B@C4A<<. � BEAB6AB@ ;?BG@OL?9AA<>< CB?P;GRFES GS;6<@BEFPR AG?96B7B 8AS.  0-day  4
B5B;A4K49F,  KFB  EGM9EF6GRF  GS;6<@BEF<,  8?S  >BFBDOI  A9  A4L?<  ECBEB54  GEFD4A9A<S,  <?<
6D98BABEAB9  #",  CDBF<6  >BFBDOI  A9  D4;D45BF4?<  ;4M<FAO9  @9FB8O.  %?B:AB  CD98E>4;4FP,  789
<@9AAB  6  >B89  5G89F  BL<5>4,  <;-;4  >BFBDB=  ;?BG@OL?9AA<>  E@B:9F  CDBA<>AGFP  6  E<EF9@G.  �
A4EFBSM99  6D9@S  @AB7<9  EB;84F9?<  6<DGEB6  HB>GE<DGRFES  <@9AAB  A4  A9<;69EFAOI  GS;6<@BEFSI,
F.>.  >B@C4A<S  @B:9F  5OFP  A9  7BFB64  >  F4>B=  4F4>9  <  84:9  A9  ;A4FP  CDB  CDB5?9@G,  K9D9;  >BFBDGR
CDB59DёFES ;?BG@OL?9AA<>  [1, 2].

�?S A4IB:89A<S GS;6<@BEF9= EB;84F9?< 6<DGEB6 <ECB?P;GRF D4;?<KAO9 @9FB8O, A4CD<@9D:
−  D969DE-<A:<A<D<A7 < CB<E> BL<5B> 6 4?7BD<F@9  D45BFO  #";

−  8<;4EE9@5?<DB64A<9 >B84 < CB<E> BL<5B> 6 E4@B@ >B89  #";

−  H4;;<A7-F9EF<DB64A<9  4  F9EF<DB64A<9 CDB7D4@@AB7B B59EC9K9A<S, EGFP ;4>?RK49FES 6
B5D45BF>9 CDB7D4@@B= 5B?PLB7B >B?<K9EF64 <AHBD@4J<<, >BFBD4S <;A4K4?PAB EB89D:<F A969DAO9
C4D4@9FDO  [3].

  �?4EE<K9E><9  4AF<6<DGEO  A9  ECBEB5AO  B5A4DG:<FP  F4>GR  4F4>G,  CBQFB@G  <I  ;4M<F4  8?S
>B@C4A<=  A9;A4K<F9?PA4.  �?S  QHH9>F<6AB=  ;4M<FO  BF  4F4>  0-day  <ECB?P;GRF  CDB4>F<6AO9
F9IAB?B7<< ;4M<FO. "A< QHH9>F<6AB B59EC9K<64RF ;4M<FG BF AB6OI, <;69EFAOI, 4F4> < 6<DGEB6.
!B 6Eё D46AB 45EB?RFAGR ;4M<FG 84AAO= @9FB8 CD98BEF46<FP A9 @B:9F, F.>. A9?P;S ;4M<F<FPES BF
6E97B, F9@ 5B?99 BF AB6B= 4F4><.
  #DB4>F<6A4S  ;4M<F4  4  QFB  >B@C?9>E  BD74A<;4J<BAAOI  <  F9IA<K9E><I  @9D,  >BFBDO9
CB;6B?SRF  D4EL<D<FP  CBASF<9  ;4M<MёAABEF<  <  CB6OE<FP  D94>J<R  web-CD<?B:9A<=  A4  AB6O9
G7DB;O < A4C489A<S  [4].
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!9 EFB<F ;45O64FP CDB B5OKAO9 6<DGEO < 4F4><, >BFBDO9 CBEFBSAAB @9L4RF >B@C4A<S@ 
ABD@4?PAB HGA>J<BA<DB64FP. � 2022 7B8G A4 DBEE<=E><9 >B@C4A<< 5O?B EB69DL9AB 6 864 D4;4 
5B?PL9 4F4>, K9@ 6 CDBL?B@ 7B8G, CD<@9DAB 900 FOESK I4>9DE><I 4F4>. �F4>< BF B5OKAOI 
4>F<6<EFB6, >BFBDO9 A9 CD9E?98GRF >B@@9DK9E><9 J9?<, ;A4K<F9?PAB EA<;<?<EP, 4 <@9AAB DDoS-

4F4>< A4 web-D9EGDEO. 2022 7B8 5O? BK9AP BC4E9A 8?S >B@C4A<=, A<>B784 A9 5O?B F4><I 4>F<6AOI 
< I4BF<KAOI 4F4> A4 D4;AO9 D9EGDEO $BEE<=E>B= (989D4J<<, >BFBDO9 > >BAJG 7B84 C9D9L?< 6 
5B?99 J9?9A4CD46?9AAO9 < >BA>D9FAO9 4F4><. �A4K<F9?PAB 6ODBE?< E9F96O9 4F4><. %>4A<DB64A<9 
E9F< CDB<EIB8<F 46FB@4F<;<DB64AAO@< <AEFDG@9AF4@<, 8?S >B@CDB@9F4J<< GKёFAOI ;4C<E9= 
CB?P;B64F9?9= < D4;698>< E9F< >B@C4A<=. )BFP < F4><I <AJ<89AFB6 @4?B, AB QFB B;A4K49F, KFB 
F4>4S <AHBD@4J<S 5B?99 <AF9D9EA4 8?S ;?BG@OL?9AA<>B6. 

 

 

Р8E. 1. �4F97BD<< 4F4> A4 DBEE<=E><9 >B@C4A<< [5] 

Fig. 1. Categories of attacks on Russian companies [5] 

 

� 62% E?GK496 I4>9DO <ECB?P;B64?< 6D98BABEAB9 #", 6 BEAB6AB@ L<HDB64?PM<><, 
A4CD46?9AAO9 A4 >D4:G >BAH<89AJ<4?PAOI 84AAOI < CB?GK9A<9 6O>GC4. !B 6Eё :9, 5B?PL<= 
CDBJ9AF 4F4> EB69DLёA A4 K4EFAO9 ?<J4, 698P G A9 7D4@BFAB7B CB?P;B64F9?S ?97K9 G>D4EFP 84AAO9, 
K9@ G J9?B= >B@C4A<<. 

� 2022 7B8G G69?<K<?<EP 4F4>< A4 DBEE<=E><9 E97@9AFO < 6E9 >?RK96O9 BFD4E?< Q>BAB@<><. 
 B:AB 6O89?<FP E?98GRM<9 CB;<J<<: 

− 7BEG84DEF69AAO= E9>FBD 4 5O? J9?PR №1, 5O?B ;4H<>E<DB64AB 403 4F4><, KFB A4 25% 
5B?PL9, K9@ 6 CDBL?B@ 7B8G. �BEG84DEF69AAO= E9>FBD 5O? ?4>B@O@ >GEBK>B@ 8?S CD9EFGCAOI 
BD74A<;4J<=, :9?4RM<I CBI<F<FP E9>D9FAGR <AHBD@4J<R < A46D98<FP EFD4A9; 

− CDB@OL?9AABEFP 4 ;?BG@OL?9AA<>< IBF9?< BEF4AB6<FP D45BFG BFD4E?96B= 
CDB@OL?9AABEF<, <?< ;4@98?<FP 6OCGE> CDB8G>J<<. �O?B ;4H<>E<DB64AB 223 4F4><, KFB A4 7% 
5B?PL9 6 BF?<K<< BF CDBL?B7B 7B84. � BEAB6AB@ <ECB?P;B64?<EP @9FB8O EBJ<4?PAB= <A:9A9D<<, 
6 A9>BFBDOI E?GK4SI >B@CDB@9F4J<S CDB7D4@@AB7B B59EC9K9A<S 6 >B@C4A<SI; 

− @98<J<A4 4 G:9 A9E>B?P>B ?9F ;4A<@49F 3-9 @9EFB CB 4F4>G9@O@ BFD4E?S@, ;4A<@49F 
?<8<DGRMGR CB;<J<R CB GF9K>9 84AAOI. �B?99 K9@ 6 80% E?GK496 CDB<EIB8<F GF9K>4 
>BAH<89AJ<4?PAOI 84AAOI >?<9AFB6. � E<EF9@4I @98GKD9:89A<= EB89D:4FES >B?BEE4?PAO= 
B5N9@ 84AAOI, CD9EFGCA<>< @B7GF CB?GK<FP F4><9 >BAH<89AJ<4?PAO9 84AAO9 >4>: <EFBD<R 
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5B?9;A<, (�", <AHBD@4J<R B EBEFBSA<< ;8BDB6PS, AB@9D F9?9HBA4, D9>6<;<FO EK9FB6, AB@9DB6 
>4DF, 48D9E CDBC<E><, <?< Q?9>FDBAAB= CBKFO, 84FG DB:89A<S < ?R5GR 8DG7GR @98<J<AE>GR 
<AHBD@4J<R. 

 

 
Р8E. 2. �4F97BD<< :9DF6 ED98< BD74A<;4J<= 

Fig. 2. Categories of victims among organizations 

 

− H<A4AEB6O= E9>FBD 4 CB ED46A9A<R E CDBL?O@ 7B8B@ 4F4>< A4 84AAO= E9>FBD 
EA<;<?<EP A4 7%. �B@C4A<< 5B?99 CB87BFB6?9AO > 4F4>4@, AB QFB A9 74D4AF<DG9F IBDBL9= 
;4M<MёAABEF<. Positive Technologies CDB69?< <EE?98B64A<9, 6 IB89 >BFBDB7B 6 86% E?GK496 
CB?GK<?< 8BEFGC > ?B>4?PAB= E9F<. #B@<@B QFB7B, 5O?B 6OSEA9AB, KFB 6 D9:<@9 D94?PAB7B 
6D9@9A< @B:AB CDBA<>AGFP 7?G5:9 6 E9FP 84:9 A9 BCOFAB@G ;?BG@OL?9AA<>G. � IB89 CDB69D>< 
6E9 Q>EC9DFO E@B7?< CB?GK<FP CB?AO= 8BEFGC > <AHD4EFDG>FGD9 >B@C4A<< < CB>4;4?<, KFB 5G89F, 
9E?< ;?BG@OL?9AA<> CBC48ёF 6 E9FP [6 - 8]; 

− IT->B@C4A<< 4 CDBJ9AF 4F4> EA<;<?ES, B8A4>B 6% 4F4> CD<A48?9:4F 84AAB@G E9>FBDG. 
IT->B@C4A<< 5B?99 7BFB6O > 4F4>4@ < 6 5B?PL<AEF69 F4><I >B@C4A<SI 9EFP >64?<H<J<DB64AAO= 
EBFDG8A<> <AHBD@4J<BAAB= 59;BC4EABEF<, >BFBDO= B59EC9K<649F ;4M<FG E9F< < ECBEB59A 
CBFS74FPES EB ;?BG@OL?9AA<>B@ 6 D9:<@9 D94?PAB7B 6D9@9A<. �4> < 6B 6E9I >B@C4A<SI, 6 
5B?PL<AEF69 E?GK496 <ECB?P;G9FES @9FB8 EBJ<4?PAB= <A:9A9D<<, 698P F4> 7BD4;8B ?97K9 
CDBA<>AGFP 6 E9FP >B@C4A<<, CD<?B:<6 @<A<@G@ GE<?<=; 

− A4G>4 < B5D4;B64A<9 4 >B?<K9EF6B 4F4> 6 BF?<K<< BF 2021 7B84 A9 <;@9A<?BEP, 
;?BG@OL?9AA<>B6 6Eё F4> :9 <AF9D9EG9F >BAH<89AJ<4?PA4S <AHBD@4J<S, CD9<@GM9EF69AAB 
C9DEBA4?PAO9 84AAO9 >?<9AFB6 < EBFDG8A<>B6. �4:84S 6FBD4S 4F4>4 5O?4 EB69DL9A4 
L<HDB64?PM<>4@<, J9?PR 84AAB= 4F4>< 5O?B CB?GK9A<9 6O>GC4 BF BD74A<;4J<< ;4 G>D489AAGR 
<AHBD@4J<R. &4>:9 CB85<D4?< C4DB?< BF GKёFAOI ;4C<E9= < CB?P;B64?<EP 
E>B@CDB@9F<DB64AAO@< 84AAO@<; 

− CB?P;B64F9?< 4 >B?<K9EF6B 4F4> A4 B5OKAOI CB?P;B64F9?9= 6ODBE?B A4 44%, KFB 
CD<69?B > @4ELF45AO@ GF9K>4@ 84AAOI. 17% BF B5M97B K<E?4 4F4> CD<L?BEP A4 CB?P;B64F9?9=. 
%CBEB5O 4F4> F4><9 :9, >4> < 6 CDBL?OI BFD4E?SI. 

�;-;4 DBEF4 4F4> 5R8:9F <AHBD@4J<BAAB= 59;BC4EABEF< G69?<K<?< G 7BEG84DEF69AAOI 
EFDG>FGD A4 26%, ED98EF64 CBL?< A4 CDB8?9A<9 ?<J9A;<=, ;4>GC>G AB6B7B :9?9;4 < #". "5Nё@ 
DOA>4 <AHBD@4J<BAAB= 59;BC4EABEF< 6 2021 7B8G 8BEF<7 98,6 @?D8. DG5?9=, KFB B;A4K49F DBEF A4 
8%, 6 2022 7B8G 6ODBE A4 10-20% [10]. � A4K4?9 2022 7B84 >B@C4A<< 8G@4?<, KFB DOAB> GC48ёF A4 
20%, <;-;4 GIB84 ;4C48AOI CDB<;6B8<F9?9=, AB <;-;4 4>F<6AOI 4F4> A4 <AHD4EFDG>FGDG $BEE<=E>B= 
(989D4J<< @AB7<9 >B@C4A<< EFB?>AG?<EP E CDB5?9@4@<, A4 >BFBDO9 AG:AB 5O?B D947<DB64FP. 
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Abstract 

This article raises the problem of the development of creative thinking of modern youth in the 

field of graphic design, and also examines the problems and solutions in the field of distance 

education. Research shows that the use of digital technologies in the educational process greatly 

changes the role of the teacher. On the other hand, modern students expect an increase in the 

interactivity of the educational process, the use of innovative digital solutions and the opportunity 

to show their creativity.  The article discusses the concepts of gamification of education and 

creative thinking in relation to the field of graphic design training. Gamification in education is 

the use of gameplay as a learning method that allows students to improve their engagement and 
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increase their motivation to learn. On the other hand, the development of creative thinking  - the

ability to find unusual and effective solutions to problems  3  is also extremely important for future

designers and artists. The article considers the ways of developing creative thinking in the process

of  teaching  graphic  design,  identifies  the  problems  of  online  education  in  general  and  graphic

design  training  in  particular.  The  final  part  of  the  article  presents  models  of  functional 
requirements for the implementation of a web system for teaching graphic design and the results

of a study of potential users of such a system.

Keywords:  online  education;  creative  thinking;  gamification  of  education;  graphic  design;

training
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Р8E. 1. Customer Journey Map CBF9AJ<4?PAB7B CB?P;B64F9?S 'K9A<> CB CDBJ9EEG «"5GK9A<9 

7D4H<K9E>B@G 8<;4=AG» 
Fig. 1. Customer Journey Map of a potential user Student in the process of "Teaching graphic design" 
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Abstract 
The article conducted a study and analysis of the problems that arise in the course of the activities 
of the beauty salon administrator. The administrator plays an important role in the effective work 
of the organization and improving the quality of customer service. He is engaged in drawing up a 
work schedule, controls the cost of services and the quality of work of craftsmen, is responsible 
for the availability of consumables in stock, provides a high level of customer service from 
consulting and booking an appointment for the procedure, ending with accepting payment for the 
service implemented. According to research, the beauty salon market is actively developing at the 
moment and the flow of customers is increasing, along with this, the workload of the 
administrator is also increasing. It is important to help the administrator to perform his work 
duties effectively in order to maximize profits and improve the image of the salon. The article 
highlighted the responsibilities of the administrator, presented and modeled the main business 
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processes of the beauty salon in the provision of services, described the reasons  for the relevance
of  the  development  of  an  automated  system  and  the  problems  that  will  be  solved  after  its 
implementation.
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Р8E. 5. "D74A<;4J<BAA4S EFDG>FGD4 E4?BA4 >D4EBFO 

Fig. 1. Organizational structure of the beauty salon 
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Fig. 2. General functional model IDEF0 of the process "Provision of cosmetic services" 
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Fig. 3. Decomposition of the general functional model IDEF0  

of the process "Provision of cosmetic services" 
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Fig. 4. Customer Journey Map of the beauty salon administrator in the process of performing their duties 
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Abstract 

At the moment, the problem of countering corruption in the field of public service still does not 

lose its relevance. It is assumed that when committing acts of corruption, people show certain 

verbal and non-verbal signals, with the help of which it is possible to identify signs of corruption. 
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The  article  deals  with  the  problem  of  violation  of  anti-corruption  legislation  in  state  and 
municipal  institutions  from  the  point  of  view  of  the  psycho-emotional  state  of  officials.  It  is
proposed  to  use  machine  learning  methods  to  analyze  video  and  audio  recordings  of  speeches

with unprepared speech of officials of various levels of government, where they answer  questions

from  journalists  and  the  public,  in  order  to  determine  emotions  and  identify  aggression,

uncertainty, and evasiveness in answers. The results of the study may be useful for government

agencies  involved  in  the  fight  against  corruption,  as  well  as  for  the  public  interested  in 
transparency and honesty of the activities of civil servants.

Keywords:  anti3corruption; public administration; machine learning; verbal analysis; analysis of

audio-video recordings; analysis of psycho-emotional state
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Fig. 1. Structure of the developed method for identifying indirect signs of violation of anti-corruption 

legislation in video recordings of speeches of civil servants 
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Р8E. 2. %I9@4 E <ECB?P;G9@O@< D9EGDE4@< A9CB87BFB6?9AAB= D9K< K<AB6A<>B6 

Fig. 2. A diagram with the resources used for the unprepared speech of officials 
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Fig. 3. Considered categories of questions asked to officials 
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�O? EB5D4A E?B64DP <; 140 FOE. E?B6, EBEFBSM<= <; @4>E<@4?PAB 6E96B;@B:AOI 
@BDHB?B7<K9E><I 64D<4AFB6 E?B6 A9J9A;GDAB= ?9>E<><, E J9?PR 99 89F9>F<DB64A<S <; D9K<. 
�4:8B9 E?B6B 6IB8SM97B F9>EF4 CDB69DS9FES CB 84AAB@G E?B64DR < CB8EK<FO649FES >B?<K9EF6B 
A9J9A;GDAB= ?9>E<>< 6 F9>EF9. 

�?S 89F9>J<< E?B6, A4IB8SM<IES 6 CB69?<F9?PAB@ A4>?BA9A<<, 5O?4 <ECB?P;B64A4 
5<5?<BF9>4 pymorphy2, E CB@BMPR >BFBDB= 6B;@B:9A CB?AO= @BDHB?B7<K9E><= D4;5BD E?B64 
[10]. 

�?S 89F9>J<< G@9APL<F9?PAB-?4E>4F9?PAOI < CD9A95D9:<F9?PAOI 6OD4:9A<=, B>BAK4A<S 
E?B6 5O?< BF5DBL9AO E <ECB?P;B64A<9@ EF9@@9D4 (CDBJ9EE A4IB:89A<S BEAB6O E?B64) #BDF9D4, 
484CF<DB64AAB7B 8?S DGEE>B7B S;O>4. �4?99 5O?4 CDB69D>4 A4 A4?<K<9 G@9APL<F9?PAB-
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?4E>4F9?PAOI EGHH<>EB6 G E?B64, 6>?RK4S 6E9 6B;@B:AO9 @BDHB?B7<K9E><9 64D<4AFO, F4><9 >4> 
"<>", "9>", ">", "9J", "<J", "BE>", "9K>", "BAP>", "9AP>", "OL>", "<AL", "GL>" < "RL>". 

"5A4DG:9A<9 BE>BD5?9A<= < G7DB; 6 F9>EF9 5O?B 6OCB?A9AB 8BB5GK9A<9 @B89?9= 5<A4DAB= 
>?4EE<H<>4J<< [3] E CB@BMPR A9=DBAAB= E9F<, A4 54;9 4DI<F9>FGDO RuBertTiny [20]. 

Д;я 89F9:ц88 G7D>7: 
- F9EFO, EB89D:4M<9 G7DB;G; 
- F9>EFO, A9 EB89D:4M<9 G7DB;. 
Д;я 89F9:ц88 >E:>D5;9=89: 
- F9>EFO, EB89D:4M<9 BE>BD5?9A<S; 
- F9>EFO, A9 EB89D:4M<9 BE>BD5?9A<S. 
% CB@BMPR 84AAOI <; EBJ<4?PAB= E9F< «"8AB>?4EEA<><» 5O?< 6;SFO 248290 >B@@9AF4D<S, 

BFABESM<9ES > FD9@ >4F97BD<S@: A9=FD4?PAO9 EBB5M9A<S, EBB5M9A<S E BE>BD5?9A<S@< < 
EBB5M9A<S E G7DB;4@<. 

&4>:9 5O?4 B5GK9A4 @B89?P RuBertTiny 8?S 89F9>J<< FB>E<KABEF< 6 D9K< [17]. &9>EF, 
EB89D:4M<= 8<E>D<@<A<DGRM<9 < BE>BD5<F9?PAO9 EBB5M9A<S CB BFABL9A<R > >B@G3?<5B, 
CD<ASFB EK<F4FP FB>E<KAO@. �O?4 B5GK9A4 @B89?P >?4EE<H<>4J<< A4 A9E>B?P><I D4;?<KAOI 
A45BDB6 84AAOI [7]. 

  

��&��*�/ !�'��$�!!"%&� 

�4AAO= @B8G?P CD98A4;A4K9A 8?S FB7B, KFB5O CBASFP EF9C9AP G69D9AABEF< 7B6BDSM97B. 
'69D9AABEFP HBD@<DG9FES A4 BEAB69 GEC9LAB7B D9L9A<S EBJ<4?PAOI ;484K < 8BEF<:9A<S 
CBEF46?9AAOI J9?9=. 

�A4?<; 84AAB= I4D4>F9D<EF<>< 5G89F CDBIB8<FP CB 86G@ E<7A4?4@: 69D54?PAO@ < 
A969D54?PAO@. � >4:8B@ <; A<I 5O?< 6O89?9AO E?98GRM<9 CB>4;4F9?<: 

Н969D54;P=O9 E87=4;O: 
- F9@C D9K<; 
- D9;>B9 CB6OL9A<9/CBA<:9A<9 7DB@>BEF< D9K<; 
- Q@BJ<BA4?PAO= B>D4E D9K<: D48BEFP, ;?BEFP, A9=FD4?PAB9 EBEFBSA<9. 
В9D54;P=O9 E87=4;O: 
- EB89D:4A<9 D9K< 

 B8G?P D45BF49F E 6IB8AO@< 6<89B;4C<ES@< K<AB6A<>B6, 6 IB89 K97B <; A<I <;6?9>4RFES 
CBE?98B64F9?PABEF< <; >48DB6 < EQ@C?B6 8?<F9?PABEFPR 10 E9>GA8 8?S 84?PA9=L97B 4A4?<;4. � 
D45BF9 @B8G?S <ECB?P;G9FES A9=DBAA4S E9FP3FD4AEBHD@9D ($<EGAB> 4) [19], E J9?PR B5D45BF>< 
@G?PF<@B84?PAB7B CBFB>4 6<89B [22, 21, 23]. 

  

 
Р8E. 4. #4=C?4=A BCD989?9A<S G69D9AABEF< K9?B69>4 E CB@BMPR E9F<-FD4AEHBD@9D 

Fig. 4. Pipeline for determining a person's confidence using a transformer network 

 

%GM9EF6G9F 864 ECBEB54, KFB5O CDB<;69EF< <;6?9K9A<9 A9B5IB8<@OI CD<;A4>B@ >4> <; 
6<89B@4F9D<4?B6, F4> < <; 4G8<BE<7A4?B6. $4EE@BFD<@ >4:8O= 5B?99 CB8DB5AB, A4KA9@ E 
6<89BE<7A4?B6: 
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1) �?S CB?GK9A<S 69>FBD4 @<@<>< ?<J4 D4EE@4FD<649@B7B K9?B69>4 <ECB?P;G9FES E69DFBKA4S 
A9=DBAA4S E9FP BlazeFace 6@9EF9 E @B8G?9@ Face Mesh [4], >BFBDO= <;6?9>49F 69>FBD <; 478 FBK9> 
?<J4. %9FP CD<A<@49F A4 6IB8 <;B5D4:9A<9 >48D4 6<89BCBE?98B64F9?PABEF< 6 F9A;BDAB@ 
CD98EF46?9A<<, E:4FB@ 8B 256x256 C<>E9?9=. 

2) � 4?PF9DA4F<6AB@ EJ9A4D<< 6@9EFB FBK9> ?<J4 <ECB?P;GRFES 5B?99 6OEB>BGDB6A96O9 
CD<;A4><, CB?GK9AAO9 A9CBED98EF69AAB <; <;B5D4:9A<S ?<J4 K9?B69>4 D94?PAB7B D4;@9D4, >BFBDB9 
6 84?PA9=L9@ 69>FBD<;G9FES E CB@BMPR E69DFBKAB= A9=DBAAB= E9F< TinaFace. 

&9C9DP D4EE@BFD<@ EGM9EF6GRM<9 EJ9A4D<< 8?S <;6?9K9A<S CD<;A4>B6 <; 4G8<BE<7A4?4: 
1) �;6?9K9A<9 <AF9DCD9F<DG9@OI 4FD<5GFB6 <; 4G8<BCBFB>4, F4><I >4> Q@BJ<<, 8DB:4A<9 

7B?BE4, FBA, K4EFBF4, 4@C?<FG84, >B?<K9EF6B < 8?<F9?PABEFP C4G;. 
2) #D9B5D4;B64A<9 4G8<BCBFB>4 6 EC9>FDB7D4@@G, CB >BFBDB= 6OK<E?SRFES MFCC 

>BQHH<J<9AFO [16, 6]. 

%?98GRM<@ QF4CB@ S6?S9FES B5N98<A9A<9 4G8<B < 6<89B E<7A4?B6 6 B8<A CBFB> 
@G?PF<@B84?PAOI CD<;A4>B6, BEAB6O64SEP A4 EBBF69FEF6GRM9= <I D4;@9DABEF< [12]. �4F9@, > 
CB?GK<6L9@GES CBFB>G 8B546?S9FES B5GK49@O= 69>FBD, < BA< 6@9EF9 C9D984RFES 6 E9FP-
FD4AEHBD@9D 8?S B5GK9A<S BFABE<F9?PAB 6D9@9AAB= D4;@9DABEF<. 

 B89?P EB89D:<F 864 A9=DBA4 E HGA>J<9= 4>F<64J<< E<7@B<8, >BFBDO9 CD98BEF46?SRF 
<AHBD@4J<R B 6<89BHD47@9AF9: 

1) #9D6O= A9=DBA: CDB<EIB8<F 6OK<E?9A<9 69DBSFABEF< BFA9E9A<S 6<89BHD47@9AF4 > >?4EEG 
0, KFB S6?S9FES BJ9A>B= G69D9AABEF< 6 84AAB= >?4EE<H<>4J<<; 

2) �FBDB= A9=DBA: CDB<EIB8<F 6OK<E?9A<9 69DBSFABEF< BFA9E9A<S 6<89BHD47@9AF4 > >?4EEG 
1, KFB S6?S9FES BJ9A>B= A9G69D9AABEF< 6 84AAB= >?4EE<H<>4J<<. 

%B7?4EAB HBD@G?4@, >BFBDO9 <;B5D4:9AO A<:9, CDB<EIB8<F B5N98<A9A<9 D9;G?PF4FB6 
CD98E>4;4A<= 8?S 6<89B;4C<E9=: 
  

 , 

  . 

 

789 T - ;A4K9A<9 G69D9AABEF< C9D6B7B A9=DBA4 (G69D9AABEFP 6 6OE>4;O64A<<); 
F - ;A4K9A<9 G69D9AABEF< 6FBDB7B A9=DBA4 (A9G69D9AABEFP 6 6OE>4;O64A<<); 
n - >B?<K9EF6B 6<89BHD47@9AFB6 6 6<89B. 
-F4 HBD@G?4 CB;6B?S9F BJ9A<FP 6>?48 >4:8B7B A9=DBA4 6 CD98E>4;4A<9 @B89?<, 6@9EFB FB7B 

KFB5O D4EEK<FO64FP A9;46<E<@GR BJ9A>G G69D9AABEF< >4:8B7B A9=DBA4: 
3 �A4K9A<9 6 CD989?4I 50% EBBF69FEF6G9F A<;>B= EF9C9A< G69D9AABEF< Q>EC9DF4. 
3 �A4K9A<S BF 50% 8B 70% EBBF69FEF6GRF ED98A9= EF9C9A< G69D9AABEF< Q>EC9DF4. 
3 �A4K9A<S, CD96OL4RM<9 70%, EBBF69FEF6G9F 5B?99 6OEB>B= EF9C9A< G69D9AABEF<. 

  

��&��*�/ '��"!+��"%&� � "&��&�) 

'>?BAK<6BEFP 6 BF69F4I B;A4K49F <;5974A<9 CDS@OI, SEAOI < >BA>D9FAOI BF69FB6 A4 6BCDBEO 
<?< 6989A<9 B5EG:89A<S 6 EFBDBAG <?< <;5974A<9 FBKAB7B BF69F4 A4 6BCDBEO. -FB @B:9F 
CDBS6?SFPES 6 <ECB?P;B64A<< B5M<I <?< A9BCD989?9AAOI HBD@G?<DB6B>, GIB89 BF CDS@OI 
BF69FB6, 6 D4;?<KAOI 4?PF9DA4F<64I <?< BF6?9K9AAOI D4EEG:89A<SI, 6@9L4F9?PEF69 6 89F4?< <?< 
A98BEF4FBKAB@ CD98BEF46?9A<< <AHBD@4J<<. �A4?<; A4GKAB= ?<F9D4FGDO CB 84AAB= F9@9 
CB;6B?<?B 6O89?<FP < >?4EE<H<J<DB64FP A4<5B?99 D4ECDBEFD4A9AAO9 ECBEB5O <;5974A<S BF69FB6. 

#DB4A4?<;<DB646 DS8 <EFBKA<>B6, 5O?4 D4;D45BF4A4 EI9@4 A4 D<EGA>9 5, 6 >BFBDB= 
CD98EF46?9AO D4;?<KAO9 ECBEB5O G>?BAK<6BEF< 6 BF69F4I. � 84AAB= EI9@9 6<;G4?<;<DB64AO 
F<C<KAO9 CD<9@O, >BFBDO@< EC<>9DO @B7GF <;5974FP CDS@OI < >BA>D9FAOI BF69FB6 A4 6BCDBEO. 
�?4EE<H<>4J<S ECBEB5B6 G>?BAK<6BEF< 6>?RK49F F4><9 >4F97BD<<, >4> BF69F 6BCDBEB@ A4 6BCDBE, 
EB@A9A<9 6 ;484649@B@ 6BCDBE9, BF>4; BF BF69F4 <?< <7ABD<DB64A<9 6BCDBE4, < A9CB?AO= BF69F. 
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Р8E. 5. %I9@4 EB ECBEB54@< <;5974A<S BF69F4 A4 6BCDBE 

Fig. 5. A diagram with ways to avoid answering the question 

 

$4;D454FO649@O= 4?7BD<F@ 6OS6?9A<S G>?BAK<6BEF< 6 BF69F4I CD98EF46?S9F EB5B= E?B:AGR 
E<EF9@G, BEAB64AAGR A4 86GI B5GK9AAOI @B89?SI, CD98EF46?S9F EB5B= B5B5M9AAO= CB8IB8, 
>BFBDO= @B:9F <ECB?P;B64FPES 8?S 4A4?<;4 8<4?B7B6 <?< D9K< EC<>9D4. 

#9D64S @B89?P, <ECB?P;GRM4S FD4AEHBD@9D BERT, 6OCB?AS9F >?4EE<H<>4J<R 
6BCDBE<F9?PAOI < GF69D8<F9?PAOI CD98?B:9A<= [27]. �?S 8BB5GK9A<S QFB= @B89?< 5O? 
<ECB?P;B64A 84F4E9F, EBEFBSM<= <; B>B?B 81 FOESK< GF69D8<F9?PAOI CD98?B:9A<= <; 84F4E9F4 
SPAADIA < 131 FOESK< 6BCDBE<F9?PAOI CD98?B:9A<= <; 84F4E9F4 SQuaD. � D9;G?PF4F9 
F9EF<DB64A<S, 84AA4S @B89?P CB>4;4?4 6OEB>B9 ;A4K9A<9 F-@9DO, EBEF46?SRM9= 0.96 8?S 
6BCDBE<F9?PAOI CD98?B:9A<=, KFB 6 84AAB@ E?GK49 E6<89F9?PEF6G9F B 99 QHH9>F<6ABEF<. 

�4?99, BF69F K9?B69>4 6 >4K9EF69 >BAF9>EF4 C9D9849FES 6B 6FBDGR @B89?P, >BFBD4S 6 E6BR 
BK9D98P E BCD989?9AAB= EF9C9APR G69D9AABEF< 6O89?S9F QFBF BF69F <; D9K<. -F4 @B89?P 5O?4 
CBEFDB9A4 E <ECB?P;B64A<9@ F9IA<>< fine-tuning A4 BEAB69 FD4AEHBD@9D4 RoBERTa. �4AA4S 
4DI<F9>FGD4 RoBERTa 4A4?B7<KA4 4DI<F9>FGD9 BERT, B8A4>B BF?<K49FES CB8IB8B@ > B5GK9A<R 
@B89?<. RoBERTa <ECB?P;G9F G69?<K9AAO= >BDCGE 8?S B5GK9A<S < 79A9D4J<R 8<A4@<K9E><I 
mask-FB>9AB6, KFB ECBEB5EF6G9F 99 5B?99 FBKAB@G B5GK9A<R. � >4K9EF69 84F4E9F4 8?S 8BB5GK9A<S 
84AAB= @B89?< 5O? 6O5D4A SQuaD 84F4E9F, EB89D:4M<= 6BCDBEO < BF69FO A4 A<I. �A4K9A<9 F1-

@9DO 8?S 8BB5GK9AAB= @B89?< EBEF46<?B 0.83, KFB G>4;O649F A4 99 6OEB>GR CDB<;6B8<F9?PABEFP < 
ECBEB5ABEFP 6O89?SFP BF69FO A4 6BCDBEO <; >BAF9>EF4 D9K< EC<>9D4. 

 B:AB CD98CB?B:<FP, KFB CD< E?<L>B@ 6OEB>B= G69D9AABEF< @B89?< 99 BF69FO 5G8GF 
KD9;@9DAB >4F97BD<KAO@< < A9B5IB8<@B 5G89F GK<FO64FP 6B;@B:ABEFP ?B:AOI ED454FO64A<=. % 
8DG7B= EFBDBAO, CD< E?<L>B@ A<;>B= G69D9AABEF< @B89?< BF69FO 5G8GF A9BCD989?9AAO@< < 
A9CD<7B8AO@< 8?S <ECB?P;B64A<S. #BQFB@G 8?S 8BEF<:9A<S A4<?GKL<I D9;G?PF4FB6 64:AB 
CB8B5D4FP BCF<@4?PAGR 7D4A<JG ;A4K9A<S G69D9AABEF<, CD< >BFBDB= @B89?P 5G89F 8464FP 
A4<5B?99 FBKAO9 < CD<7B8AO9 8?S <ECB?P;B64A<S BF69FO. -F4 7D4A<J4 5O?4 BCD989?9A4 
Q>EC9D<@9AF4?PAB, CGF9@ 4A4?<;4 D9;G?PF4FB6 D45BFO @B89?< CD< D4;AOI ;A4K9A<SI G69D9AABEF< 
< 6O5BD4 A4<?GKL97B ;A4K9A<S A4 BEAB69 CB?GK9AAOI 84AAOI. 

�OIB8B@ D4;D454FO649@B7B 4?7BD<F@4 S6?SRFES EC<E>< E 6BCDBE4@</BF69F4@< 8?S >4:8B7B 
EC<>9D4, EBCDB6B:84RM<9ES @9F>4@< "G>?BAK<6O=" <?< "A9 G>?BAK<6O=", 4 F4>:9 ;A4K9A<S@< 
G69D9AABEF< @B89?<. �?S >4:8B7B 6BCDBE4/BF69F4 4?7BD<F@ BCD989?S9F, S6?S9FES ?< BA 
G>?BAK<6O@ <?< A9F, A4 BEAB69 6O6B8B6 C9D6B= @B89?<, BEGM9EF6?SRM9= >?4EE<H<>4J<R 
CD98?B:9A<=. �A4K9A<9 G69D9AABEF< @B89?< F4>:9 6B;6D4M49FES 6 6<89 K<E?B6B= BJ9A><, 
BFD4:4RM9= EF9C9AP G69D9AABEF< 4?7BD<F@4 6 E6B<I 6O6B84I. 

&4><@ B5D4;B@, 84AA4S B5B5M9AA4S @B89?P, EBEFBSM4S <; 86GI L47B6 < 86GI B5GK9AAOI 
@B89?9=, CB;6B?S9F QHH9>F<6AB 4A4?<;<DB64FP 8<4?B7< <?< D9KP EC<>9D4, >?4EE<H<J<DB64FP 
CD98?B:9A<S < 6O89?SFP BF69FO A4 6BCDBEO <; >BAF9>EF4, BF>DO64S AB6O9 6B;@B:ABEF< 8?S 
46FB@4F<K9E>B7B 4A4?<;4 < B5D45BF>< 9EF9EF69AAB7B S;O>4. 
  

����.+�!�� 

� <EE?98B64A<< 5O? CD98?B:9A @9FB8 6OS6?9A<S >BE69AAOI CD<;A4>B6 A4DGL9A<S 
4AF<>BDDGCJ<BAAB7B ;4>BAB84F9?PEF64 A4 BEAB69 4A4?<;4 6<89B;4C<E9= 6OEFGC?9A<= K<AB6A<>B6. 
�4AAO= @9FB8 CD98CB?4749F <ECB?P;B64A<9 98<AB7B <ECB?P;B64A<S FD9I @B8G?9=: 89F9>J<< 
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47D9EE<<, A9G69D9AABEF< < G>?BAK<6BEF< CD< BF69F4I, 8?S 46FB@4F<K9E>B7B 4A4?<;4 
6<89B@4F9D<4?B6 < 6OS6?9A<S CBF9AJ<4?PAOI A4DGL9A<= 4AF<>BDDGCJ<BAAOI ABD@. 

$4;D45BF4AAO= @9FB8 BEAB6O649FES A4 4A4?<;9 D4;?<KAOI CD<;A4>B6, F4><I >4> :9EFO, 
@<@<>4, FBA 7B?BE4, C4G;O < 8DG7<9 A969D54?PAO9 Q?9@9AFO 6OEFGC?9A<=. -F< CD<;A4>< @B7GF 
E6<89F9?PEF6B64FP B CBF9AJ<4?PAOI A4DGL9A<SI 4AF<>BDDGCJ<BAAOI ;4>BAB6, F4><I >4> 
A9CD468<6O9 ;4S6?9A<S, E>DOFO9 E89?><, 6;SFBKA<K9EF6B < 8DG7<9 HBD@O >BDDGCJ<BAAB= 
89SF9?PABEF<. 

�B@5<A<DGS D9;G?PF4FO QF<I FD9I @B8G?9=, @B:AB CB?GK<FP <AHBD@4J<R B 6B;@B:AOI 
A4DGL9A<SI 4AF<>BDDGCJ<BAAOI ABD@ < BJ9A<FP EF9C9AP D<E>4. &4>B= CB8IB8 CB;6B?S9F 
EGM9EF69AAB GE>BD<FP CDBJ9EE B5A4DG:9A<S CBF9AJ<4?PAOI A4DGL9A<= < G?GKL<FP 
QHH9>F<6ABEFP @BA<FBD<A74 >BDDGCJ<BAAOI CDBS6?9A<= 6 7BEG84DEF69AAOI BD74A4I. 

"8A4>B EFB<F BF@9F<FP, KFB D4;D45BF4AAO= @9FB8 S6?S9FES CD9864D<F9?PAO@ <AEFDG@9AFB@ 
< A9 @B:9F E?G:<FP BEAB6B= 8?S B8AB;A4KAB7B ;4>?RK9A<S B A4?<K<< <?< BFEGFEF6<< A4DGL9A<=. 
�?S 5B?99 FBKAB= BJ9A>< A9B5IB8<@B CDB6B8<FP 8BCB?A<F9?PAO9 <EE?98B64A<S, 6>?RK4S 4A4?<; 
EFBDBAA<I <EFBKA<>B6 <AHBD@4J<< < CDB69D>G D9;G?PF4FB6 @9FB84 A4 5B?PLB@ B5N9@9 
6<89B@4F9D<4?B6 E D4;?<KAO@< >BAF9>EF4@< < GE?B6<S@<. 
 

%C<EB> ?<F9D4FGDO 

1. "6ESAA<>B64 �. �. � 6BCDBEG B >?4EE<H<>4J<< Q@BJ<=: >4F97BD<4?PAO= < @AB7B@9DAO= 
CB8IB8O // (<A4AEB64S 4A4?<F<>4: CDB5?9@O < D9L9A<S. 3 2013. 3 №. 37. 3 %. 43-48.  

2. $B7B6 �. �. !4EFB?PA4S >A<74 CD4>F<K9E>B7B CE<IB?B74: 'K95AB9 CBEB5<9 //  .: ����"%. 3 
1998. 3 %. 134-142.  

3. %4@<7G?<A &. $., %@<DAB6 �. �., �4GL><A4 �. �. "CD989?9A<9 @4D>9DB6 47D9EE<6AB7B CB6989A<S 
K9?B69>4 A4 BEAB69 4A4?<;4 4G8<B < F9>EFB6B7B >4A4?B6 // !4GKAO= D9;G?PF4F. �AHBD@4J<BAAO9 
F9IAB?B7<<. 3 2022. 3 &. 7. 3 №. 2. 3 %. 55-62.  

4. Bazarevsky V. et al. Blazeface: Sub-millisecond neural face detection on mobile gpus //arXiv preprint 

arXiv:1907.05047. 3 2019.  

5. Burkhardt F. et al. A database of German emotional speech // Interspeech. 3 2005. 3 &. 5. 3 %. 1517-

1520.  

6. Chow A., Louie J. Detecting lies via speech patterns. 3 2017.  

7. Devyatkin D. A. et al. Intelligent analysis of manifestations of verbal aggressiveness in network 

community texts //Scientific and Technical Information Processing. 3 2014. 3 &. 41. 3 %. 377-389.  

8. Goupil L. et al. Listeners’ perceptions of the certainty and honesty of a speaker are associated with a 

common prosodic signature // Nature communication. 3 2021. 3 &. 12. 3 №. 1. 3 %. 861.  
9. Gournay P., Lahaie O., Lefebvre R. A canadian french emotional speech dataset //Proceedings of the 

9th ACM multimedia systems conference. 3 2018. 3 %. 399-402.  

10. Korobov M. Morphological analyzer and generator for Russian and Ukrainian languages //Analysis of 

Images, Social Networks and Texts: 4th International Conference, AIST 2015, Yekaterinburg, Russia, April 9311, 

2015, Revised Selected Papers 4. 3 Springer International Publishing, 2015. 3 %. 320-332.  

11. Kossaifi J. et al. Sewa db: A rich database for audio-visual emotion and sentiment research in the wild // 

IEEE transactions on pattern analysis and machine intelligence. 3 2019. 3 &. 43. 3 №. 3. 3 %. 1022-1040.  

12. Laushkina, Anastasia & Smirnov, Ivan & Medvedev, Anatoly & Laptev, Andrey & Sinko, Mikhail. 

(2022). Detecting incongruity in the expression of emotions in short videos based on a multimodal approach. 

Cybernetics and Physics. 210-216.  

13. Luna-Jiménez C. et al. A Proposal for Multimodal Emotion Recognition Using Aural Transformers and 

Action Units on RAVDESS Dataset // Applied Sciences. 2021. 3 Vol. 12. 3 № 1. 3 P. 327.  

14. Marcolla F., de Santiago R., Dazzi R. Novel Lie Speech Classification by using Voice Stress // 

Proceedings of the 12th International Conference on Agents and Artificial Intelligence. SCITEPRESS 3 Science 

and Technology Publications. 3 2020. 3 %. 7423749.  

15. McFee B. et al. librosa: Audio and music signal analysis in python //Proceedings of the 14th python in 

science conference. 3 2015. 3 &. 8. 3 %. 18-25.  

16. Oviatt S. et al. (ed.). The Handbook of Multimodal-Multisensor Interfaces: Signal Processing, 

Architectures, and Detection of Emotion and Cognition-Volume 2. 3 Association for Computing Machinery and 

Morgan & Claypool, 2018.  



 

КD4=AB6E><I �.�., КB@4DB64 �.�., �4EB6 �.�. �9FB8 6Oя6?9A<я >BE69AAOI CD<;A4>B6 
>BDDGCJ<BAAOI 89яA<= CB 6<89B;4C<Eя@ 6OEFGC?9A<= 7BEE?G:4M<I // �4GKAO= 
D9;G?PF4F. �AHBD@4J<BAAO9 F9IAB?B7<<. – &.8, №2, 2023 

44 

 

17. S. Haq P.J.B.J. Multimodal Emotion Recognition / ed. Wang W. IGI Global, 2010. C. 3983423.  

18. Saeed H. H., Shahzad K., Kamiran F. Overlapping toxic sentiment classification using deep neural 

architectures //2018 IEEE international conference on data mining workshops (ICDMW). 3 IEEE, 2018. 3 %. 1361-

1366.  

19. Sinko M. et al. Method of constructing and identifying predictive models of human behavior based on 

information models of non-verbal signals //Procedia Computer Science. 3 2022. 3 &. 212. 3 %. 171-180.  

20. Tenney I., Das D., Pavlick E. BERT rediscovers the classical NLP pipeline // arXiv preprint 

arXiv:1905.05950. 3 2019.  

21. Tsai Y. H. H. et al. Learning factorized multimodal representations // arXiv preprint 

arXiv:1806.06176. 3 2018.  

22. Tsai Y. H. H. et al. Multimodal transformer for unaligned multimodal language sequences //Proceedings 

of the conference. Association for Computational Linguistics. Meeting. 3 NIH Public Access, 2019. 3 &. 2019. 3 %. 

6558.  

23. Tzirakis P. et al. End-to-end multimodal emotion recognition using deep neural networks //IEEE Journal 

of selected topics in signal processing. 3 2017. 3 &. 11. 3 №. 8. 3 %. 1301-1309.  

24. �  �( BJ9A<?< CBF9D< @<DB6B= Q>BAB@<>9 BF >BDDGCJ<< [-?9>FDBAAO= D9EGDE]. 3 $9:<@ 
8BEFGC4: https://www.rbc.ru/economics/18/09/2017/59bfead89a794704d063c4f0 (84F4 B5D4M9A<S: 03.04.2023).  

25. �D4F>4S I4D4>F9D<EF<>4 EBEFBSA<S CD9EFGCABEF< 6 $BEE<=E>B= (989D4J<< ;4 SA64DP-<RAP 2022 
7B84. URL: https://xn--b1aew.xn--p1ai/reports/item/31209853/ (84F4 B5D4M9A<S: 03.04.2023).  

26. !�' �,- CD98?B:<? <ECB?P;B64FP <E>GEEF69AAO= <AF9??9>F 8?S CD98BF6D4M9A<S >BDDGCJ<< 6 
$( [-?9>FDBAAO= D9EGDE]. 3 $9:<@ 8BEFGC4: https://tass.ru/ekonomika/14304599 (84F4 B5D4M9A<S: 
03.04.2023).  

27. Bert for Sequence Classification (Question vs Statement)  [-?9>FDBAAO= D9EGDE]. 3 $9:<@ 8BEFGC4: 
https://sparknlp.org/2021/11/04/bert_sequence_classifier_question_statement_en.html (84F4 B5D4M9A<S: 
15.04.2023).  

 

References 

1. Ovsyannikova V.V. On the question of the classification of emotions: categorical and multidimensional 

approaches // Financial analytics: problems and solutions. 3 2013. 3 No. 37. 3 P. 43-48. 

2. Rogov E.I. The handbook of a practical psychologist: a textbook //Moscow: VL. 3 1998. 3 P. 134-142. 

3. Samigullin T.R., Smirnov I.Z., Laushkina A.A. Determination of markers of aggressive human behavior 

based on the analysis of audio and text channels //Scientific result. Information technology. 3 2022. 3 Vol. 7. 3 
No. 2. 3 P. 55-62. 

4. Bazarevsky V. et al. Blazeface: Sub-millisecond neural face detection on mobile gpus //arXiv preprint 

arXiv:1907.05047. 3 2019.  

5. Burkhardt F. et al. A database of German emotional speech // Interspeech. 3 2005. 3 &. 5. 3 P. 1517-1520.  

6. Chow A., Louie J. Detecting lies via speech patterns. 3 2017.  

7. Devyatkin D. A. et al. Intelligent analysis of manifestations of verbal aggressiveness in network 

community texts //Scientific and Technical Information Processing. 3 2014. 3 &. 41. 3 P. 377-389.  

8. Goupil L. et al. Listeners’ perceptions of the certainty and honesty of a speaker are associated with a 
common prosodic signature // Nature communication. 3 2021. 3 &. 12. 3 №. 1. 3 P. 861.  

9. Gournay P., Lahaie O., Lefebvre R. A canadian french emotional speech dataset // Proceedings of the 9th 

ACM multimedia systems conference. 3 2018. 3 P. 399-402.  

10. Korobov M. Morphological analyzer and generator for Russian and Ukrainian languages // Analysis of 

Images, Social Networks and Texts: 4th International Conference, AIST 2015, Yekaterinburg, Russia, April 9311, 

2015, Revised Selected Papers 4. 3 Springer International Publishing, 2015. 3 P. 320-332.  

11. Kossaifi J. et al. Sewa db: A rich database for audio-visual emotion and sentiment research in the wild 

// IEEE transactions on pattern analysis and machine intelligence. 3 2019. 3 &. 43. 3 №. 3. 3 P. 1022-1040.  

12. Laushkina, Anastasia & Smirnov, Ivan & Medvedev, Anatoly & Laptev, Andrey & Sinko, Mikhail. 

(2022). Detecting incongruity in the expression of emotions in short videos based on a multimodal approach. 

Cybernetics and Physics. P. 210-216.  

13. Luna-Jiménez C. et al. A Proposal for Multimodal Emotion Recognition Using Aural Transformers 

and Action Units on RAVDESS Dataset // Applied Sciences. 2021. 3 Vol. 12. 3 № 1. 3 P. 327.  

14. Marcolla F., de Santiago R., Dazzi R. Novel Lie Speech Classification by using Voice Stress // 

Proceedings of the 12th International Conference on Agents and Artificial Intelligence. SCITEPRESS 3 Science 

and Technology Publications. 3 2020. 3 P. 7423749.  

%20


 

КD4=AB6E><I �.�., КB@4DB64 �.�., �4EB6 �.�. �9FB8 6Oя6?9A<я >BE69AAOI CD<;A4>B6 
>BDDGCJ<BAAOI 89яA<= CB 6<89B;4C<Eя@ 6OEFGC?9A<= 7BEE?G:4M<I // �4GKAO= 
D9;G?PF4F. �AHBD@4J<BAAO9 F9IAB?B7<<. – &.8, №2, 2023 

45 

 

15. McFee B. et al. librosa: Audio and music signal analysis in python //Proceedings of the 14th python in 

science conference. 3 2015. 3 &. 8. 3 P. 18-25.  

16. Oviatt S. et al. (ed.). The Handbook of Multimodal-Multisensor Interfaces: Signal Processing, 

Architectures, and Detection of Emotion and Cognition-Volume 2. 3 Association for Computing Machinery and 

Morgan & Claypool, 2018.  

17. S. Haq P.J.B.J. Multimodal Emotion Recognition / ed. Wang W. IGI Global, 2010. P. 3983423.  

18. Saeed H. H., Shahzad K., Kamiran F. Overlapping toxic sentiment classification using deep neural 

architectures //2018 IEEE international conference on data mining workshops (ICDMW). 3 IEEE, 2018. 3 P. 1361-

1366.  

19. Sinko M. et al. Method of constructing and identifying predictive models of human behavior based on 

information models of non-verbal signals //Procedia Computer Science. 3 2022. 3 &. 212. 3 P. 171-180.  

20. Tenney I., Das D., Pavlick E. BERT rediscovers the classical NLP pipeline // arXiv preprint 

arXiv:1905.05950. 3 2019.  

21. Tsai Y. H. H. et al. Learning factorized multimodal representations // arXiv preprint 

arXiv:1806.06176. 3 2018.  

22. Tsai Y. H. H. et al. Multimodal transformer for unaligned multimodal language sequences 

//Proceedings of the conference. Association for Computational Linguistics. Meeting. 3 NIH Public Access, 2019. 

3 &. 2019. 3 P. 6558.  

23. Tzirakis P. et al. End-to-end multimodal emotion recognition using deep neural networks // IEEE 

Journal of selected topics in signal processing. 3 2017. 3 &. 11. 3 №. 8. 3 P. 1301-1309.  

24. The IMF estimated the losses to the world economy from corruption [Electronic resource]. 3 URL: 

https://www.rbc.ru/economics/18/09/2017/59bfead89a794704d063c4f0 (date of application: 03.04.2023). 

25. Brief description of the state of crime in the Russian Federation for January-June 2022. URL: 

https://xn--b1aew.xn--p1ai/reports/item/31209853 / (accessed 03.04.2023). 

26. HSE has proposed using artificial intelligence to prevent corruption in the Russian Federation 

[Electronic resource]. 3 URL: https://tass.ru/ekonomika/14304599 (date of application: 03.04.2023). 

27. Bert for Sequence Classification (Question vs Statement) [Electronic resource]. 3 URL: 

https://sparknlp.org/2021/11/04/bert_sequence_classifier_question_statement_en.html (accessed: 04/15/2023). 
 

�D4=AB6E><I �9DBA<>4 �7BD96A4, EFG89AF 437B >GDE4 54>4?46D<4F4 
�B@4DB64 �?ёA4 �?9>E996A4, @47<EFD4AF H4>G?PF9F4 J<HDB6B= FD4AEHBD@4J<< 

�4EB6 "?97 "?97B6<K, 8B>FBD F9IA<K9E><I A4G>, 8BJ9AF, CDBH9EEBD H4>G?PF9F4 J<HDB6B= FD4AEHBD@4J<< 

 

Krainovskikh Veronika Igorevna, 4th year Bachelor’s student 
Komarova Alyona Alekseevna, Master's student of the Faculty of Digital Transformation 

Oleg Basov Olegovich, Doctor of Technical Sciences, Associate Professor, Professor of the Faculty of Digital Transformation 

 



 

�4E>4>B64 �.�., �<I4D96 �.�. К 6BCDBEG CD<@9A9A<я E<EF9@AB-B5N9>FAB7B 
<@<F4J<BAAB7B @B89?<DB64A<я BD74A<;4J<BAAB-89?B6OI CDBJ9EEB6 // �4GKAO= 
D9;G?PF4F. �AHBD@4J<BAAO9 F9IAB?B7<<. – &.8, №2, 2023 

46 

 

 

'�� 004.94

 

�4E>4>B64 �.�.1 
�<I4D96 �.�.2 

� �"#$"%' #$� �!�!�3 %�%&� !"-"�.��&!"�" 
� �&�*�"!!"�"  "����$"��!�3 
"$��!���*�"!!"-���"�/) #$"*�%%"� 

 
   

 

  

 

 

 

 

 

 

 

 

 

 

  

 
 

 

Baskakova V.V.1 

Zhikharev A.G.2 

TO THE QUESTION OF APPLICATION  

OF SYSTEM-OBJECT SIMULATION  

OF ORGANIZATIONAL AND BUSINESS PROCESSES 
 

 

 

 

 

 

  

  

 

1)  �9?7BDB8E><= 7BEG84DEF69AAO= A4J<BA4?PAO= <EE?98B64F9?PE><= GA<69DE<F9F,
G?. CB598O, 85, �9?7BDB8, 308015, $BEE<S

2)  �9?7BDB8E><= 7BEG84DEF69AAO= F9IAB?B7<K9E><= GA<69DE<F9F <@. �.�. ,GIB64,
G?. �BEFR>B64, 46, �9?7BDB8, 308012, $BEE<S

e-mail: baskakova_vv@bsaa.edu.ru, zhikharev@bsu.edu.ru

�AABF4J<O
"EGM9EF6?9A<9  <@<F4J<BAAB7B  @B89?<DB64A<S  GCD46?9AK9E><I  CDBJ9EEB6  3  QFB  B8<A  <;
E4@OI  QHH9>F<6AOI  @9FB8B6  CB889D:><  CD<ASF<S  D9L9A<=,  KFB  8B>4;4AB  BCOFB@
<ECB?P;B64A<S CB8B5AOI <AEFDG@9AFB6. *9?P 84AAB= EF4FP< BCD989?9A4 6 A9B5IB8<@BEF<
BC<E4FP  CDBJ98GDG  D94?<;4J<<  E<EF9@AB-B5N9>FAB=  <@<F4J<BAAB=  @B89?<  D4ECD989?9A<S
<AHBD@4J<<  B  EFG89AF4I,  GK<FO64S  EFDG>FGDAO9  CB8D4;89?9A<S  6  6OEL9@  GK95AB@
;46989A<<.   �  IB89  <EE?98B64A<S  5O?  E89?4A  6O6B8,  KFB  5?47B84DS  CD<@9A9A<R  @9FB8B6
<@<F4J<BAAB7B  @B89?<DB64A<S  6  GCD46?9AK9E>B=̆  89SF9?PABEF<  6B;@B:AB  EGM9EF69AAO@
B5D4;B@  CB6OE<FP  QHH9>F<6ABEFP  GCD46?9A<S  89SF9?PABEFPR  �'�4,  6O5D4FP
C9DEC9>F<6AO9 A4CD46?9A<S 99 D4;6<F<S.
�?NK96O9  E?B64:  45<FGD<9AF;  >BAF<A79AF  �'�4;  CD<9@A4S  >B@<EE<S;  CDBJ9EE;
@B89?<DB64A<9;  <@<F4J<BAA4S @B89?P;  E<EF9@O CDB9>F<DB64A<S
�?O  J<F<DB64A<O:  �4E>4>B64  �.�.,  �<I4D96  �.�.  �  6BCDBEG  CD<@9A9A<S  E<EF9@AB-
B5N9>FAB7B <@<F4J<BAAB7B @B89?<DB64A<S BD74A<;4J<BAAB-89?B6OI CDBJ9EEB6  // !4GKAO=
D9;G?PF4F. �AHBD@4J<BAAO9 F9IAB?B7<<. 3  &.8, №2, 2023.  3  %.  46-52. DOI: 10.18413/2518-

1092-2023-8-2-0-6

 

    

 
 

 
                

               
             

       

     
         
    

DOI: 10.18413/2518-1092-2022-8-2-0-6

1)  Belgorod State Technological University named after V.G. Shukhov, 46 Kostyukova St., Belgorod, 308012, Russia
  2)  Belgorod State National Research University, 85 Pobedy St., Belgorod, 308015,  Russia

e-mail: baskakova_vv@bsaa.edu.ru, zhikharev@bsu.edu.ru

Abstract

The implementation of simulation modeling of management processes is one of the most effective 
methods of support. The purpose of this article is defined in the need to describe the procedure for 
implementing a system-object simulation model of the distribution of  information about students,

taking  into  account  the  structural  units  in  a  higher  educational  institution.  In  the  course  of  the 
study,  it  was  concluded  that  due  to  the  use  of  simulation  modeling  methods  in  management 
activities,  it  is  possible  to  significantly  improve  the  efficiency  of  managing  the  university's 
activities and choose promising areas for its development.
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CBEFGC?9A<S EFG89AF4. !4 QFB@ QF4C9 6 D45BF9 5G89F E89?4A BEB5O= 4>J9AF.  

#D<@9A9A EB6D9@9AAO= <AEFDG@9AF UFOModeler. �7B EGFP E6S;4A4 E <ECB?P;B64A<9@ 
CASE/BI-<AEFDG@9AF4D<S, >BFBDO= BEAB64A A4 ;A4A<SI. #DB7D4@@4 <ECB?P;G9FES 6 J9?SI 
@B89?<DB64A<S < CDB9>F<DB64A<S E?B:AOI E<EF9@, 6 FB@ K<E?9 BD74A<;4J<BAAOI, 
<AHBD@4J<BAAOI < F9IA<K9E><I. "EAB6G <AEFDG@9AF4 EBEF46?S9F BF9K9EF69AAO= @9FB8 
E<EF9@AB7B 4A4?<;4 ('("-4A4?<;), >BFBDO= B59EC9K<649F CD98EF46?9A<9 E<EF9@O 6 6<89 ';?B6 
(EFDG>FGDA4S I4D4>F9D<EF<>4), (GA>J<= (8<A4@<K9E>4S I4D4>F9D<EF<>4) < "5N9>FB6 
(EG5EF4AJ<4?PA4S I4D4>F9D<EF<>4). '("-4A4?<; 6OEFGC49F 6 >4K9EF69 C9D6B7B @9FB84 E<EF9@AB7B 
4A4?<;4, >BFBDO= EB7?4EG9FES E B5N9>FAB-BD<9AF<DB64AAO@ CB8IB8B@.  

#DBJ9EE CD<9@4 8B>G@9AFB6 G CBF9AJ<4?PAB7B 45<FGD<9AF4 BC<E4A 6 CD98EF46?9AAOI 
EI9@4I. "EAB6A4S EI9@4F<K9E>4S K4EFP BC<EO649F «86<:9A<9» E4@B7B 45<FGD<9AF4-EFG89AF4 
(K9?B69> 6A9 GA<69DE<F9F4, AB :9?4RM<= EF4FP EFG89AFB@ 345<FGD<9AF). �4?99 <89F E4@ CDBJ9EE 
CB84K< 8B>G@9AFB6 (EB EFBDBAO 45<FGD<9AF4) < CD<9@4 C4>9F4 8B>G@9AFB6 (EB EFBDBAO 
GA<69DE<F9F4). �IB8AO@< 84AAO@< BCD989?S9FES BEB5O= C4>9F 8B>G@9AFB6 45<FGD<9AF4 
(C4ECBDFAO9 84AAO9, %!��%, �!!, GDB69AP D4A99 CB?GK9AAB7B B5D4;B64A<S, 8B>G@9AF B5 
B5D4;B64A<<, 7D4:84AEF6B, CD< A9B5IB8<@BEF< C4ECBDFAO9 84AAO9 DB8<F9?S (<18 ?9F), J9?96B= 
8B7B6BD < 8B>G@9AFO, CB8F69D:84RM<9 BFABL9A<9 > ?P7BFAB= >4F97BD<< ?<J (CD< A4?<K<<)  
[8; 5].  

�ECB@B74F9?PAO@< CB;<J<S@< CDBJ9EE4 CD<9@4 45<FGD<9AF4 5G8GF 6OEFGC4FP 
BF69FEF69AAO= < F9IA<K9E><9 E9>D9F4D<. 'CD46?9A<9 CDBJ9EEB@ CDB<EIB8<F A4 BEAB69 
;4>BAB84F9?PAOI 4>FB6, 6 K4EFABEF< #B?B:9A<S "" CD46<?4I CD<9@4" < #D<>4;4 B5 GF69D:89A<< 
CD46<? CD<9@4. 

�EIB8AO9 84AAO9 CDBJ9EE4 CD<9@4 45<FGD<9AFB6 S6?SRFES CD<>4;4@< A4 ;4K<E?9A<9 < 
EC<E>4@< 8B546?9AAOI 6 >BAF<A79AF �'�4. 
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Р8E. 1. "EAB6A4S EI9@4 CDBJ9EE4 «#D<9@ < ;4K<E?9A<9» 

Fig. 1. Basic scheme of the process "Admission and enrollment" 

 

�B?99 CB8DB5AB9 D4EE@BFD9A<9 CDBJ9EE4 «#D<9@ < ;4K<E?9A<9» CD98EF46?9AB A4 
89>B@CB;<J<SI. 

 

 
Р8E. 2. �9>B@CB;<J<S CDBJ9EE4 «#D<9@ < ;4K<E?9A<9» 

Fig. 2. Decomposition of the process "Admission and enrollment" 

 

�4AA4S EI9@4 CB>4;O649F FB, KFB CDBJ9EE CD<9@4 < ;4K<E?9A<S EFG89AFB6 D4;5<F A4 
CB8CDBJ9EEO: 

● CD9864D<F9?PA4S CDB69D>4 8BEF4FBKABEF< BEAB64A<= 8?S CBEFGC?9A<S; 
● CDB6989A<9 >BA>GDE4 A4 CBEFGC?9A<9; 
● ;4K<E?9A<9 CDBL98L<I CB >BA>GDEG; 
● 8BCB?A<F9?PA4S CDBHBD<9AF4J<S. 
�EF9EF69AAB, KFB 6IB8SM9= <AHBD@4J<9= 6 89>B@CB;<J<BAAO9 CDBJ9EEO S6?S9FES F4>:9, >4> 

< 6 BEAB6AB@ CDBJ9EE9, C4>9F 8B>G@9AFB6.  
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�!���� %)� / #$"*�%%"� «�"!�'$% !� #"%&'#��!��», «��+�%��!��», 
«�"#"�!�&��0!/ #$"("$��!&�*�/"!!�/ $��"&�» 

� E6BR BK9D98P, G >4:8B7B CB8CDBJ9EE4 9EFP EBEF46?SRM<9 97B 89=EF6<S. &4>, CB8CDBJ9EE 
«#D9864D<F9?PA4S CDB69D>4 8BEF4FBKABEF< BEAB64A<= 8?S CBEFGC?9A<S» EBEFB<F <; C9D6<KAB7B 
CD<9@4 C4>9F4 8B>G@9AFB6, HBD@<DB64A<S Q?9>FDBAAB7B < ?<KAB7B 89?4 45<FGD<9AF4 6 5G@4:AB@ 
6<89, 6O89?9A<S >4F97BD<= 45<FGD<9AFB6 < EC<E>B6 CB ?P7BFAB@G BEAB64A<R CBEFGC?9A<S.  

 

 
Р8E. 3. �9>B@CB;<J<S CD9864D<F9?PAB= CDB69D>< 8BEF4FBKABEF< BEAB64A<= 8?S CBEFGC?9A<S 

Fig. 3. Decomposition of a preliminary check of the sufficiency of grounds for admission 

 

�4?99 D4EE@4FD<64RFES EBEF46?SRM<9 89=EF6<S CB8CDBJ9EE4 «#DB6989A<9 >BA>GDE4 A4 
CBEFGC?9A<9».  
 

 
Р8E. 4. �9>B@CB;<J<S CDB6989A<S >BA>GDE4 A4 CBEFGC?9A<9 

Fig. 4. Decomposition of the competition for admission 

 

� EI9@9 6IB8SM<@< 84AAO@< S6?SRFES EC<E>< 45<FGD<9AFB6, >BFBDO9 CDBL?< C9D6<KAGR 
CDB69D>G. !4 84AAB@ QF4C9 CDB6B8<FES D45BF4 FB?P>B E 45<FGD<9AF4@< CB B5M9@G 5R8:9FAB@G 
>BA>GDEG. �P7BFAO9 >4F97BD<< < 45<FGD<9AFO E J9?96O@< 8B7B6BD4@< A4 QFB@ QF4C9 G:9 A9 
GK4EF6GRF. � QFB= E<FG4J<< @B:AB EG8<FP B 86GI BEAB6AOI CBFB>4I: CBEFGC4RM<I A4 BEAB64A<< 
ECD46>< ��- < CBEFGC4RM<I A4 BEAB64A<< B>BAK9AAB7B ED98A97B B5D4;B64A<S.  #9D6O= F<C 
45<FGD<9AFB6 E849F 8B>G@9AFO < ECD46>G B E84K9 ��-. #BE?98ASS 46FB@4F<K9E>< 6O7DG:49FES 6 
54;G 84AAOI �'�4, 4 E?98B@ < A4 E4=F E D9=F<A7B6O@ EC<E>B@ [5; 29]. �FBDB= F<C 45<FGD<9AFB6 
E849F 6AGFD9AA<9 <ECOF4A<S A4 54;9 �'�4 < CB <FB74@ QF<I <ECOF4A<= 54??O F4>:9 6ABESFES 6 
D9=F<A7B6O= B5M<= EC<EB>.  

!4 D<EGA>9 5, CD98EF46?9AAB@ A<:9 A4 EI9@9 @B:AB BFE?98<FP 86<:9A<9 D9=F<A7B6OI 
EC<E>B6 CB 6E9@ A9B5IB8<@O@ HBD@4?PAO@ CGA>F4@, A9B5IB8<@O@ 8?S 6OCGE>4 CD<>4;4 A4 
;4K<E?9A<9.  
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Р8E. 5. �9>B@CB;<J<S CDBJ9EE4 ;4K<E?9A<S CDBL98L<I CB >BA>GDEG 

Fig. 5. Decomposition of the process of enrolling those who passed through the competition 

 

� C9D<B8 CDB6989A<S CD<9@AB= >4@C4A<<, 6 5B?PL<AEF69 E?GK496, CBE?9 ;4K<E?9A<S 
?P7BFAOI >4F97BD<=, J9?96<>B6 < F9I, >FB CDBL9? CB >BA>GDEG A4 5R8:9FAB9 @9EFB, BEF4RFES 
>BA>GDE4AFO, >BFBDO9 A9 CDBL?< A4 5R8:9F. % F4><@< 45<FGD<9AF4@<, CD98CB?4749FES 
CDB6989A<9 8BCB?A<F9?PAB= CDBHBD<9AF4J<BAAB= D45BFO. �E?< >BA>GDE4AF GK4EF6B64? (CB 
E6B9@G CD46G) 6 B5M9@ >BA>GDE9, FB <@ 5O?< CDB=89AO A<:A<9 CBDB7< CB ��- < 6AGFD9AA<9 
<ECOF4A<S. � E?GK49 97B EB7?4E<S, F4>B= >BA>GDE4AF @B:9F CDB=F< A4 >BA>GDE A4 >B@@9DK9E><9 
@9EF4. 

 

 
Р8E. 6. %I9@4 CDB6989A<S 8BCB?A<F9?PAB= CDBHBD<9AF4J<BAAB= D45BFO CBE?9 CDB6989A<S 

CDBJ9EE4 ;4K<E?9A<S A4 5R8:9FAO9 @9EF4 
Fig. 6. Scheme for conducting additional career guidance work after the process  

of enrolling in budget places 

 

� CDBJ9EE9 CB8C<E4A<S EB7?4E<S A4 B5GK9A<9, BEGM9EF6?S9@B7B A4 C?4FAB= BEAB69, 
FD95G9FES EBEF46<FP 8B7B6BD A4 B>4;4A<9 C?4FAOI B5D4;B64F9?PAOI GE?G7. � QFB@ E?GK49 9@G 5G89F 
CD<E6B9A <A8<6<8G4?PAO= AB@9D, CDBEF46?9A4 84F4 ;4>?RK9A<S 8B7B6BD4. �B784 6ABESFES 
6OL9G>4;4AAO9 84AAO9, FB BEGM9EF6?S9FES CDBJ9EE CB 7DGCC<DB6>9 45<FGD<9AFB6, GK<FO64S 
CD<;A4> D4A99 CB?GK9AAB7B B5D4;B64A<S, 6O5D4AAOI A4CD46?9A<= 8?S B5GK9A<S, EBDF<DB6>4 6 
D9=F<A7B6OI EC<E>4I CDB<EIB8<F E GK9FB@ ED98A97B 54??4 4FF9EF4F4 / EG@@9 54??B6 CB 
7BEG84DEF69AAB@G Q>;4@9AG (46FB@4F<K9E>< EBDF<DG9F 84AAO9 CB CD<;A4>G «ED98A<= 54?? CB 
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4FF9EF4FG» <?< «D9;G?PF4FO 6EFGC<F9?PAOI <ECOF4A<=» BF 5B?PL97B ;A4K9A<S > @9APL9@G)  
[9; 43]. 

 

����.+�!�� 

&4><@ B5D4;B@, <@<F4J<BAAB9 @B89?<DB64A<9 6OEFGC49F 6 >4K9EF69 ECBEB54 CB GK9FG 
@4>E<@4?PAB 6B;@B:AB7B K<E?4 H4>FBDB6 6A9LA9= ED98O. �@9AAB BA< CB;6B?SRF CB889D:4FP 
CD<ASF<9 69DAB7B GCD46?9AK9E>B7B D9L9A<S. 

�@<F4J<BAAB9 @B89?<DB64A<9 6 F4>B@ E?GK49 S6?S9FES @BMAO@ <AEFDG@9AFB@ CB 
GCD46?9A<R CDB9>F4@<. � IB89 D4;6<F<S EC9J<4?<;<DB64AAOI CDB7D4@@AOI ED98EF6 < 
D4ECDBEFD4A9A<9@ <AHBD@4J<< B F9BD9F<K9E><I < CD4>F<K9E><I 64D<4AF4I BEGM9EF6?9A<S 
@B89?<DB64A<S, CDBJ9EE EB;84A<S <@<F4J<BAAOI @B89?9= 5G89F CDBIB8<FP CDBM9.  

� <EE?98B64A<< 5O?4 D4EE@BFD9A4 CDBJ98GD4 <@<F4J<BAAB7B @B89?<DB64A<S 6B 6D9@S 
D45BFO CD<9@AB= >B@<EE<<. �?S A47?S8ABEF< BC<E4A<S CDBJ9EE4 5O?< D4;D45BF4AO 46FBDE><9 
EI9@O. #B?GK9AAO= D9;G?PF4F <@<F4J<BAAB= @B89?< @B:AB 8BCB?ASFP D4;AB7B DB84 4A4?<;4@< (6 
FB@ K<E?9 69DBSFABEFAO@< <?< EF4F<EF<K9E><@<). &4><@ B5D4;B@, EF4AB6<FES 6B;@B:AO@ 
B5?97K<FP < B59EC9K<FP 59EC9D95B=AGR D45BFG CD<9@AB= >B@<EE<<, CB?GK4S CB?AO9 84AAO9 CB 
>4:8B@G 45<FGD<9AFG.   
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Abstract 

In the modern world, the use of artificial intelligence (AI) is increasingly facing the risk of 
adversarial attacks on audio and images. This article explores this issue and presents the SGEC 
method as a means to minimize these risks. Various types of attacks on audio and images are 
discussed, including label manipulation, white-box and black-box attacks, leakage through trained 
models, and hardware-level attacks. The main focus is on the SGEC method, which offers data 
encryption and ensures their integrity in AI models. The article also examines other approaches to 
protect audio and images, such as dual verification and ensemble methods, access restriction and 
data anonymization, as well as the use of provably robust AI models. 
Keywords: adversarial attacks; voiceprint protection; biometric data protection; steganography; 
data encryption; risks of adversarial attacks 
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Fig. 1. Types of attacks on AI systems and their defense 
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�?47B84DS D94?<;4J<< QF<I @9D ;4M<FO E<EF9@4 �� @B:9F EBID4ASFP E6BR 
HGA>J<BA4?PABEFP < A489:ABEFP. "A4 @B:9F CDB8B?:4FP FBKAB B5D454FO64FP < 4A4?<;<DB64FP 
4G8<B < <;B5D4:9A<S, BEAB6O64SEP A4 A489:AOI 84AAOI < CB?GK4S 8BEFB69DAO9 D9;G?PF4FO. -FB 
CB;6B?S9F E<EF9@9 �� GEC9LAB 6OCB?ASFP E6B< ;484K< < 5OFP CB?9;AB= 6 D4;?<KAOI EH9D4I 
CD<@9A9A<S, 6>?RK4S @98<J<AG, 46FBAB@AO9 E<EF9@O < @G?PF<@98<=AO9 CD<?B:9A<S. 

&4><@ B5D4;B@, CD<@9A9A<9 84AAOI D<E>B6 < @9FB84 SGEC ECBEB5EF6G9F ABD@4?PAB@G 
HGA>J<BA<DB64A<R E<EF9@O ��, B59EC9K<64S 99 ;4M<FG BF 6B;@B:AOI 4F4>, EBID4A9A<9 
59;BC4EABEF< 84AAOI < 8BEFB69DABEFP D9;G?PF4FB6. -FB 64:AO9 4EC9>FO 8?S 84?PA9=L97B 
D4;6<F<S < GEC9LAB7B CD<@9A9A<S @B89?9= �� A4 BEAB69 4G8<B < <;B5D4:9A<=. 

�ECB?P;B64A<9 @9FB84 SGEC. �4M<F4 BF EBEFS;4F9?PAOI 4F4> A4 4G8<B < <;B5D4:9A<S 
S6?S9FES >D<F<K9E>< 64:AO@ 4EC9>FB@ 6 B5?4EF< <E>GEEF69AAB7B <AF9??9>F4 (��). 
%BEFS;4F9?PAO9 4F4>< 3 QFB CBCOF>< <E>4:9A<S, <;@9A9A<S <?< CB8@9AO 84AAOI 6 J9?SI B5@4A4 
E<EF9@O �� < CB?GK9A<S A9:9?4F9?PAOI D9;G?PF4FB6. -F< 4F4>< @B7GF <@9FP E9DP9;AO9 
CBE?98EF6<S, 6>?RK4S A969DAO9 8<47AB;O 6 @98<J<AE>B= B5?4EF<, BL<5BKAO9 D9L9A<S 6 
46FBAB@AOI E<EF9@4I <?< H4?PE<H<>4J<R @G?PF<@98<=AB7B >BAF9AF4. 

�E?< 4>J9AF<DB64FP 6A<@4A<9 A4 4G8<B < <;B5D4:9A<SI, FB EBEFS;4F9?PAO9 4F4>< @B7GF 
CD<@9ASFPES 8?S <;@9A9A<S ;6G>B6OI E<7A4?B6, F4><I >4> D9KP [11], <?< K4EF<KAB9 (CB?AB9) 
<E>4:9A<9 <;B5D4:9A<S. !4CD<@9D, ;?BG@OL?9AA<>< EB;84RF 4G8<B-E<7A4?O, >BFBDO9 CBIB:< A4 
59?O= LG@, CB;6B?SRM<= B5@4AGFP E<EF9@G D4ECB;A464A<S D9K< < 89EF45<?<;<DB64FP D45BFG 
E<EF9@O. &4>:9 4F4>< A4 <;B5D4:9A<S @B7GF 6>?RK4FP 8B546?9A<9 <?< G84?9A<9 BCD989?9AAOI 
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Q?9@9AFB6 6AGFD< BCD989?9AAB7B >48D4. #B8B5AO9 @4A<CG?SJ<< A48 @98<4->BAF9AFB@ @B:9F 
CD<69EF< > BL<5BKAO@ D9;G?PF4F4@ 4A4?<;4 <?< D4ECB;A464A<S B5N9>FB6. 

� <FB79, CB8B5AO9 89=EF6<S ;?BG@OL?9AA<>B6, >BFBDO9 <ECB?P;GRF EBEFS;4F9?PAO9 4F4>< 
A4 E<EF9@O �� A9 6O;O649F 8B69D<S < A48ё:ABEFP G CB?P;B64F9?9= 4 E<EF9@4 @B:9F 8464FP 
A9>BDD9>FAO9 (A969DAO9) D9;G?PF4FO. #BQFB@G A9B5IB8<@B CD<A<@4FP @9DO 8?S ;4M<FO @B89?9= 
�� BF F4><I 4F4>. 
 

 

Р8E. 2. �B;@B:A4S 4F4>4 A4 ��, CGFё@ ;4LG@?9A<S 84AAOI 

Fig. 2. Potential attack on AI through data perturbation 

 

 9FB8 SGEC CD98EF46?S9F EB5B= B8<A <; CB8IB8B6, CD98?474RM<I D9L9A<9 8?S ;4M<FO 
84AAOI 4G8<B < <;B5D4:9A<= 6 E<EF9@4I ��. -FBF @9FB8 BEAB6O649FES A4 L<HDB64A<< 84AAOI 
CGF9@ 79A9D4J<< >D<CFB7D4H<K9E><I >?RK9= < <ECB?P;B64A<S <I 8?S ;4M<FO < 4GF9AF<H<>4J<< 
84AAOI. SGEC CB;6B?S9F CD98BF6D4F<FP A9E4A>J<BA<DB64AAO= 8BEFGC > 84AAO@ < B59EC9K<FP <I 
>BAH<89AJ<4?PABEFP < J9?BEFABEFP. 

#D<@9A9A<9 @9FB84 SGEC CB;6B?S9F E<EF9@9 �� ABD@4?PAB HGA>J<BA<DB64FP, F4> >4> QFB 

B59EC9K<649F 99 ;4M<FG BF 6B;@B:AOI EBEFS;4F9?PAOI 4F4> < 74D4AF<DG9F CD46<?PABEFP < 
8BEFB69DABEFP D9;G?PF4FB6. �4M<M9AAO9 84AAO9 CB;6B?SRF E<EF9@9 �� CD<A<@4FP B5BEAB64AAO9 
D9L9A<S A4 BEAB69 A489:AOI < J9?BEFAOI 4G8<B < <;B5D4:9A<=. 

"8A4>B E?98G9F BF@9F<FP, KFB ;4M<F4 BF EBEFS;4F9?PAOI 4F4> 3 QFB A9CD9DO6AO= CDBJ9EE, 
CBE>B?P>G ;?BG@OL?9AA<>< CBEFBSAAB D4;D454FO64RF AB6O9 @9FB8O < 4?7BD<F@O 8?S B5@4A4 
E<EF9@ ��. #BQFB@G A9B5IB8<@B CBEFBSAAB EB69DL9AEF6B64FP @9FB8O ;4M<FO < CDB6B8<FP 
D97G?SDAO9 4G8<FO E<EF9@O 8?S 6OS6?9A<S CBF9AJ<4?PAOI GS;6<@BEF9= < G?GKL9A<S @9I4A<;@B6 
;4M<FO. 
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Р8E. 3. #D<@9D ;4M<FO 7B?BEB6OI 84AAOI 

Fig. 3. Example of voice data protection 

 

� J9?B@, ;4M<F4 BF EBEFS;4F9?PAOI 4F4> A4 4G8<B < <;B5D4:9A<S 6 @B89?SI �� S6?S9FES 
64:AB= ;484K9= 8?S B59EC9K9A<S A489:ABEF< < 59;BC4EABEF< E<EF9@ ��. #D<@9A9A<9 @9FB84 
SGEC < 8DG7<I CB8B5AOI CB8IB8B6 ECBEB5EF6G9F ABD@4?PAB@G HGA>J<BA<DB64A<R E<EF9@O, 
B59EC9K<64S 99 ;4M<FG BF 4F4>, EBID4A9A<9 >BAH<89AJ<4?PABEF< < CD46<?PABEFP B5D45BF>< 4G8<B 
< <;B5D4:9A<=. 
 

����.+�!�� 

� ;4>?RK9A<< @B:AB CB8K9D>AGFP 64:ABEFP ;4M<FO BF EBEFS;4F9?PAOI 4F4> A4 4G8<B < 
<;B5D4:9A<S 6 @B89?SI <E>GEEF69AAB7B <AF9??9>F4. -F< 4F4>< @B7GF E9DP9;AB CB8BD64FP 
A489:ABEFP < 59;BC4EABEFP E<EF9@ ��, BEB59AAB F9I, >BFBDO9 D45BF4RF E >BAH<89AJ<4?PAO@< 
84AAO@< CB?P;B64F9?9=. 

#D<@9A9A<9 @9FB84 SGEC, CD98?B:9AAB7B 6 84AAB= EF4FP9, CD98EF46?S9F QHH9>F<6AO= 
CB8IB8 > ;4M<F9 BF F4><I 4F4>. ,<HDB64A<9 84AAOI < B59EC9K9A<9 <I J9?BEFABEF< CB@B74RF 
CD98BF6D4F<FP <;@9A9A<9 <E>4:9A<S 84AAOI, 4 F4>:9 CD98BF6D4M4RF A9E4A>J<BA<DB64AAO= 
8BEFGC > <AHBD@4J<<. 

"8A4>B E?98G9F BF@9F<FP, KFB D4;D45BF>4 @9FB8B6 ;4M<FO <AHBD@4J<BAAB= 59;BC4EABEF< 
S6?S9FES A9CD9DO6AO@ CDBJ9EEB@. % CBS6?9A<9@ AB6OI 4F4> < @9FB8B6 B5IB84 A9B5IB8<@B 
CDB8B?:4FP <EE?98B64A<S < D4;6<64FP AB6O9 CB8IB8O 8?S B59EC9K9A<S 59;BC4EABEF< E<EF9@ ��. 

� J9?B@, CD<@9A9A<9 @9FB84 SGEC < 8DG7<I @9D 59;BC4EABEF< CB@B:9F EA<;<FP D<E>< 
EBEFS;4F9?PAOI 4F4> A4 4G8<B < <;B5D4:9A<S 6 @B89?SI <E>GEEF69AAB7B <AF9??9>F4. -FB 
ECBEB5EF6G9F EB;84A<R 5B?99 A489:AOI < 59;BC4EAOI E<EF9@ ��, >BFBDO9 @B7GF 5OFP GEC9LAB 
CD<@9A9AO 6 D4;?<KAOI B5?4EFSI, EBID4ASS >BAH<89AJ<4?PABEFP < J9?BEFABEFP 84AAOI. 

 

�?03B40DABEFP. $01BF0 2OCB?A5A0 2 D0@>0х %B3?0ш5Aия BF 30.06.2022 3. № 40469-
21/2022->. 
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