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AHHOTAUA

B cBsi3u ¢ pa3zBUTHEM TEXHOJIOTMH MAaHOPAMHOM CHEMKHM B paMKax OJIHOIO YCTPOMCTBA CEroJIHA
CYILIECTBYET JOCTAaTOYHO OTPaHUYEHHBIH CIMCOK YCTPOMCTB pETUCTPAllMM MaHOPaMHBIX
n300pakeHUH, OOJIBIIMHCTBO U3 HUX MPOU3BOAAT TOJIBKO ChEMKY OTAEIBHBIX KapOB C KaXKIOr0
ONITHYECKOI'0 MOAYJIS, @ B MOCIEAYIOIEM, CIIMBKY NMPOU3BOIUT JIMOO CHEIHMANBbHO OOYUCHHBIN
YeNOBeK, WJIM JK€ CIEIHMaIbHO pa3paboTaHHOE MporpaMMHOe obecredeHue, paboTarolice BHE
YCTPOHCTBa CBHEMKH. MHOrOKaMepHbIEe CHUCTEMBI MO3BOJIAIOT MOJy4aTh IaHOpaMHble (OTO H
BUZCO [aHHblE, HAa OCHOBE KOTOPBIX MPEAINOJIAracTcsd IOCTPOCHHE OOBEMHBIX MOJEINEH.
[IposeMOHCTpUPOBaHBl CYIIECTBYIONINE CTPYKTYPhl XpaHEHHS TaHOPAMHBIX H300paKeHU.
PaccMoTpenbl ycTpoiicTBa IOJIy4eHHUs IMaHOpaMHBIX H300pakeHuil. IlpencraBieHbl METOJbI
MONMy4YeHUs! JaHHBIX O TIyOMHEe mpocTpaHcTBa. B maHHOHW cTarke  mpeasaraercs
MPOaHAJIM3UPOBaTh CYIIECTBYIOLIME METOJBl W  cpeicTBa  (QopMHUpOBaHUS  OOBEMHOTO
MaHOPaMHOTO H300paKeHUsT W MPEUIOKUTh WX KIacCH(UKAIMI0, KOTopas B AajbHEUIIeM
HeoOXoauMa MpH pa3pabOTKe YCTPOMCTB IMOCTPOCHUS LU(PPOBOH MOIETH NPOCTPAHCTBA B
peXHUMe peabHOr0 BPEMEHHU.

KiaoueBble cjioBa: TEXHHUYECKOE 3pC€HUEC; KOMIBIOTCPHOC 3PCHUC; ITaHOPAMHOC
H300pakeHne; KapThl IITyOHHBI; CTEPEO3PEHIE; MHOTOKaMEPHBIE CHCTEMBbI

s uutupoBanus: [aiiBoponckuii B.A., Tpyounsna /I.11. Kinaccudukaius MeToz0B 1 cpeacTB
(dopMupoBaHusT  OOBEMHBIX  TMAHOPAaMHBIX  W300pakeHmid //  Hayuneiii  pesynbrar.
Nupopmannonnsie Texuonoruu. — T.7, Ned, 2022. — C. 3-13. DOI: 10.18413/2518-1092-2022-7-
4-0-1

Gaivoronskiy V.A.! | CLASSIFICATION OF METHODS AND MEANS
Trubitsyna D.I.2 OF FORMING THREE-DIMENSIONAL PANORAMIC IMAGES

Y Industrial Electronic Systems LLC, 121a Mikhailovskoe shosse, Belgorod, 308000, Russia
2 Belgorod State National Research University, 85 Pobedy St., Belgorod, 308015, Russia

e-mail: vitalii.g@mail.ru

Abstract

Due to the development of panoramic shooting technologies within a single device, today there is
a fairly limited list of panoramic image recording devices, most of them only shoot individual
frames from each optical module, and subsequently, the stitching is done either by a specially
trained person, or by specially developed software working outside the shooting device. Multi-
camera systems allow you to obtain panoramic photo and video data, on the basis of which it is
assumed to build three-dimensional models. The existing structures for storing panoramic images
are demonstrated. Devices for obtaining panoramic images are considered. Methods of obtaining
data on the depth of space are presented. In this article, it is proposed to analyze the existing
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methods and means of forming a three-dimensional panoramic image and propose their
classification, which is necessary in the future when developing devices for constructing a digital
model of space in real time.

Keywords: technical vision; computer vision; panoramic image; depth maps; stereo vision;
multi-camera systems

For citation: Gaivoronskiy V.A., Trubitsyna D.I. Classification of methods and means of
forming three-dimensional panoramic images // Research result. Information technologies. — T.7,
N4, 2022. —P. 3-13. DOI: 10.18413/2518-1092-2022-7-4-0-1

AHAJINU3

[TanHopaMHBIM H300pa’k€HHEM Ha3bIBAIOTCS BCE TUIIBI CHUMKOB IOAXOJMINEE IO OAHO U3
CIEAYIOIINX ONMCAHMIA:

1) N3o0paxenust ¢ yriioM 0030pa, MPEBBILIAIOIINE YENOBEUSCKU (Yalle BCEro 3TO CHUMKH C
yriom 0630pa B 180 rpaaycoB u BeIIIe);

2) CHUMKH, C UCIIOIb30BAHUEM «BBITSHYTOr0» (opmara, Iie COOTHOIICHHE CTOPOH COOTBETCTBYET
1x2, 1x3 u BHIIIE;

3) U3o0pakeHusi, MOMyYCHHbIC MyTEeM COCAMHCHUS OTICIBHBIX KaJpOB B OOLIYI MaHOpamy, I/e
KaKIbIH KaJp UMEEeT CTaHJapTHBIN yroi 0030pa U COOTHOIIEHUE CTOPOH.

Jlanee maHopambl MOAPA3JENAIOTCS HAa JBa TUIA, 3TO IUIAHApHas IAHOpaMa M BHUPTyalbHas
naHopama.

[InanapHas maHopama MOKET MPOELMPOBATHCS LIETMKOM Ha SKpaH MOHHMTOpA WJIM pacliedaTaHa Ha
OyMaxHOM HocuTese. J{ist JaHHOH MPOCSKIMK MCIIOIB3YIOTCS NpsAMOJIMHEIHas anopama [1, 5, 7, 11].

[IpsimonuHeiiHass maHopaMa — IaHOpaMa, B KOTOPOW COXpaHseTcs I'eOMETpHs OOBEKTOB, T.€.
NpSIMbIE JTMHANA OCTAIOTCS MPSMBIMUA. MUHYCOM JTaHHBIX ITAHOPAM SIBIISIETCS YTOJI 0030pa, MOCKOIBKY MPH
€ro yBEIMYEHHUH, 10 KpasM MPOMCXOJUT CUIBHOE UCKa)KEHUE OOBEKTOB. YTOJ 3pEHHUs TaKUX MaHOpam
cocrasisieT nopsaka 90-110 rpagycos (PucyHoxk 1).
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Puc. 1. IlpsmonuHelinas naHopama
Fig. 1. Rectilinear panorama

JI71st TOSTyYeHuUs TAKUX TTAHOPAM HCIIOIb3YHOTCSI METO/IbI:

1) Beigesnenue o0IacTH Kajapa, He UMEIOIIEH SIPKO BHIPAKCHHOM AUCTOPCHH.

2) TlanopamHbIii poToanmapaT ¢ 00bEKTHBOM, HE UMEIOIIMM BpAIllCHHS.

B cBow oyepenb, BUPTyaJbHbIC MMAaHOpPAMbl IMPEIHA3HAYCHBI JUIS JEMOHCTPALUU MaHOPAMHBIX
M300paXEHUH C HCIIOJIb30BAHMEM CIICIHATBHBIX YCTPOHCTB M MPOrPAMMHOTO OOECIieueHH s, KOTOPhIE,
HApUMep, 3a CYET OYKOB BHUPTYaJbHOH PEAIbHOCTH C HCIOJIB30BAHUEM BCTPOSHHOTO THPOCKOIIA,
MO3BOJISIIOT TOJIb30BATENS 32 CYET BpAICHUS TOJOBOW YIPABJIATh MAaHOPaMOM, mocturas 3¢QexTa
norpyxeHusi. B o0CHOBHOM Takue maHOpPaMbl UMEIOT CHePUUSCKUI U IIMITMHAPHUUCCKUIN BH/I.

K BUpTyasbHBIM MaHOpaMaM OTHOCSTCS CJCIYIOUIHE BHUIbI TPOCKIUH: IHIHHIPUYCCKAS,
chepuueckas, Kyouueckas.
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Hunmuaapudeckas MpoeKLus — MpOeIMpoBaHne Ha OOKOBYIO YacTh IMIMHApa. JJocTuraer oxsaT no
ropuszoHTanu 10 360 rpamycoB, MO BEPTUKAIH UMeeT 0ojiee CyIIeCTBEHHbIE OIPAaHMYCHUS,, B OCHOBHOM
3aBUCSIIE OT BEPTHKAIBHOTO yriia 0030pa kamepsl [3, 12].

Puc. 2. llununapuueckas maHopama, a — CBepHyTas, 0 — pa3BepHyTas
Fig. 2. Cylindrical panorama, a — collapsed, b — expanded

OTnmuunTenbHOM  O0COOEHHOCThIO Takux maHopam (PucyHok 2) sBisercss  BbIrMOaHue
TOPU3OHTAIBHBIX JTUHUH. J[MuHHBIE TpsiMble OOBEKTHI B MPOEKIHMU OyIyT HUMETh BUJ H3OTHYTHIX, B
CJICZICTBUH, B APXUTEKTYPHOH ChEMKE MPAKTHIECKH HE TPUMEHSIOTCS.

Spko BBIpaXKEHHBIM YCTPOHCTBOM, /Ml CHEMKH IWIMHIPHUYECKUX T[aHOpaM SIBISIETCS
OTEYeCTBEHHBIN (oToanmapaT «['Opu30HT», KOTOPBIH, 32 CUET BpalICHUs OOBEKTHBA, MO3BOJSIET OJHUM
KaJpOM TMOJYYUTh HUIHHIPHUUECKYIO TaHOpaMy. MUHYyCOM JaHHOTO (oToarnmapara siBisieTcs OTCYTCTBUE
BO3MOKHOCTH ChEMKH € yTiioM 0030pa B 360 rpaaycos.

Cdepuueckas (3KBUIMCTAHTHAS) POEKINS — CISAYIOIINI TUIT BUPTYyaJbHBIX TAHOPaM, MOTy4YaeTcs
3a c4eT pa3BopoTa chephl Ha IMIIOCKOCTh. B OCHOBE TaHHOW MPOEKIMHU JIEKUT cOOpaHHOE N300pakeHue,
U3 OTIENBHBIX KaJpoB B JKBUAMUCTAHTHYIO (chepuyeckas MaHopama, pa3BEepHyTas Ha IUIOCKOCTH)
npoeknuto. JlaHHas MpOeKIHsl MO3BOJISET 0TOOpa3uTh n3obpaxkeHue ¢ oxsarom 360x360 rpamycoB, HO
IpY 3TOM Ha MPOEKIUH OyAyT BUIHBI CYIIECTBEHHbIE UCKaXeHUs. JlaHHAs MPOEKLUs MCIIONb3YeTCs JUIs
JEMOHCTpPALMK Pa3INYHbIX BUPTYaIbHBIX TYPOB, pEKJIAMHON JJEMOHCTPALIMY MTaBUIILOHOB U TaK Jlajiee.

JlaHHbIf BUA TaHOpaM TO3BOJISIIOT CHUMAaTh OOBIYHBIE (oToammaparbl € HCIOJIb30BaHUEM
CHEIHMAIbHOTO BpAIlAaloLIErocsl ITaTUBa, BCE COBPEMEHHBbIE CMapT(POHBI MOAIEPKUBAIOT TEXHOJOTHIO
CbEMKHM W TIOCIEIYIOUIed CIHIMBKH c(epuyecKHX MaHopaM, a TaKKe HCIOJIb30BaHUE CIEIUATIBbHBIX
YCTPOMCTB, KOTOpBHIE MO3BOJIAIOT CHUMAaTh CQEPUUYECKYIO IMaHOPaMy «OJHUM IIETYKOM», 3a CYET
UCIIOJIb30BaHUs OOJIBIIOTO KOJIMYECTBA O0BEKTHBOB Ha YCTPOUCTBE.

Hwxe (Pucynok 3) mpeacraBiena pa3BepTka chepruiuecKoi TaHOPaMBbl.
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Puc. 3. Pa3BepTtka ceprudeckoit maHopambl
Fig. 3. Scan of a spherical panorama

K npeumymiectBam cepuyeckoil MPOEKLUU MOXKHO OTHECTH IIOJIHOTY OXBaTa IPOCTpPaHCTBA U
BO3MO)KHOE MCIOJIb30BAaHUE BCETO 2 IIMPOKOYIOJbHBIX ONTHYECKUX MOAYJIEH, HO IMpU 3TOM, IpHU
nocTpoeHuu pa3BepTku (PucyHok 3) Bo3MOKHA MOTEp JAHHBIX O IMHUKCENSAX, YTO YCJIOXKHHUT IPOLECC
NOCTPOCHHUS 00BEMHOTO M300paKEHUS TIPH UCIIOJIb30BAaHUU JJAHHOTO BUA TTPOCKITUH.

CrnenyromuMm TUIoM sBisieTcs KyOudeckas npoekuus (Pucynox 4). B nanHoM Buzae npoekuuu
IPOMCXOTUT OTOOpaxkeHne cdeprl Ha 6 TpaHel KyOa, mo (akty, 6 KaapoB, CHATHIX C HCIIOJIb30BaHUEM
IPSIMOJIMHENHON npoekuuu. CeronHs 3TO OQWH M3 CaMbIX PacHpPOCTPAHEHHBIX METOIOB MOCTPOCHHUS
aHOPAMBI.

| R
Puc. 4. KyOuueckast mpoeKkiust
Fig. 4. Cubic projection

Jlist mpocMOTpa TaHHBIX MPOSKIINH UCTIONB3YIOTCS pa3IndHbIe METO/IbI OTOOpaKeHUs TAaHOPAMHBIX
n3o0paxeHuit. CaMbIM TTPOCTBHIM METOJIOM MPOCMOTPA SBJISIETCSI OTOOpaKEHHE JTI000TO TUTIA TAHOPAMBI
Ha JKpaHe YCTpOicTBa, 0e3 clelUalbHBIX YCTPOHCTB HMPOCMOTpa U OOECIEUYEeHHUs] CBEPTKH MaHOPaM.
JlaHHBIII MeTOn HeceT B cebe OOibIINe HMCKAKEHHS, YTO MEIIAeT ITOJIH30BATENI0 IMOHSTH PEaTbHYIO
reomMeTpuio 00bekToB [3, 5, 8].

Jlanee paccMOTpUM METOTBI TIOJTyYEHUS JaHHBIX O TIyOMHe TpocTpaHcTBa. Ha ceromusmHuii 1eHb
M3BECTHO HECKOJBKO METOJIOB PEKOHCTPYKIIMH 00BEMHOTO 0OBEKTA!

- TOCTPOCHHE Ha OCHOBE BPAIIICHHUS ONITHYECKOTO MOJTYJISl BOKPYT OOBEKTa;

- IOCTPOCHHE Ha OCHOBE CTEPEO3PEHUS;

- CTPYKTYPBI U3 OCBEIICHHOCTH

- IPOCLIUPOBAHKE HA OOBEKT;

- IOCTPOCHHKE KapT ITyOMHBI HAa OCHOBE (DOKYCUPOBKH (TJICHONITHYECKAsT KaMepa).
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K akTUBHBIM METOJaM OTHOCSITCS METOJIbI MPOCIMPOBAHUS HA OOBEKT (MH(PPOKpAaCHas! MPOEKIIHS,
CTPYKTYPUPOBAaHHBI CBET), K IIACCUBHBIM METOJaM OTHOCATCA METOJIbl Ha OCHOBE BpallEeHus,

CTEpPEO3PEHHS U CHCTEMBI Ha OCHOBE (DOKYCHPOBKH.
Cuctembl npoenupoBaHysl Ha OOBEKT SABISAIOTCS Haubosiee TOYHBIMU CUCTEMaMH, CyTh UX pabOThI

3aKJII0YaeTCs B TOM, 4YTO Ha OOBEKT mpoenupyercs uHppaxpacHas (PucyHok 6), maszepHas ceTka, WM

CTPYKTYpUPOBaHHBIN cBeT (PucyHOK 5).

-
—
- —
E—
B —
—

Puc. 5. 3nyuenue cTpyKTypUpOBaHHOTO CBETA
Fig. 5. Structured light emission

Ha o6bexT mpoenupyercs uHdppakpacHasi CeTKa WM IIAOJIOH U3 CBETIbIX W TEMHBIX JUHUN. Ha
OCHOBE MH(]paKpacHOW CETKH, TOMUMO CHUMKa, MepenaeTcs MH(OpMalMs O PACHOJOKEHHUU TOUEK B
IPOCTPAHCTBE — MIyOMHA KakJ10T0 nukcens. Ha ocHOBe JaHHOTO METO/a MOCTPOEHBI TaKUe MOIYJIIpHbIE

cucreMsl kak Microsoft Kinect, Apple FacelD.

WK npoekTop

O » LiseTHan kamepa

0O6beKT B Kagpe WK kamepa

0

Puc. 6. a—Mogenb paboTsl HHPPaKPACHOTO MPOCIIUPOBAHMS JIJIs1 TTOJTyYeHHS JaHHBIX 0 riryoune (MK
MIPOEKTOP, onTudeckuit Moayib, UK kamepa), 6 — npumep nomydenus ganusix MK nmpoekropa
Fig. 6. a— Model of infrared projection operation for obtaining depth data (IR projector, optical module,
IR camera), b — example of obtaining IR projector data
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K mpenmymiecTBaM 1aHHOTO METOJa MOXHO OTHECTH CKOPOCTh PabOThI, TOUHOCTh HOCTPOCHHUS U
Oosee HHU3KHE TpeOOBaHMS K BBIYMCIUTENBHBIM pecypcaM. Hemoctatkom Merona sIBISieTCS albHOCTh
UCIIOJIb30BaHUs, M AKTUBHBI METOJ IPOELUPOBAHUSA, YTO MCKIIIOYAET MCIIOJIB30BAaHME B CHUCTEMAX
0€30MacHOCTH U HEITPUMEHUMO IIPU UCIIOJIb30BAHUU ONTHUYECKUX MOJyJiel 06e3 HHPpaKpacHOro QUiIbTpa,
TaK Kak mpoenupyemas cetka Oyaer oToOpaxarbcsi Ha CHUMKAX.

[Tpu MCHOIB30BaHUU CTPYKTYPUPOBAHHOI'O CBETA MPOM3BOAMTCA pacyeT Ha OCHOBE MCKPUBIICHUS
auHAK. Tak Kak W3BECTHBl HayalbHbIC TaHHBIE O IA0JIOHE, Ha OCHOBE HCKPUBICHHUU IOSBISETCS
BO3MOXXHOCTh paccuuTaTth (GopMy oObeKTa M paccrosiHue a0 Hero. K Hemocratkam CTOUT OTHECTH
OTCYTCTBHUE pabOTHI TJaHHOTO METO/1a TP SIPKOM OCBEILEHUH, U HCIIOJIb30BAaHUE CAMOTO MPOEKTOPA.

CucreMbl MOCTpOCHUS TIIyOMHBI Ha OCHOBE IUIEHONTHYECKOW Kamepsl (PucyHok 7) mo3BoiisioT
NOJTy4aTh JaHHBIE O TITyOMHE 3a CYET MCIIOJIb30BaHMsI MUKPOJIMH3 IIEPe]] MaTPHUILICH.

Maccue

MHEROIMHI |

O6beKT

OcHOBHaA NUH3a
MaTpuua
Puc. 7. Ilpumep 1eHONTUYECKON KaMephbl
Fig. 7. Example of a plenoptic camera

B kmaccuueckoil kamepe CBeT, NPUXOAIIMI C pa3sHBIX TOYEK JIMH3bI B OJHY TOYKY MaTpHIBI,
MHTETPUPYETCS M COXpaHsAETCs KaK 3HAUYEHUE SPKOCTH MHUKCENs B STOW TOUYKe. B rieHomTnyeckoit xe
KaMepe nepe MaTpUuled CTOMT MAacCHB MMKPOJIMH3, KaX/J1as MUKPOJIMH3A pacHpesenseT NpHUILeane B
He€ CBETOBBIC JIYYH B Pa3HbIE YYaCTKU MATPHIIBI, 32 CUET Yero Bce 0OBEKTHI HAXOIATCS B (pOKycCe.

HenocraTtkom 1TaHHON CHUCTEMBI SBISETCS UCIOIb30BaHUE CHEIMATIbHBIX ONTUYECKUX MOIYJIeH, rie
TOYHOCTh TIOCTPOCHHS OOYCIIaBIMBAETCS KOJWYECTBOM MHKPOJIMH3, HUCIIONB3YEMBIX B MOJIYyJE s
HOJY4YEeHHUs JaHHBIX 0 riIyOuHe. Tak, HanpuMep, B COBPEMEHHBIX YCTPOMCTBaX Yallle BCEro BCTPEYaeTcs
MacCHB JIMH3, COCTOSIIIMK W3 JBYX DJIEMEHTOB, TO3BOJISIIOIIMN Ha OJM3KOM PACCTOSIHUM OMPEHCTUTH
O0BEKT Ha TMepelHeM IUIaHe, HO JUIsl TOJY4YEeHUs KOPPEKTHBIX JaHHBIX O TIJIyOMHE 3Toro Oyner
HenoctaToyHo. Ilpyu mcnonp30oBaHMM OOJNBIIETO MAacCHMBA JIMH3 KPAaTHO BO3PACTAaeT IeHA KOHEYHOTO
ycTtpoiictsa [6, 9].

Crepeo3peHne W CHCTEMBl Ha OCHOBE BPAICHHS SIBISIFOTCS HanOoJiee WHTYUTHBHBIMH, CXOKUMH
(Tak Kak BpalleHHWE KaMepbl SIBJISETCS YaCTHBIM CIIy4aeM CTEPEO3pPEeHHUs, TJle KaMephbl pacroioXeHbl Ha
nyre BpamieHus). JlaHHbIe METO/IbI MHTYUTHBHO MOHSTHBI ¥ UCTIOJIB3YIOT CHCTEMY TTOyYEHUS JTaHHBIX O
riyOuHe, CXOXel C 4YeloBEeYeCKHMM 3peHHeM. JlaHHBII MeToJ] MCIONb3yeT MHHMMYM JBE KaMephl,
HarpaBJIeHHbIE Ha O0OBEKT, HEOOXOAMMO 3HATh PACIIOJIOKEHHE KaMep OTHOCHUTENBHO JIpYr Apyra, Ha
OCHOBE TlepeceueHHst Ha CHUMKaxX, MOTYT ObITh HalJIeHbl COOTBETCTBUSI HA CHUMKAX, KOTOPBIE SBISIOTCS
3aBEJIOMO OJIHUM U TeM e 00BEKTOM B MpocTpaHcTBe. J[aHHbIe 00 00BbEMe MOTYYaOTCs 32 CYET TOrO,
4TO OOBEKTHl HAXOJATCS Ha Pa3HOM PACCTOSHMM OT ONTHYECKUX MOJYJEeH U MMEIOT pa3iuyHOe YIIOBOE
cmemenue (Pucynok 8), yem Onmxe OOBEKT K ONTHUECKOMY MOIYJIO, TeM Oouibllie cMellleHue. 3Has
JTAaHHBIE 0 KaMepax M UX pacroyIoKeHUE MOXKHO PaCcCUUTaTh OTHOCUTEIBHOE PACCTOSHUS OT ONTHYECKOTO
MOJTYJISL IO KaXKJI0TO U3 0OBEKTOB U OCTPOUTH KapTy TIyOUHBI.
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Puc. 8. Ilpumep cOBMEIIEHHBIX CHUMKOB, IIOJyUYE€HHBIX C IByX Kamep
Fig. 8. Example of combined images taken from two cameras

I[aHHBIﬁ METOA ABJIACTCA OIITUMAJBbHBIM, TaK KAaK OH ABJIICTCA IIaCCHMBHBIM, HCT H606XO,Z[I/IMOCTI/I
HCIIOJIB30BATh JOMOJHUTCIBHBIC CUCTCMBbI JUJIA IMOJTYYCHHA JAaHHBIX O FJIy6I/IHC, I[B.HHI:Iﬁ KJ1accC yCTpOﬁCTB
YK€ HIUPOKO MPEACTABIICH Ha PbIHKEC, IIPHU HCIIOJIb30BAHUU pa3p8.63TbIBaeMOFO MCTOJa IIOABJISACTCA
BO3MOHOCTb HUCIIOJIB30BaTh HOTpe6I/ITe.HI>CKI/Ie CUCTCMbI JIA TIOJIYUCHUSA 00BEMHOTIO 1/1306pa>1<eH1/1$1.
TouHoCTh IMOCTPOCHHA 00BeMHOI MOJCIN MOXHO IIOBBICUTH 34 CUCT YBCJIMYCHUA KOJIUYCCTBA
OIITUYCCKUX MOI[yJICﬁ, 3a CYCT pacloJIOKCHHA II0A pa3HbIMU YIJIaMHU OTHOCHTCJIBHO 00beKTa M
YBCIUMYCHUC KOJMYCCTBA JAHHBIX 00 oOBeKTE.

KIACCUDOUKALIHA

B xoxe ananmuza ObUTM pacCMOTPEHBI METOJBI TOTY4YEHHUS MAaHOPAMHBIX CHUMKOB. Ha ocHoBe
aHalM3a yCTPOMCTBA MJsl CHheMKH c(epHuecKuxX IMaHOopaM MOJPA3NENAIOTC Ha HECKOJIbKO THIIOB:
YCTPOMCTBA C MIMPOKOYTOJIBHBIM OOBEKTHBOM, CMapT(OHBI (C BO3MOKHOCTHIO BECTH CHEMKY 3a CYET
MepPEeMEeNICHHS] yCTPOWCTBA, WJIM MHOTOKAMEPHBIC BCTPOCHHBIC CHCTEMBI), Kamephbl MO3BOJISIOIINAC
MPOU3BOJUTH CHEMKY OJHUM OOBEKTUBOM U MPOU3BOAWTH CIIMBKY BCTPOEHHBIM MPOTPAMMHBIM
oOecrieyeHneM, a TaKXKe KaMepbl, TOJJICPKUBAIONIME OT JBYX W 0OJiee ONTHYECKUX MOIYJeH C
BO3MOKHOCTBIO OJTHOBpPEeMeHHOM cheMkH (Pucynok 9) [2].

Hwxe npuBeneHbl CpaBHEHUE XapAaKTEPUCTHK M BO3MOXXHOCTEH MPUMEHEHHS KaXKJIOTO M3 KJIacCOB
YCTPOMCTB.

K mnepBomy Kkilaccy yCTpOHCTB OTHOCSTCS (OTO M BHJAEO ammaparypa, C HCIOJb30BaHUEM
HIMPOKOYTOJIBHBIX OOBEKTUBOB, Oonee 110 rpamycoB (yron 3peHmsi udenoBeka). JlaHHBIE ycTpoiicTBa
MIPEAIOoaratoT IOCTATOYHO MPOCTOM ClIEHApHil MCIOJb30BaHus, 0e3 KaKuX-1100 onepanuii CoequHeHMs
MOJTy4YEeHHBIX CHUMKOB B €IMHYIO0 TaHopaMmy. K 1uirocaM JaHHOTO Kilacca YCTPOHCTB MOYKHO OTHECTH:

- CKOPOCTh PabOTHI;

- KQUeCTBO ChEMKH,

- OTCYTCTBUE JOMOTHUTEIHHOU 00paOOTKH.

K mMuHycam cnemyeT oTHECTH cleayronue GaKkToph:

- HEBO3MOKHOCTh TIOJTYYUTh MOJIHYIO C(PepruUecKyto MaHopamy;

- HCKa)KeHUE 0OBEKTOB 3a CUET yIiia 0030pa;

- IOPOTOBU3HA YCTPOMCTB.
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Puc. 9. Knaccuduxanus ycTpoiCTB perucTpaliy aHOPaMHbIX N300pakeHUH
Fig. 9. Classification of panoramic image recording devices

BTOpI)IM KJIaCCOM YCTpOﬁCTB SABJIAKOTCA CMapT(l)OHI)I U KaMCpbl C BO3MOXHOCTHBIO CIHIMBKH
MOJTyYEeHHBIX CHUMKOB 32 CU€T BCTPOCHHOTO MPOTrpaMMHOTO obecrieueHus. JlaHHbBIN Kilacc yCTPOICTB Ha
JaHHOM 3TaIl€ SBJIICTCA CaMbIM MAaCCOBBIM Ha PBIHKE, K&)K)ILIﬁ HOTGHHI/IHJII)HI)Iﬁ II0JIB30BATCJIb UMECT
BO3MOXXHOCTh MPOU3BOAUTH MaHOPAMHYIO ChEMKY MMes JHUIIb CMapTPOH U CHEIUAIBHOE MPOTPaMMHOE
obecrnievyeHue.

OcHoBHOW wuaei 310 Kiacca ycTtpoicTB sBigercss 110, kotopoe aenmaer 00JbIIOEe KOIMYECTBO
CHMMKOB, pasMfliad HUX BHYTPU ILUIOCKOCTH HWIHMHAPA, TEM CaMbIM CIOHBas HMX 34 CYET MOKa3aHui
THpOCKona (OH MO3BOJISIET TOUHO 0003HAUUTH B KAKOM MOJIOKEHUH yCTPOIHCTBA ObUT MPOU3BEICH CHUMOK,
JUTSL €TO TIPABUIIBHOTO Pa3MEIICHUS).

[Tmrocamu sSBISIOTCS:

- IOCTYITHOCTh TEXHOJIOTHH;

- OTCYTCTBUE CIICIIMATbHBIX HABBIKOB CHEMKHU;

- OTCYTCTBUE NIPUBS3KU K YCTPOKCTBY.

K munycam cnenyeT oTHECTH:

- OTCYTCTBHUE peXUMa BUIEOCHEMKHU;

- IIaHopaMa CHHUMACTCA B TCUCHUC [JIMTCIBHOIO BPCMCHU (I/I3-33 HUCITIOJB30BaHUA OJHOT'O
OTNTHYECKOTO MOIYJIs);

- KaUuCCTBO MOJIYYCHHOI'O CHUMKaA.
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Tperuid Knacc yCTPOWCTB SBJISETCS JOCTATOYHO MOJOABIM M Ha CETOAHSALIHUN JI€Hb TOJIBKO
pa3BUBAETCA, IOPOM HE NMEsI KOHKYPEHTOB I10 ONPEIEICHHBIM IapamMeTpaM. J(aHHbIEe yCTpOKWCTBA UMEIOT
OT JIBYX ONTHYECKUX MOJyJIeH, OOBIYHO TIPH UCIOJIb30BAHUU MHHHUMAJIHHOTO KOJIHYECTBA ONTHUYCCKHX

HCIIOJIB30BaTh

MOJTyJIeH, UCIIOJIb3YIOTCS MAaKCUMAJIbHO IIMPOKHE YIiibl 0030pa — 180 rpaaycoB, Mpu 3TOM, HCIIONB3Ys
CHUXKAETC  HEOOXOIMMOCTH

ONTUYECKUM  MOAYJIEH,

QoJiblliee  KOJIUYECTBO
HIMPOKOYTOJIBHBIC 0OBEKTUBBI, ¥ KaK OBLIO CKA3aHO PaHEee, CHMUKAIOTCS HCKAKCHHMS, TIOJYYCHHBIE UM JKE.

[Iimrocamu TaHHBIX YCTPOUCTB SIBISAIOTCS:
- KOMITaKTHOCTb;

- IPOCTOTA UCIIOIB30BAHUS;

- OTCYTCTBHE TTOCTOOPAOOTKH (Ha HEKOTOPBIX MOJIEIIAX);

- mostHast cepuueckas maHopama.
Ho B cBsi3u ¢ HeZaBHUM MOSIBICHHUEM, JaHHBIA KJIACC YCTPOMCTB MMEET U JIOCTATOYHO BECOMBIE

MHHYCBI:
- HE BCE YCTPOMCTBA YMEIOT CHUMAIOT B BBICOKOM Kau€CTBE;
- CbEMKa U CIIIMBKA BHUJIEO MPOU3BOJUTCA HE BHYTPHU YCTPOMCTBA;

- HE00XO0/IMMBI HaBBIKM 00PAOOTKU U CLUIMBKH IOJIyUYE€HHBIX N300paskeHHUH
Jlanee, Ha OCHOBAaHMU aHalU3a METOAOB IIOIY4YEHUs JAHHBIX O IPOCTPAHCTBE, IPOBEIEHA

KJaccuguKanus, npeacTaBieHHas Ha pucynke 10.

MonyyeHWe AaHHbIX o rybuHe
OKpYMAILLEro NpoCTPaHCTBa
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Puc. 10. Knaccuduxarys MeTOA0B MOTYyUYCHUS TaHHBIX TTyOUHBI TPOCTPAHCTBA
Fig. 10. Classification of methods for obtaining space depth data

Ha ocnoBe ananmza u K.]'IaCCI/I(bI/IKaI_II/II/I JJI1 pCHICHUS MMOCTABJICHHBIX 3a1a4 Hamboee MPpUCMIICMBbIM

SIBIISICTCSI TTACCUBHBIN MCTO/] MOJTYYCHHUA NAHHBIX O IMPOCTPAHCTBE HAa OCHOBC MHOI'OKAMCPHBLIX CHCTCM.
I[aHHBIfI METOJ SABJIACTCA OIITUMAJIBHBIM, TaK KaK OH SABJISICTCA ITACCHMBHBIM, HET HCOGXOI[I/IMOCTI/I
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HCIIOJIB30BATh JOMOJHHUTCIBHBIC CUCTCMBI JJIA IMMOJTYYCHUA JAHHBIX O T. JIy6I/IHC, ﬂaHHLIﬁ KJ1accC yCTpOfICTB
YKC€ HIUMPOKO IPCACTABJICH Ha PbLIHKC, IIPHW HCIIOJIb30BaAHUH pa3pa6aTblBaeMoro MCTOJa IIOABJIACTCA
BO3MOHOCTb HCIIOJIB30BaTh HOTpC6I/IT€.HI>CKI/I€ CUCTCMbI JIA TIOJIYUCHUSA 00BEMHOTI0O 1/1306pa>1<eH1/151.
TouHoCTH IMOCTPOCHHUA 00BeMHOM MOJACIN MOXHO ITIOBBICUTL 3a CUCT YBCIIMYCHHUSA KOJIUYCCTBA
OIITUYCCKUX MO)IYJIGI\/JI, 3a CUCT PpacCIlOJOKCHUA 110 Ppa3HbIMU YTJIaMU OTHOCUTCIIBHO 00beKTa M
YBCIIMUYCHUC KOJIUYICCTBA JJaHHBIX 00 oOBeKTeE.

3AK/IOYEHHUE

Ha ocHoBe mpoBeneHHOTO aHainM3a ObUIa MOCTPOCHA KIACCH(HKAIMA YCTPOWCTB MOTYUYCHHUS
JAHHBIX O MPOCTPAHCTBE, OBUTH BBISABICHBI MX HEJOCTATKH M MPEUMYIIeCTBa M ObLT BBIOpaH MOAXO/,
OCHOBaHHBI HA HWCIIOJIb30BAHUM IMACCUBHOTO METOJ[a TOJYYEHUsS IAaHHBIX O MPOCTPAHCTBE, 33 CYET
NPUMEHEHHS UCKIIFOUUTEIBHO ONTHYECKUX MOJYJIeH MHOTOKaMEPHOM CUCTEMBI M OTCYTCTBUS aKTHBHBIX
UCTOYHUKOB TIONYYCHHs] JAHHBIX O MPOCTpaHcTBe. Mcxonms W3 METOAOB TONYYEHHUs JaHHBIX O
IPOCTPAHCTBE, BBIJCISIOTCS JIBA METO/Ia: aKTUBHBIN M MMACCUBHBIN. AKTHBHBIH METO/] SIBJISIETCS HanOoJee
MPOCTBIM, TaK KaK JAHHBIC O IIIyOMHE OepyTCs HEMOCPEIACTBCHHO M3 OTJACIBHOTO yCTPOMCTBA, HO MPHU
9TOM, TJIABHBIM HEJOCTATKOM SIBJISIETCSI HEBO3MOXKHOCThH UCIIOJIB30BaHUSI B YCTPOMCTBAax 0€3 aKTHMBHOTO
naTdauka (mmuap, TPOeKTOp W T.J.) M HE NPUMEHUM B Pa3lIMYHBIX CIECHAPUSX, HAIPUMEP, HEIb3s
UCIIOJIB30BaTh B CHUCTEMax O€30MacCHOCTH, TaK KaK AaKTHUBHAs cCHcTeMa OyleT Cpa3y BH3YaJIbHO
ompeneneHa. IlaccuBHBIE CHCTEMBI TIO3BOJIIIOT HCIOJB30BATh CYMIECTBYIONIME YCTPOWCTBA, IIPH
PUEMIIEMO TOYHOCTH, MPH 3TOM COXpaHss KaK “‘HEBHIUMOCTH ISl MOJIb30BATENs, TAK U YMCHBIIAs
ce0eCTOMMOCTh KOHEYHOTO YCTPOWCTBA.

bbutn Tak K€ KJIACCH(HUIIMPOBAHBI CUCTEMbI TMOJYYEHHs] IMAHOPAMHBIX W300pXKCHHS, IS
WCCJICJIOBAHMSI BO3MOXXHOCTH WX TPHMEHEHUS I TOCTPOCHUS JAHHBIX O MPOCTpaHCTBE. BBIT crenan
BBIBOJI, YTO MHOTOKAMEpHBIE CHUCTEMBbI, Hauboyiee MOIXOISIIMI KJIacC YCTPOWCTB, AN TONy4YeHUs
JAHHBIX O TPOCTPAHCTBE B PEATHLHOM MaciiTabe BPEMEHH, TaK KaK MPH HCIIOIH30BAaHUHM TaKUX CHCTEM
JTaHHBIE CO BCEX HCTOYHUKOB MPHHUMAIOTCS OJHOBPEMEHHO, TE€M CaMbIM IO3BOJISII OPraHH30BaTh
CHHXPOHHU3AIIMU CHUMKOB U OPTaHU30BaTh UX MapalieTbHYI0 00padoTKYy.
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Abstract

Present paper considers a structure model of discrete space-time, the properties of which are
determined by the substrate. As a substrate a 2-dimensional plane under no matter is chosen, the
surfaces of which are space and anti-space. A new concept called spacetron, considered as a
spatial element of the substrate, which is the basis for the subsequent formation of 4-dimensional
space-time, is proposed. Upper-level spacetrons are a hexagonal 2-dimensional packing, with
spacetrons of other levels (first, second, etc.) placed between them, followed by their
identification with electron-positron pairs, neutrinos and electromagnetic field quanta. It is shown
how the connectivity of space-time is determined by completely filling the substrate space with
spacestrons of different sizes, which allows us to consider the resulting 4-dimensional space-time
as a quasi-continuous medium. It is shown that in the case of contact interaction of space-time
substrate spacestrons, all of them can be given a spherical shape by partitioning the upper level
spacestrons into linked objects, called a loveton, which is a three-dimensional object, and an anti-
loveton, which is an anti-space object.

Within the framework of the computer model the mechanism of the appearance of matter in
space-time is considered. The appearance of matter takes place under the influence of energy
perturbations of space-time structural elements, causing the appearance of both free lovetons
(anti-lovetons) and other material objects.

Based on the analysis of the geometric position and dimensions of the substrate features
responsible for the formation of elementary particles and the electromagnetic field quantum
spectrum, the estimated masses of a number of elementary particles are determined and the
known particle masses are assigned to them. The masses of free lovetons and neutrinos are
evaluated on the basis of geometric relations between the sizes of particles on the basis of
electron masses. At least three varieties of neutrinos, which can be regarded as types of high-
energy y-quanta, are identified. The results of the work are valid and reliable because they are
based on known approaches of relativity theory and quantum physics, as well as on the
application of approximations adequate to the phenomena under study.

Keywords: space; substrate; spacestron; loveton; anti-space; mass; electron; neutrino;
electromagnetic field quantum
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AHHOTaIMA

B mpencraBierHOl paboTe paccMOTpeHa MOIETh CTPYKTYpPHl JHCKPETHOTO IIPOCTPAHCTBA-
BPEMEHH, CBOMCTBAa KOTOPOTO OMPEACISIOTCS IMOMJIOKKON. B KadecTBe MOIOKKH BhIOpaHa 2-
MEpHas TIOCKOCTh B OTCYTCTBHE MAaTEpPHUH, MOBEPXHOCTSIMU KOTOPOU SIBISIOTCS MIPOCTPAHCTBO U
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AHTUNPOCTpPAHCTBO. [IpennokeHO HOBOE TOHATHE, TIOJIYYMBIIEE Ha3BaHHE CIEHCTPOH
(Spacetron), paccMaTpuBaeMOro Kak IPOCTPAHCTBEHHBIA JIIEMEHT TIOJUIOKKH, SBISIOLIMACS
OCHOBOM JIJISl TTOCIIEAYIOMIET0 (OPMHUPOBaHUS 4-MEPHOTO MPOCTpaHCTBa-BpeMeHH. CreiicTpOHbI
BEPXHETO YPOBHS MPEACTABISIIOT COOOH TeKCaroHAIBHYIO0 2-MEPHYIO YIIAKOBKY, C pa3MelleHHeM
MEXJIy HHMHU CIEHCTPOHOB JAPYTHX YpOBHEH (IEpBOro, BTOPOr0 W T.A.), C MOCIETYIOUINM
MIPOBEJCHIEM UX HISHTHU()HKAINH C AJIEKTPOH-TIO3UTPOHHBIMH TapaMH, HEUTPUHO W KBaHTAMHU
3JEKTPOMAarHUTHOro mnojs. Iloka3aHo, Kak CBSI3BHOCTh IPOCTPAHCTBA-BPEMEHU OINPEHEISICTCS
ITyTE€M TIOJIHOTO 3aIlOJHEHUS MOJI0KKH MPOCTPAHCTBA CIIEHCTPOHAMM PA3IUYHBIX Pa3MEPOB, UYTO
MO3BOJISIET CYUTATh BO3HUKAOIIEE 4-MepHOE MPOCTPAHCTBO-BPEMS KBa3WHETPEPHIBHOW CpEIOii.
ITokazaHo, 4TO B Cily4ae KOHTAKTHOI'O B3aUMOJCHCTBUS CIEHCTPOHOB MOJIOKKU IPOCTpPaHCTBA-
BPEMEHHU BCEM MM MOXET ObITh mpuaHa cdepuueckas GopMa MpH pa3AeieHUH CIEHCTPOHOB
BCPXHEI0O YPOBHA Ha CBA3AHHBIC MCEKIY CO6OI7[ O6’b€KTI)I, IMOJTYYUBIIUMC HAa3BaHHA JIaBTOH
(loveton), siBisirorerocst MPOCTPaHCTBEHHBIM OOBEKTOM, TaK W AHTHJIABTOH, IPEICTABIISIOIIETO
co00oi 00BEKT aHTUNPOCTpAaHCTBAa. B pamMkax KOMMBIOTEPHOH MOJAETH PaCCMOTPEH MEXaHW3M
BO3HHMKHOBCHUA MATCpHU B IPOCTPAHCTBC-BPECMCHMU. ITossBnenue MaTCpun MNpPOUCXOIUT IIOA
BO3JICUCTBHEM SHEPreTUUYECKUX BO3MYLIECHUN CTPYKTYPHBIX 3JIEMEHTOB MPOCTPAHCTBA-BPEMEHH,
BBI3BIBAIOIINX TIOSBICHHE KaK CBOOOMHBIX JIABTOHOB (AHTHJIABTOHOB), TaK © APYTUX
MaTepuaIbHBIX 00BEKTOB.

Ha ocHoOBe aHamM3a TreOMETPUYECKOTO TMOJOXKEHUS M PA3MEPOB 3JIEMEHTOB IOMJIOKKH,
OTBEUAIONINX 32 00pa3oBaHUE SJIEMEHTAPHBIX YACTHI[ W CIEKTPa KBAHTOB JJIEKTPOMArHUTHOTO
T0JIsI, OIpEJENEeHbl OIIEHOUHbIE MAacChl psAja 3JIEMEHTapHBIX YacTHIl, KOTOPHIM B COOTBETCTBHE
IIOCTAaBJICHbI U3BECTHBIC MACChl 4YaCTHII. Macchl CBO6OI[HLIX JJaBTOHOB H HCﬁTpHHO OLICHCHBI
HCXO0Is U3 T€OMETPUYECKUX COOTHOUICHUI MEXAYy pa3MepaMy YacTULl Ha OCHOBE y4Ye€Ta MAacCChl
3JIEKTpOHA. BhIsIBIEHO, MO KpalHEHd Mepe, TpU Pa3sHOBUAHOCTU HEUTPUHO, KOTOPHIE MOXKHO
paccMaTpuBaTh KaK BHUbI BBICOKOOHEPTECTUYCCKUX Y-KBAaHTOB. PG3YJ]LT3TBI paGOTLI SIBJISAIOTCS
000OCHOBaHHBIMH H JIOCTOBEPHBIMH, IIOCKOJIbKY WX TIOJIy4eHHE OCHOBAaHO HA W3BECTHBIX
MOIX0JIaX TEOPUH OTHOCHTEIHHOCTH M KBAHTOBOHM (DM3WKH, a TaKkKe TPUMEHEHHU MTPUOIIKEHUH,
AICKBATHBIX UCCICAYEMBIM ABJICHUSM.

KuroueBble cjioBa: MpoCTPaHCTBO; MOJUIOKKA; CHEHCTPOH; JIaBTOH, aHTUIPOCTPAHCTBO, Macca,
3JIEKTPOH; HEUTPUHO; KBAHT 3JIEKTPOMArHUTHOIO OJIS

Jas uutupoBanus: bounapes B.I'., Murans JI.B. KomnbioTrepHoe MoienupoBanne CTpyKTYpbI

MaTepuanbHbIXx  00BhekToB. Yacte | TlpoctpanctBo-Bpemsi [/ Hayumnslii  pesynbrar.
Wupopmannonnsie TexHonoruu. — T.7, Ned, 2022 — C. 14-24. DOI: 10.18413/2518-1092-2022-
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INTRODUCTION

The theory of relativity and quantum mechanics are considered to be the basis of the modern
physical picture of the world, and are directly related to changes in the fundamental concepts of space,
time and matter [1]. Within the framework of Einstein's general theory of relativity [2], it is believed that
the structure of space depends on the distribution of masses of material objects, and the properties of
space are determined by its geometry. As a rule, the space-time in question is considered as a continuum.
At the same time, in a number of works [3], space and time have come to be perceived as attributes of
matter, determined by its relations and interactions. However, nowadays, both in physics and in
philosophy, it has been established that space is also an entity independent of material bodies, as it can
exist empty, in the absence of physical bodies [4].

In the general theory of relativity, when considering 4-dimensional space-time, it is not accepted to
take into account possible quantum effects. All known attempts to construct a model of both only
continuous or only discrete space and time have encountered contradictions, the solution of which has not
been found so far. It testifies rather to a certain tendency to the unity of continuous and discrete space-
time and consequently speaks not about wrongness of space and time continuity concepts, but about
necessity of synthesis of the last ones with discrete space-time concepts [5]. Clarification of space-time
essence at the present time is one of the most important tasks of fundamental physics.

In philosophy, it is customary to define space as a form of matter being, which expresses the extent,
structure, order of coexistence and ranking of material objects [6]. It should be noted that a fundamentally
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important problem in the study of space-time is the relation of space and time to matter. There are two
concepts on this question: substantive and relational [7]. The substantive concept assumes that space is an
independent entity, as if a special kind of substance, existing along with time, substance and physical
fields. According to the relational concept, space and time are not independent entities, but are formed by
the interaction of material objects [8]. The philosophical approach in the development of various ideas
about space-time and various aspects of this line of research can be found in Vyaltsev's monograph [9].

To describe space-time in terms of quantum physics a number of models have been proposed too, in
particular - string theory and loop gravitation [10, 11]. At the same time string theory has shown that
space-time is not a mathematical abstraction, necessary to describe the state of material objects, but an
entity which participates in interactions with objects located in space, while these objects, in turn, change
the parameters of space-time [12, 13]. However, recognizing that elementary particles may eventually be
the manifestation of the dynamics of some more fundamental objects, in most cases, continues to consider
space-time as separate from the rest of the matter, as something external, in which it is customary to place
matter. An important advantage of string theory is that there are no free parameters that need to be
adjusted to ensure agreement, as, for example, is required in the Standard Model [13].

The most developed and fruitful application of discrete space-time has turned out to be the
construction of the theory of loop quantum gravitation, where the assumption of one-dimensional
physical excitations of space-time on Planck scales is put forward [14]. According to this theory, space-
time, in contrast to its representation in the theory of relativity, is discrete. Space-time is considered to
consist of quantum cells, which are connected to each other, and by bundles of knots and entanglements
form elementary particles. Thus ribbon structures, for example in the Bilson-Thompson model [15], are
represented as entities consisting of the same matter as space-time itself, indicating belonging to the unity
of nature of space-time and matter. From the point of view of discrete space-time, the latter can also be
represented in the form of a crystal lattice, and both the speed of light and Planck’s constant have been
theorized using this approach [16].

Of particular interest is David Bohm's idea[17] of imagining the universe as a holographic structure
in which the hidden order of the new deep reality is analogous to the order of a hologram which needs to
be deciphered and deployed in space as a three-dimensional image. According to Mark Van Raamsdonk
[18] the infinite Anti-de-Sitter space-time (AdS- space-time) has an infinity boundary [18]. To represent
it, it is customary to use a distorted length scale allowing compressing infinite distance into finite one.
The boundary is similar to the surface of a continuous cylinder. In the latter case, the boundary has two
dimensions: spatial (the cylinder guide) and time (the cylinder form). The two-dimensional boundary
contains an implicative order, because the image encoded in interference patterns is a latent completeness
rolled up in space. The hologram, projected by the two-dimensional plane, already has an explicative
order, because it is an unfolded and visible version of the image.

David Bohm's view that space is real and there are many processes going on in it, as in the matter
moving in it, was developed in his ideas of an implicative ocean of energy. Matter does not exist
independently of this ocean, from so-called empty space, it is itself part of space. Matter is inseparable
from this ocean of energy and acts as a pattern of excitation. As Bohm [17] states: "This pattern of
excitation is relatively autonomous and produces relatively stable and repetitive visible projections in our
three-dimensional explicative order".

The proposed approach was continued in the work of Gerard 't Hooft [19]. His main idea is called
the holographic principle. According to this principle, whatever happens in the domain that we use as
space, can be represented as taking place on the surface surrounding that space. What is more, a
description of the world that exists on this boundary is not a quantum theory, but a deterministic theory,
which he is certain, will replace the quantum concept. A similar idea has also been proposed by Louis
Crane [20] in the context of background-independent approaches to quantum gravity. Crane suggested
that quantum mechanics is not a static description of the system, but a record of information that one
subsystem of the universe can have near the other through their interaction. He further suggested that
there is a quantum mechanical description associated with each way the universe is divided into two parts.
Quantum states do not live in one part or the other of space-time, but at the boundary between them.
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An attempt to unify space-time and matter in the framework of five-dimensional space was the
mathematical model of Theodor Kaluza [21], which contained the hypothesis of five-dimensionality of
physical space. Kaluza supposed that his theory points to the possibility of interpreting gravitation and
electricity as manifestations of some universal field. A supplement to Kaluza's hypothesis, was the
formulation of the conditions for the secrecy of the fifth dimension, expressed by Oskar Klein [22]. He
suggested that the structure of the physical space can contain both "extended" and "contracted"
dimensions. In this case additional (to three visible) dimensions are convolved to small dimensions.

When analysing these theories of space-time structure, it is easy to find associations that allow
space to be seen as some entity formed on the basis of another fundamental object. In other words, the
emergence of space-time points to its secondary nature. In this case, the structure of space-time is defined
by constructing it on a substrate [23]. The substrate must exist on the basis of something else.
Consequently, the substrate is a form of state of matter, which is considered not manifested and,
therefore, being in a passive state. Thus in [24] space-time is considered as a phenomenon appearing in a
special sub-quantum medium preceding it. At the same time matter cannot fill up space in any way, as it
is a form of existence of space itself [25]. In John Wheeler's quantum geometrodynamics [26] space-time
also arises. But with Wheeler, space is fundamental and space-time arises from it. However, in his
opinion, a 4-metric arises from a 3-metric defined on a 3-dimensional smooth manifold which acts as a
substrate in Wheeler-DeWitt's quantum gravity theory [27].

Concluding the analysis of space-time and matter interrelations it is possible to quote Einstein [28]:
"We come to a strange conclusion: it now begins to seem to us that space plays a primary role, while
matter must be derived from space, so to speak, at the next stage. Space absorbs matter. We have always
regarded matter as primary and space as secondary. Space, figuratively speaking, is now taking revenge
and 'eating' matter. We can add to this statement that it is not even fully understood what matter consists
of and how it arises. For this reason, the aim of the presented paper is to develop a model of discrete
4-dimensional space-time and matter that could accurately reflect the nature of the real world.

1. RESEARCH OBJECTIVE

The main components of the proposed model are space, time and matter. As an object of study, in
this case, we can consider real physical space-time, including its substrate.

At statement of the problem we will proceed from a number of known facts, as well as certain
conditions and restrictions:

1. Space-time is discrete and consists of elements which may differ in size and between which there
Is a certain relation organized on the basis of redistribution of quanta of energy.

2. At research of space-time structure issues related to permeability of matter, as well as charge
dependence of elementary particles are excluded from consideration.

3. The construction of the model of space-time structure is carried out without taking into account
dynamic effects.

4. On the basis of the chosen substrate, as which space can be considered if there is no matter, it is
possible to place its elements completely filling "voids™ in order to form a quasi-continuous space.

The main task facing us is to choose the right structure of a 4-dimensional space substrate and then
analyze the placement of spatial elements on it. Detailed formulation of the formulated problem allows us
to give a logically consistent description of the model of space-time and matter as a whole. Moreover, it
admits a variant in which matter, consisting of matter and fields forming our world, is not an independent
physical reality, but a specific structure included in the space-time substance itself.

2. MODELING
In our modeling, we will assume that a possible way of combining space-time and matter into a
single object is to consider a representation of space in which its geometric properties are defined
according to the choice of substrate.
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2.1 PRIMARY SPACE (SUBSTRATE)

First, let us pay attention to the fact that the space-time model of general relativity theory allows a
limiting transition to the case in which there is no matter, i.e. to the presence of empty space. Such
solutions of the Einstein equations [29] are obtained when the energy-momentum tensor in the considered
region of space is identically equal to zero. In this case, the curved space-time of general relativity
transforms to the flat space of the special theory of relativity - the Minkowski space.

Let's assume that the empty space must have no more than three dimensions. In other words, we
should choose either 2-dimensional or 3-dimensional space as a substrate. Immediately note that it is
undesirable to use one-dimensional space due to the lack of possibility of obtaining unambiguous
relations between its elements. On the basis of this solution to the Einstein equations, let us choose a 2-
dimensional plane as a substrate [30]. We assume that the surfaces of this plane can contain two layers,
one referring to space and the other to anti-space. This choice of the substrate as a given plane is
schematically illustrated in figure 1, which shows a flat space that is infinitely extended (only part of it is
shown).

Fig. 1. Layout of a part (region) of primary space (on a cross section of this plane two layers can be seen,
one referring to space and the other to anti-space)
Puc. 1. Maket yacTtu (006JaCTH) IEPBUYHOTO MPOCTPAHCTBA (HA MOMEPEYHOM Cpe3e JaHHOM MIO0CKOCTH
BUJIHBI JIBA CJIOSI, OIMH U3 KOTOPHIX OTHOCUTCS K MPOCTPAHCTBY, a APYroil — K aHTUIPOCTPAHCTBY )

2.2 "FILLING IN" THE SUBSTRATE

Let us assume that the basis of the space chosen as the substrate is discrete elements into which the
entire 2-dimensional plane provided by them is divided. As such discrete elements we choose disks of
different sizes, each of which, hereinafter referred to as a spacetron (Fig. 2).

Fig. 2 Graphical representation of the spacestron
(shown with tilt for ease of presentation of the spatial layers)
Puc. 2 I'paduyeckoe npencraBieHre CrielicTpoHa
(,IL]'DI YILO6CTB3. NMpEACTABJICHUA MPOCTPAHCTBCHHLIX CJIOCB IOKAa3aHO C HaKJ’IOHOM)

The spacestron introduced as a substrate element will be defined as a massless object with a
boundary between the spatial and anti-spatial layers inside, with interaction with other spacestrons by
contacting them with each other.

We divide the spacestrons, depending on their position and size, into separate levels. We assign the
largest spacetrons to the top level, the first level to those with a slightly smaller size, the second level to
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those with a smaller size, and so on. The upper level is the main one and represents a set of spacetrons
forming a dense hexagonal packing of elements in the form of disks. The first level consists of
spacestrons located in between the upper level spacestrons in such a way that they must necessarily touch
at least three upper level spacestrons. Subsequent smaller spacestrons, in a similar manner, sequentially
fill all remaining unoccupied "voids" between the already placed higher level spacestrons (Fig. 3).

Fig. 3. Schematic spacestrons arrangement forming a quasi-continuous medium
(shown without anti-space)
Puc. 3. Cxema pacronoxeHus CelcTpOHOB, OPMHUPYIONINX KBA3UHETIPEPBIBHYIO CPEITy
(mokazaHo Oe3 ydyera aHTUIIPOCTPAHCTBA)

Consistently dividing the substrate into spacestrons of lower levels, we can lead the situation to an
almost complete filling of the entire plane forming the substrate of the space-time being formed.

Thus, we introduce a principally new model of the structure of the space-time substrate which, on
the one hand, is discrete in its structure and, on the other hand, due to a complete filling of the provided
region on the substrate, it can be considered as a quasi-continuous medium.

2.3 THE MANIFESTATION OF SPACE-TIME

Between all the objects making up the various levels of spacestrons, we can make identification
according to real physical entities. Thus, we will a priori define the first-level spacestrons as virtual
electron-positron pairs, while the spacestrons from the second to the fourth level will be regarded as
neutrino-antineutrino pairs. The rest of the set of spacestrons allows us to attribute them to the elements
generating quanta of the electromagnetic field.

Each of the upper-level spacestrons, in turn, can be subdivided into two independent objects, one of
which we will call a loveton, represented as an element of space, and the other as an anti-loveton, already
an element of anti-space. It is the appearance of lovetons as elements of space-time, which are already
arranged in explicative order, that transforms the 2-dimensional plane into 4-dimensional space-time, and
the lovetons themselves, together with anti-lovetons, form a dense cubic lattice [31], making space-time
discrete with a unit cell size comparable to the size of lovetons (anti-lovetons) themselves (Fig. 4).

AR ERE NN
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Fig. 4 Layout of a 4-dimensional space-time domain
(in 3-dimensional representation without the holographic component)
Puc. 4 Maket o61acTi 4-MepHOTO TTPOCTPAHCTBA-BPEMEHH
(B 3-MepHOM TipencTaBieHnd 6e3 yueTa roJorpaguaeckoil COCTaBISIONICH )
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In the bound state, the lovetons together with anti-lovetons form structural units of space-time consisting
of contacting loveton-anti-loveton pairs. It is such loveton-anti-loveton pairs that are the basis for
manifestation of the holographic space-time component. It is more correct to consider that in our
representation of space-time structure, being in a state with no matter and, accordingly, must be
stationary, since in this case the space is absolutely empty. However, it is possible [32] that in such space-
time state too virtual particles already appear, which, in turn, can turn into real particles and antiparticles
if there is some sufficient energy interaction.

3. RESULTS AND DISCUSSION

To confirm the results of the performed simulation of the space-time structure, we first define the
ratio of the space-time radii for both particles and quanta of the electromagnetic field. For this purpose we
will connect the mass of an n-particle my with its dimension r, in 4-dimensional space [31]

m, = p=r,* (1)
2

where p is the particle density.

Here the lack of particle density data does not allow us to use formula (1) directly to calculate
particle masses, but at the same time we can use the results of calculations of the ratio of the masses of
the i-th and j-th particles

m; = m;(r;/17)* (2)

On the basis of the above mentioned approach let us try to obtain estimates of the masses of the
particles in question. For this purpose, as has been suggested earlier, we shall assume that the first level
spacetron is an electron-positron pair. As the basis we take the mass of the electron (positron), which has
a value of about 0.511 meV. Now, using Descartes' formula [33] for the particle curvature one can
determine the ratio of the electron radius re and the loveton radius r.: re/r. = 0.1547 (here we take the
loveton radius to be unity). In this case the loveton has a mass according to formula (2) equal to m_ =
892.18 meV. The obtained value of the loveton mass is quite close to the experimental value of the proton
mass, which is a value of about 938 meV [34]. It is instructive to recall that the proton is considered a
compound particle; hence, the mass of the loveton must be somewhat less than the proton mass, which is
the case in our case.

Similarly, for the largest neutrino (let's denote it as neutrino-2, according to its level) we obtain a
value of about 7.9 eV. The value obtained is of nearly the same order of magnitude as is known for the
upper bound of the neutrino mass estimate, which is close to 1.1 eV according to present data [34]. Let’s
pay attention to the existence of two more spacetron levels with radii close to neutrino-2 for which one
can similarly calculate their masses, obtaining values of 0.68 eV and 0.11 eV, respectively. These
neutrinos can be designated neutrino-3 and neutrino-4.

In the analysis of lower level spacestrons, which we will also consider as space elements, there may
appear particles which are transitional between neutrinos and y- particles. Such particles have a Compton
wavelength intermediate between neutrino-4 and y- particles. Let's pay attention to the number of possible
particles of a given level. As the number of particles of a given radius increases according to the formula:
N = 3", where n is the level number, the number of these particles will already exceed the value of a few
hundred with respect to the lovetons and electrons, and their masses are estimated to be two orders of
magnitude smaller than the masses of the previously considered neutrinos. Consequently, these particles
can already be considered more related to y- particles than to neutrinos. Of course, it must be taken into
account that the masses of the loveton and neutrinos obtained from the proposed geometrical
considerations, as well as those similarly determined for the electromagnetic field quanta, may represent
only approximate values due to the presence of any additional physical properties, such as the elasticity
property.

All next levels of spacestrons, as it has been mentioned before, we will refer to the particles of the

electromagnetic field spectrum. If we take into account that y-particles, like neutrinos, have a large
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penetrating power, it is possible to consider the possibility that neutrinos can be specific high-energy y-
quanta, devoid of the electric component [35]. Thus, let us compare the value of the top value of the
Compton wavelength of y-particles with the value of the spacestrons of the fifth and further levels. At
present, the experimentally determined maximum energy of y-quanta is 1.42 PeV, which is a value of the
order of 2-:1072° m [36], for the upper limit of the Compton wavelength [36]. To estimate the masses of
quanta of electromagnetic fields we can use the expression for the mass of the i-th quantum mg of the
electromagnetic field

my = h/cA (3)

where h is Planck’s constant, A is the Compton wavelength, c is the speed of light.
All the results of calculations of the masses of the considered elementary particles and gamma-
guanta have been summarized in one general table (Table).
Table
Masses of elementary particles and gamma rays quantum
Tabnuya
Maccel QJICMCHTAPHBIX Y4CTUI] U TAMMa-KBAHTOB

Ratio of Estimated | Experimental
No . ) .. . . Number of contacts,
Particle particle radii, particle particle mass,
level N
rn/re mass, meV meV
0 Loveton 1.0 892.18 938.3
1 Electron 0.1547 0.511 0.511 3
2 Neutrino-2 0.0628 7.94-10°° <1.1-10°® 9
3 Neutrino -3 0.0340 0.68-10° 18
4 Neutrino-4 0.0213 0.11-10° 81
5 Neutrino-5 / Gamma-5 0.0109 7,25-10° <0.7-101 243
6 | Gamma-6 0.0037 9.25-10! 729
7 | Gamma-7 0.0018 5.61-1012 2187
8 | Gamma-8 0.0006 7.81-10 6561

* The number of contacts is undetermined for the top-level loveton.

From the results of the study one can state a number of corollaries which allow one to compare
them with the currently known facts. First, the number of existing types of neutrinos associated with
leptons is probably randomly close to the number of neutrino variants proposed in this model. Secondly,
the nature of the birth and annihilation of elementary particles, in the framework of this model, can be
seen as a breaking of the bond between the loveton-anti-loveton or electron-positron pair. Third,
considering that the dimensions of the loveton and electron differ only about six times, perhaps their real
linear dimensions are small enough to be comparable to the Planck length and not to the proton size.
Fourth, the existing Standard Model is possibly responsible for a deeper level of electromagnetic
interaction. This is indicated by the presence of fractional values of charges in it and also by the existence
of the confinement phenomenon which does not allow for the decay of lovetons and electrons.

4. CONCLUSION

In the present paper a model of space-time structure is considered, representing it as a quasi-
continuous medium, whose properties are determined by the presence of primary space (substrate). A flat
2-dimensional space in the absence of matter was chosen as a substrate. The proposed model made it
possible, by partitioning the substrate structure into separate spatial elements (spacestrons), to both obtain
a set of lovetons and identify the elements composing them with the elementary particle masses and
electromagnetic field quanta.

The main results of the work are as follows:
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1. The presented model of the structure of quasi-continuous space-time is based on the hypothesis
about the presence of a 2-dimensional substrate of space in no matter.

2. It is shown that in the case of contact interaction all elements of space can be given either disk
(spacestrons) or spherical (lovetons) shape.

3. New notions, such as spacestrons and lovetons, are proposed. Upper-level spacetrons can be
represented in the form of a hexagonal packing, followed by the placement between them of spacetrons of
other levels having different dimensions and relating to the possibility of their identification with the
electron-positron pairs, neutrinos and quanta that make up the electromagnetic field.

4. Based on the analysis of the geometric positions and dimensions of the substrate elements
responsible for the formation of elementary particles and the electromagnetic field quanta spectrum, were
determined the estimated masses of a number of elementary particles, which correspond to the known
masses of particles.

5. The existence of at least three varieties of neutrinos is revealed.

The obtained results allow us to hope to consider the whole spectrum of masses of subnuclear
particles and electromagnetic field quanta, based on the energy interaction of such elements as lovetons
and electrons, which are the basis of the structure of space-time. This concept can be confirmed in that on
the basis of this concept it is possible to see in a new way the nature of elementary particles and, as will
be shown later, to determine their masses with sufficiently high accuracy.

The elucidation of the essence of space-time is one of the most important problems of fundamental
physics. The solution to this problem will, in the future, help to determine ways to solve some of the
problems of physics and give the key to a new physical theory.
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Abstract

Modelling the mechanisms of epidemic spread and predicting its evolution can significantly
reduce the damage caused by a pandemic. This paper presents a review of SIR mathematical
models used for Epidemics modelling over the past years. Mathematical modelling of epidemic
spread makes an important contribution to disease control. In this review, we focus on show that
mathematical models can be used to predict the future of an epidemic process; however, models
may also have a more theoretical use as explanatory tools elucidating fundamental principles of
transmission and the factors driving epidemic behaviour. One of the simplest and most
fundamental of all epidemiological models is the so-called SIR model which is based upon
calculating.

Keywords: mathematical modeling; COVID-19; SIR; epidemic; pandemic

For citation: Agha H.R., Taha A.T. Methods of the epidemics spread mathematical modeling //
Research result. Information technologies — T.7, Ne4, 2022. — P. 25-33. DOI: 10.18413/2518-
1092-2022-7-4-0-3

Arxa X.P! METOAbI MATEMATUYECKOT'O MOAEJIMPOBAHUSA
Taxa A.T.? PACITIPOCTPAHEHMUS SIIUJIEMUI

Y Vuupepcuter Mocyina, 41002, ymuua Anbs-Mamkmya, Mocyn, Hpak
2 BenropoICKuii rOCYIapCTBEHHbII HAIIMOHABHBIN MCCIIE0BATENLCKUI YHUBEPCHUTET,
yi. [To6enst 1. 85, . benropox, 308015, Poccust

e-mail: israagha83@gmail.com

AHHOTAUA

MonenupoBaHHe MEXaHU3MOB PaCIpPOCTPAHEHMs SMHUAEMUU M IMPOTHO3MPOBAHUE €€ DBOIIOLUHN
MOJKET 3HAYUTENILHO YMEHBIIUTh YIIepO, MPUIUHAEMBIN NaHaeMueil. B aToii crathe npencrapicH
0030p maremaTtmueckux mozeneit SIR, wmcmonb30BaBIIMXCS JUIA MOAETHPOBAHMS SIUACMHNA 3a
MoCJIeHUE Trojbl. MareMaTHUecKoe MOJEIMPOBAHNE pPACIpPOCTPAHEHUS DIUAEMHHU BHOCUT
BaXHBIA BKJIaZ B O0ppOy ¢ OonesHsmu. B aToM 0030pe MBI COCpPEOTOYMMCS Ha TOM, YTOOBI
MOKa3aTh, YTO MaTEeMAaTHYECKHE MOJIENM MOTYT OBITh HCIOJIB30BAHBI JUIA MPOTHO3HPOBAHHS
Oyayllero SMUAEMHUYECKOro Ipolecca; OJHAKO MOAEIH MOTYyT Takke HuMeTb Ooee
TEOPETUYECKOEe MPUMEHEHHE B KadecTBE OOBSCHHUTEIBHBIX HHCTPYMEHTOB, Pa3bsCHSIOMIMX
(dyHIaMeHTalbHbIE TPHUHIMIIBI Tepefaadys W (QaKToOphbl, OINPEICISIONNe DIUIEMHYECKOe
noBegeHre. OAHOM M3 caMbIX MPOCTHIX M (YHAAMEHTAIBHBIX M3 BCEX SMHIEMHOJIOTHYECKUX
MOJIETIEN sABIIsIeTCs Tak Ha3biBaeMas MoJienb SIR, koTopas ocHOBaHa Ha pacdeTe JOJIU HaceleHHs
B KaXIOM U3 Tpex KiaccoB (Bocnpuumunsele - bonbHbIe - BeiieueHHbIE) M ONIPEeIEHHH TEMITOB
repexojia MeXIy 3TUMH Kinaccamu. [Ipencrasienst moaenu smugaemuii SIR, koTopbie sSBISIOTCS
KJIACCUYECKOM AMHIEeMUYIECKOI MOJIEIIbIO, pa3pad0TaHHON A1l MH(EKIMOHHBIX 3a00JIeBaHUM.
KiroueBsble ciioBa: Mmatematuueckoe Moaenuposanue; COVID-19; SIR; snuaemust; maHaeMust
Jdas outupoBanusi: Arxa X.P.,, Taxa A.T. MeTtomsl MaTeMaTHYECKOTO MOACIUPOBAHUS
pacnpocTpanenus snuaemuii / Hayunsiii pesynsrat. Uadopmanuonnsie Texnomoruu. — T.7, Ne4,
2022. — C. 25-33. DOI: 10.18413/2518-1092-2022-7-4-0-3
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INTRODUCTION

COVID-19 is a pandemic respiratory illness. The disease spreads from human to human and is
caused by a novel coronavirus SARS-CoV-2. The coronavirus COVID-19 was founded in almost every
country in the world. In December 2019, a pneumonia outbreak took place in Wuhan (China), as a result
of which a COVID-19 strain was first detected in a nucleic acid analysis in a patient with the pneumonia.
By the end of June 2020, the pandemic captured 188 countries, with more than 10 million of detected
infection cases, and 505,500 people have died. The 2020th year will be remembered for a long time
thanks to the emergence of a new coronavirus — COVID-19. According to the cases detected, the Russian
Federation is the third in ranking of infected countries, behind the United States and Brazil, with 484,630
infection cases by June 9, 2020 (see Table 1). At the Russian Federation, the rapid spread of coronavirus
infection COVID-19 was also recorded in. Despite the relatively low number of infected, COVID-19 was
recorded in all regions of Russia Although a peak of the disease in the world seems to have been passed,
no decrease in the number of detected cases has been observed for a sufficiently long period [1, 2].

Table
COVID-19 statistics for five leading countries in the number of cases detected by June 9, 2020 [20]
Tabnuya
Cratuctuka COVID-19 no nsatu crpanam-nuaepam 1o KOJIMYECTBY CIy4acs,
BbIsIBIICHHBIX K 9 mtons 2020 rona [20]

Infected
Country Total | New cases Deaths | Cured
USA 1961,185| 17,250 | 111,007 | 524,855
Brazil 707,412 15,654 37,134 | 396,737
Russia 485,253 8,595 6,141 | 241,917
Great Britain | 288,834 1,213 40,680 | 1,257

In particular, the first attempt to model and hence predict or explain patterns dates back over 100
years, although it was the work of Kermack and McKendrick that established the basic foundations of the
subject [3].

The SIR model developed by Kermack and McKendrick is widely used to describe epidemics,
which is based on a scheme of epidemic transition of basic variables from one category to another. The
variables used as basic variables are those that denote the number of individuals: those susceptible (S)
become infected (1), then recover (R). The SIR model is represented by a system of 1st order coupled
differential equations that describe the time dependence of the underlying concepts, where the coupling is
given by conditions that stipulate the sum of the variables and their derivatives. Models which implement
the concept of epidemic transition have gained wide popularity and development, so the SIR class of
models today also contains varieties: SIRS, SEIR, SIS, MSEIR, etc. [4].

MATHEMATICAL MODELING

The COVID-19 hit the world hard. Much research is still ongoing to study the effect and spread of
COVID-19 along with producing the vaccine and cure. Over the last years, an intensive worldwide effort
is speeding up the developments in the establishment of a global surveillance network for combating
pandemics of emergent and re-emergent infectious diseases. Scientists from different fields extending
from medicine and molecular biology to computer science and applied mathematics have teamed up for
rapid assessment of potentially urgent situations. Toward this aim mathematical modeling plays an
important role in efforts that focus on predicting, assessing, and controlling potential outbreaks [5].
Mathematical modeling has become a powerful and important tool to understand infectious disease
dynamic behavior and to improve control of the disease in. a population. These models are often
described by many forms such as: SlI, SIS, SIR, or SIRS models, where S stands for susceptible
subpopulation, I is infected subpopulation, and R is recovered subpopulation, as shown in figure.
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SI — signifies fatal infection
SIR — recovery after infection
SIS — no immunity elicited

Fig. SIR Models Structure
Puc. Ctpykrypa mozeneii SIR

THE SIR MODEL

One of the simplest, yet powerful, disease models is the standard Susceptible-Infected Recovered
(SIR) model, which was first introduced by Kermack and McKendrick. For decades, the standard SIR
model has been extended to various forms by adding different compartments to suit the biological,
spatiotemporal and social aspects of the disease dynamics or to study the impact of intervention strategies
on the disease transmission dynamics in different communities. For instance, it has been extended to SIR
models with diffusion, contaminated environment, delay terms, several strains of infection, and multiple
routes of infection [6].

The SIR model is a classical model of disease transmission within a population. It can be modified
to account for several important population dynamics, such as death rate, immigration or birth rate,
recovery, and immunity - but even the most basic model has powerful public health applications. Here we
examine the most basic model, a good starting point for further study. We assume disease spread depends
on population size; infection is instantaneous; no one is resistant to the disease at the start; immunity,
once gained, is permanent; and that the disease is not fatal.

The fundamental relation of the SIR model is the following:

N = S(v) + I(t) + R(¢), (1)

where N is the total population size, taken to be constant; S(t) is the size of the susceptible population; I(t)
is the size of the infected population; and R(t) is the size of the removed population.

The SIR model works by placing all individuals in the population into one of three classes at any
given time: individuals susceptible to disease, infected individuals, and "removed" individuals. The
removed class counts those individuals that are not infected and not susceptible; in other words, immune,
quarantined, or dead individuals. The SIR model can be modified to account for change in overall
population over time; here, however, we look at a model with a constant population. This assumption is
reasonable for low mortality epidemics which run their course much faster than a human population can
reproduce [7].

In a standard SIR model, the host population is divided into susceptible, infected and recovered
individuals, denoted by S(t), I(t) and R(t), respectively. These quantities track the numbers of individuals
in each compartment over different time periods. The standard SIR model without birth and death is
represented by the set of ordinary differential equations:
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ds dl dR
E+E+E—D, (2)

The SIR model is a classical model of disease transmission within a population. It can be modified
to account for several important population dynamics, such as death rate, immigration or birth rate,
recovery, and immunity - but even the most basic model has powerful public health applications. Here we
examine the most basic model, a good starting point for further study. We assume disease spread depends
on population size; infection is instantaneous; no one is resistant to the disease at the start; immunity,
once gained, is permanent; and that the disease is not fatal.

The SIR model works by placing all individuals in the population into one of three classes at any
given time: individuals susceptible to disease, infected individuals, and "removed" individuals. The
removed class counts those individuals that are not infected and not susceptible; in other words, immune,
quarantined, or dead individuals. The class is significant; in other SIR model variants, it can account for
both permanent or temporary immunity acquired from vaccination or from having the disease. Again,
however, we choose to use the simplified model where immunity (or lack of susceptibility) is permanent,
and describe the recovery rate as the parameter . Our assumption is a reasonable one for diseases like u,
for which vaccines have been developed only recently and which generally do not afflict an individual
more than once in the course of an epidemic. Individuals may move from one class to another; for
example, an individual may move from the infected class to the removed class upon recovery. Thus, the
model accounts for the interdependency of the different classes within the population. The SIR model can
be modified to account for change in overall population over time; here, however, we look at a model
with a constant population. This assumption is reasonable for low mortality epidemics which run their
course much faster than a human population can reproduce [7].

In a standard SIR model, the host population is divided into susceptible, infected and recovered
individuals, denoted by S(t), I(t) and R(t), respectively. These quantities track the numbers of individuals
in each compartment over different time periods. The standard SIR model without birth and death is
represented by the set of ordinary differential equations:

ds
7 © =—BSOI®

dl
E(t) = BS()I(t) —yI(t) (3)

dR
(O =71

Where Bis the average number of susceptible individuals infected by one infectious individual per
contact per unit of time (the transmission rate), and vy is the average number of infected individuals
recovered per unit of time (recovery rate) [8].

A SHORT REVIEW
[2] to create proper scenarios of disease development in Moscow (the largest number of detected
cases in Russia) and Novosibirsk region (moderate detection rate) is an important step in taking
appropriate measures to curb the epidemic in the regions. inverse problems of finding un known
parameters of mathematical models SEIR-HCD and SEIR-D of COVID-19 spread is investigated with
additional information about the number of detected cases, mortality, self-isolation coefficient, for the city
of Moscow and Novosibirsk region. In SEIR-HCD the population is divided into seven groups, and in
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SEIR-D into five groups with similar characteristics and transition probabilities depending on the specific
region of interest. An identifiability analysis of SEIR-HCD is made to reveal the least sensitive unknown
parameters as related to the additional information and the parameters are corrected by minimizing some
objective functional which is made by stochastic methods (simulated annealing, differential evolution,
and genetic algorithm).

[4] for mathematical modelling of the spread of the Covid-19 epidemic, the application of specific
Covid-19 propagation functions is considered, based on constrained growth functions. The Covid-19
spread functions show high accuracy in approximating statistical data, which demonstrates the good
adequacy of these functions in principle. Application of the Covid-19 propagation functions makes it
possible to quantitatively describe the basic concepts of the epidemic and conduct a comparative
parametric analysis of the epidemic's spread and predict the development of the epidemic. Comparison of
parameter values makes it possible to identify differences in indicators and growth rates, based on which
the results of epidemic control can be assessed.

[8] the accuracy of such dynamics can be significantly is improved by including global effects of
host movements in disease models. The extended SIR model was parameterized using a two-step model-
fitting algorithm. The extended SIR model significantly outperformed the standard SIR model and
revealed oscillatory behaviors with an increasing trend of infected individuals. The extended SIR model
assumes three possibilities for susceptible individuals traveling outside of their community:

* They can return to the community without any exposure to the infection.

* They can be exposed and develop symptoms after returning to the community. as a result of this
model, the analytics and predictive accuracy of disease models can be significantly improved by
incorporating the global dynamics of the infection.

[9], propose a model of the spread of COVID-coronavirus infection in Moscow and in regional
Russia to choose a simplest nonlinear discrete equation describing logistic growth was chosen as the
model which contains only two parameters that are chosen based on statistical data at the initial stage of
the epidemic. The first parameter is a rate of the increase in the number of cases, the second parameter is
a normalization multiplier that only estimates the maximum potential number of residents who may
become ill. Four different scenarios of the epidemic development are proposed for Moscow and regional
Russia. For each scenario, the growth rates of the population infected with COVID-19 coronavirus were
founded, the peak time was calculated, the maximum increase in cases at the peak and the total number of
cases during the epidemic were found. Mathematical modeling of the dynamics of the spread of
coronavirus infection in the regions of Russia showed that it is delayed by 6 days compared to Moscow,
and the growth rates of the number of cases is slightly less than the growth rate in Moscow. The
simulation results were compared with the spread of coronavirus in China, in a number of European and
Asian countries, and the United States to check the adequacy of the mathematical model.

[10] the local and global dynamics of SIR model has been studied with saturated treatment rate and
Beddington-DeAngelis type incidence rate. The analysis of the SIR model shows that there exists only
two non-negative equilibrium points (disease free equilibrium (DFE) and endemic equilibrium (EE)). The
presence of endemic equilibrium point that is not only globally asymptotically stable but is also
independent of the initial values of the susceptible and infected individuals. This refers to the restriction
of the disease within endemic zone. The existence of Hopf bifurcation of model is investigated by using
Andronov-Hopf bifurcation theorem. Further, numerical simulations are done to exemplify the analytical
studies. It has been observed that the number of infected individuals decreases as the treatment rate
increases and a decrease in infected individuals with both decline in incidence rate o and an enhancement
of inhibition rate (preventive measures) i.e., B. The disadvantage is the limitation on resource increases,
this means that for effective treatment the resource limitation should be minimized.

[11] a new mathematical model is proposed that considers the infected individuals using various
rate coefficients such as transmission, progression, recovery, and vaccination. By performing stability
analysis, the equilibrium with proofs, the local and global behavior of the model is discussed. Since the
mathematical model cannot precisely predict the real details of transmission and a better understanding of
the variations in trends of different compartments after the outbreak of the disease, so, the simulations
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with the available data is running. It is concluded that vaccination is one of the best effective strategies or
solutions that is to be adopted so as to have the spread or transmission of epidemic in control.

[12] In order to determine the most efficient strategy that reduce the infection rate to a minimum
level while optimizing the cost deploying a therapy and preventive vaccine that is used to control the
disease progression. The optimal control in epidemics for a SIR model governed by an ODE system with
time delay (representing the incubation period) is developed. Two control strategies in the optimal control
model is used namely: the vaccination and treatment strategies. The optimal control is derived to show the
effectiveness as well as the applicability of the model for different values of the time delay, the first-order
necessary conditions. Also, to show that the model is sensitive to the delays representing the incubation
period, a numerical simulation is performed.

[13], a delayed SIR model with generalized incidence function and distributed delay is analyzed as
the contact between infected individuals and healthy ones does not result in an immediate infection to
reflect the time that it takes to have an infection after the contact. The model also included the two main
types of disease control measures: vaccine and treatment. when the disease is endemic, in the absence of
the vaccination and treatment, then there are two possible scenarios: (a) if the number of susceptible
population is below the threshold, then the disease can be controlled by vaccination and treatment; (b) if
the susceptible population is above the threshold, then the disease will persist in the population. This
finding reflects the limited capability of the control measure to eradicate the disease if the population is
too large.

[14] an SIR model as an extension of the model presented in the work of Ghersheen et all9 is
designed and observed the effect of density dependence population regulation on disease dynamics. The
complete local and global stability analysis of two boundary equilibrium points revealed that, for small
carrying capacity, the disease-free equilibrium point is always stable so a disease cannot persist in a small
population, but for relatively large carrying capacity under some conditions, we have one globally stable
endemic equilibrium point. The existence of an endemic equilibrium point guarantees the persistence of
the disease with a possible future threat of any outbreak in the population. Because the equilibrium point
loses its stability and bifurcates to the coexistence equilibrium point, it is worthwhile to show the
existence of the coexistence equilibrium in that case to understand the complete dynamics of the disease.

[15], a mathematical model of COVID-19 is formulated and discuss the disease free state and
endemic equilibrium of the model. Based on the sensitivity indexes of the parameters, control strategies
are designed to reduce the densities of the infected classes but don’t satisfy the criteria of threshold
condition of the global stability of disease free equilibrium. It is concluded that the disease cannot be
eradicated with present resources and the human population needs to learn how to live with corona
because the endemic equilibrium of the disease is globally asymptotically stable. For validation of the
results, numerical simulations are obtained using fourth order Runge-Kutta method. it is recommended to
address the effect of vaccination on the global stability of disease free state.

[16] David and Lang developed a mathematical model (SIR), for the spread of infectious in a given
population over a time but some more realistic factors have not been accounted for in their model. Their
realistic assumptions will give better understanding of the modelling epidemics if included. The model
gives a reasonable and sound results incorporating the assumptions to enhance the analysis of the spread
of diseases under different conditions. The results show that the modified model proved to be more
efficient than the existing SIR model. However, due to the inclusion of new assumptions to the existing
model, the modified model shows faster decrease in infected population and high recovery rate than the
existing SIR model.

[17] adopted a new COVID-19 SIR model in the form of differential equations containing three
classes; Susceptible S(t), Infected I(t), and Recovered R(t) with the Convex incidence rate and calculate
the disease-free and endemic equilibrium. Also, the basic reproduction number RO is derived for the
model. Furthermore, the Global Stability is calculated using the Lyapunov Function construction, while
the Local Stability is determined using the Jacobian matrix. The numerical simulation is calculated using
the Non-Standard Finite Difference (NFDS) scheme. In the numerical simulation, the data from Pakistan
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to simulate how S(t), I(t), and R(t) protection, exposure, and death rates affect people with the elapse of
time [15]

[18] a discrete logistic equation describing the increase in the number of cases is used to model the
spread of COVID-19 coronavirus in Russian regions and in Moscow, the simulation results were
compared with the spread of coronavirus in China, in a number of European and Asian countries, and the
United States to check the adequacy of the mathematical model. A comparative analysis of growth rates
of COVID-19 infected population for different countries and regions is presented. Various scenarios of
the spread of COVID-19 coronavirus in Moscow and in the regions of Russia are considered. For each
scenario, curves for the daily new cases and graphs for the increase in the total number of cases were
obtained, and the dynamics of infection spread by day was studied. Peak times, epidemic periods. As a
result, the number of infected people at the peak and their growth were determined.

[19] propose a mathematical model is STQIR (Susceptible, Traced, Quarantine, Infectious,
Recovered) model. The form of the model is a nonlinear differential system with five variables. The step
of the method i.e., compute the variables positifity, boundedness of solutions, and the basic reproduction
number that computed using next generation matrix. Then the basic reproduction number will be used for
testing the local stability of the disease free equilibrium using Routh Hurwitz criteria to examine its
epidemiological relevance. This work also investigate the sensitivity of the model with respect to the
variation of each one of its parameters and is tested in application to the recent data on Covid-19 outbreak
in Central Java Province, Indonesia.

[20] the possibility to predict the spread of COVID-19 in Russia is studied to predict the time
instant when the number of infected achieves its maximum (peak). Such a partial prediction allows one to
use simple epidemics models: SIR and SEIR. The prediction is carried out according to public WHO
datasets from March 10 to April 20, 2020. Comparison of forecast results by SIR and SEIR models are
given. In both cases, the peak number of infected persons while maintaining the current level of
quarantine measures is forecasted at the end of May 2020 or later. It coincides with the real data obtained
in May-June, 2020. The results confirm usefulness of simple nonlinear dynamical models for partial
prediction of complex epidemic processes

[21] use a modified system of differential equations constructed according to the SIR
compartmental model. The optimal values of the model parameters, that describe the statistical data
precisely, were found. The analysis of the current situation of the COVID-19 coronavirus epidemic in
China was made, which led to the efficiency mark of the existing measures to struggle against the virus.

CONCLUSION

Epidemic situation analysis with its theoretical back round, decision making, treatment strategies
and many other related things can never be complete without the influence of the analysis made with
numerical data and probabilistic values of the parameters involved. The models may be designed with the
accurate statistics or random data, the associated models determine the measures with analytical and/or
numerical results to deal with a unique model either deterministic or stochastic with an appropriate
method to derive and solve the mathematical formulation of the problem. The SIR family of models are
powerful and flexible tools form understanding the spread of disease and staging public health
interventions. Even the most basic of these models, can give us crucial figures. We can find whether the
epidemic even occurs, the maximum number of infected individuals at any point in time and hence the
severity of the epidemic, and the total number of individuals who get sick over the course of the
epidemic. such as the law of mass action (indicating that disease spread is proportional to the population),
the complete lack of immunity at the beginning of the epidemic, instantaneous infection (no latency
period), and the short duration of the disease relative to lifespan.
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AHHOTAIINA

W3menenns MupoBbIX TpeHI0B B IT-uHppacTpykType B OM3HECE HE CTOUT HA MECTE M OIHUM U3
Pa3BUBAIOIIMXCS HAMpaBlIeHUH ecTh mepudepruitHple 1 00IauHble BRIYHUCICHUS. Tak mocienHue
rofibl Ha POCCUHCKME PBIHKM M3-3a CAHKLMH MHOTME KOMIIAHMM OBUIM HHTErPHUPOBAHBI WIIH
MOJTHOCTBI0 YIIJIM C PBIHKA, TO TOSBHJIACH OCTpass HEOOXOJMMOCTh W3MEHEHHs, OpabOTKH H
co3nanne HOBBIX Kb-cepBHCOB, KOTOpBIE TpPeOYIOT TPaMOTHYIO, MOCTOSHHYIO 3aIllUTy BCEH
oOpabaTsiBatomeiicss nHpopmanuu. HeobxomumMo rpaMoTHBIC (PHUHAHCOBBIC BIOXKCHHS B 3aIUTY
JAHHOTO HampasyieHUs. B naHHO# pabote OyayT paccMOTpPEHBI IUTIOCH 1 MUHYCBI HCTIOJIb30BaHUS
00JIaYHBIX CEPBUCOB, a TAK)KE BO3MOYKHBIE PUCKH, PEIICHUS W HATIPABJICHUS Pa3BUTHUS 00JIAYHBIX
Nb-cepBucos.
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Abstract
Changes in global trends in IT infrastructure in business do not stand still, and one of the
developing areas is peripheral and cloud computing. So in recent years, many companies have
been integrated into the Russian markets due to sanctions or completely left the market, then there
is an urgent need to change, refine and create new information security services that require
competent, constant protection of all processed information. It is necessary to make sound
financial investments in the protection of this direction. This paper discusses the pros and cons of
using cloud services, as well as possible risks, solutions and directions for the development of
cloud information security services.
Keywords: risks; information security services; cyber attacks; information security; cloud; IT
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BBE/IEHUE
B npomuecce paboTel 1000r0 MpeANnpHsTHs, HEOTHEMIEMON €ro 4acTbio pabOThl €CTh 3alUTa OT
pHuCcKOB Tpu oOMeHe mHpopManmedt. OpraHu3zanuu UMEIOT KOPHOPAaTHBHYIO TaiiHy, rOCYIapCTBEHHYIO
TailHy M MpH 3TOM HCIOJIB3YIOT B CBOEH paboTe ceTu mepejaud JaHHBIX, XpaHeHHWE HH(OpMaruu Ha
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00JIa4HBIX CEepBUCAX, KOTOPOE HCIONB3yeTcs Bce B Oonbmieit Mepe [1-3]. MHdopmarus nepemaercs He
TOJILKO KOpIIOpAaTHUBHAs, (PMHAHCOBAs, a U oOpabaThIBacTCs JUYHAS WHPOPMAIUs, KOTOpas Yarle BCETo
nojagaeTcss KubepaTakaMm, KpakaM, MepenpojaxkaMm H ee «cinuBam». [loaTomMy Oyab TO 4YacTHas WIH
TOCYJIapCTBEHHAsT CTPYKTYpa — HEOOXOIMMO 3a00THTBCS O KOH(HICHIMAIBHOCTH W Ka4eCTBEHHOMN
3aIUTe TP PACIIOIOKCHUH €€ Ha CEpBUCAX, YTO SBISETCS OJHOM U3 MpobjeM B JaHHOE BpeMs. MHOrue
CEPBUCHI CTPEMSTCS TOJBKO 3apaboTaTh, @ BOT KAUECTBEHHBIC YCIIYTH OUYCHb «XPOMAIOTY.

OCHOBHAA YACTb (MAIN PART)

WHTEepHeT Beu — 3TO OHO U3 MPOABUHYTHIX HANPABICHUN CETO/IHS, UCTIOIb3YeMOe BCe OOIBIIUM
KOJIMYECTBOM JIIOJICl Ha IUIaHeTe, TaK Kak 3TO YyJIOOHO, MPOTPecCMBHO M CaMoO€ TIJaBHOE JaeT
JIOTIOJTHUTEIFHYIO BO3MOYKHOCTh 00€30MaCUTh M 3alIUTHTh ceOs, CBOM IOM, JaHHBIE OT Pa3IHMYHBIX YIPO3
U aTaK, KaK B MOBCEIHEBHOM JKU3HM, OOJBIINX KOMIIAHUSIX U Pa3HOTo poja Ou3Heca.

Bcro o6pabareiBaeMyro B COXpaHIeMyr0 HHPOPMALUIO HEOOXO0AUMO ITOCTOSTHHO KOHTPOJIMPOBATD U
3allUIIaTh, TaK Kak KUOEpyrpo3bl, MOSBISIIOINIMECS aTaKd, MOCTOSHHBIA POCT PA3IMYHBIX PUCKOB HE
yOBIBaeT, a HA0OOPOT TOJIBKO BO3pacTaeT [4].

Hcnonp3oBaHre 00JIaYHOTO XpaHEHUS JAHHBIX yCIIyra OueHb yAoOHAa U MOOWIbHA — B JHOOOMU
MOMEHT, C JIt000M TOUKM MHpa MOJIb30BaTENb MOKET IIOJYUNUTh CBOM JIaHHBIE, 3HAs JIOTHH U NIAapOJIb 3ailas
¢ 1000T0 yCTpOWCTBA, JaKe €CJIU Y Bac C cCOOOM HET CBOETO KOMITbIOTEpA; Ballll IaHHbIE HE MOTEPSIOTCS,
€CITM BAPYT YCTPOMCTBO MCHOPTHTHCS WM TOTEPSETCS; MOCTOSIHHOE OOHOBIICHUE JAaHHBIX BBIMOJIHACTCS
npsiM B «o0J1ake», a TakKe BO3MOXKHOCTb PacHpefeNuTh U pa3fesiuTh UHPOPMAIUIO, KOTOPOH MOXKHO
JETTUTHCS C IPY3bSMHU WM KOJUIEraMu il pabOThl B OHJIAMH-pEeKUME; OECINIaTHOE XpaHEHNE JaHHBIX 10
OTpEeeNIEHHOr0 pa3Mepa, B 3aBUCHMOCTH OT CEpBHCAa WM 3a HEOOJBIIYIO IUIaTy MPEAOCTaBICHUE
0oJIbIIIEro pa3Mepa, 4To OUYEHb YI00HO.

[TpumeHeHre 00JauHbBIX CEPBUCOB, XpaHEHHE U 00OMeH MH(oOpMalueld Ha o0laKe CTajJo OAHUM M3
OOBIYHBIX CIIOCOOOB, T.K. 3TO OYEHb YA0OHO U MOOMIIBHO, HO OOpaTHas CTOPOHA MEAAU TO, YTO 3TO BCE
paBHO - omacHo. Bce wamie B cpeiacTBax MaccoBOM HH(pOpPMAlUMM Mbl BHJAMM HOBOCTHM M JaHHbIE
CTaTUCTHKH IO YTEYKH KOH(UACHUIUAIbHOW MH(pOpPMAallMU MOJb30BaTeNel, UX JIOTMHOB M Maposied, U
pa3IMYHON KOPIOPAaTUBHOW HMHGOpMAIMM Pa3HBIX OpraHW3alWi, Jake WX (UHAHCOBBIX NAaHHBIX M
OTYETOB. DTO BCE MPUBOJUT K HOBBIM YSA3BUMOCTSIM U PHUCKaM Kak [0 OTHOLICHHIO K MOJIb30BATENSAM, TaK
U MaJICHUIO peryTaluu U (UHAHCOBOM cocTaBstolle opranu3anuii. [Ipu 3TomM 4TO MOJIB30BATENH, YTO
OpraHu3aly MPOIOJIKAIOT XPAHUTH JaHHbIE Ha «obnakey». M mo craructuke 85% koMnaHuii miaaHupyeT
1 JaJIbIle UCIIOb30BaTh 00IauHbIC TEXHOJIOTHH [5].

Bo Bpems ompoca 81 % onpolIeHHbIX KOMIAHWHA 3asBUJIM, YTO CUUTAIOT OOJayHbIE TEXHOJIOTUU
HaJIC)KHBIM, 3alUIIEHHBIMI CEPBUCOM /ISl XPAHEHUSI CBOMX JIAaHHBIX W SBISIETCS OJHUM M3 JOCTYITHBIX
pelIeHni, MOTUBHUPYS 3TO TE€M, YTO OHO 3aIMIIEHO XOPOIIO HA BCEX YPOBHAX: JaTa — LIEHTP, 3alUTa
MEPCOHANIBHBIX JIAHHBIX, a Takke 3ammuTa oT DDoS-atak [12].

Ecnu paccMoTpeTh TUTIOCH! UCTIONIBb30BaHUS 00IaYHbIX CEPBHCOB, M XPAaHEHUS JaHHBIX B 00JaKe, TO
OHHM BKJIIOYAIOT B ceOsl:

— MuHuManbHble 3aTpaThl Ha TEXHMKY — Ojarojaps UCIHOJb30BaHUIO o0Jjaka oOTajaer
HEOOXOJUMOCTh BKJIaJbIBaTh OOJIBIINE JIEHbIHM B COCTAaBJISIOUIME KOMIIbIOTEpa, MamsTh, T.K. BCE
BBIYMCIICHUS] ¥ XPAaHEHUs TaHHBIX MOKHO JIeNlaTh Ha 00JIaKe;

— VYBenuuenue npousBoauTenbHocT 11K — nmporpammsel TpedytoT 6ombmux 3aTpat pecypcon 1K,
C IOMOIIbIO 00J1aKa 3amyck OyAeT MPOU3BOIUTHCS yIaIeHHO — 3TO CHU3UT Harpy3ky Ha [IK B Heckonbko
pas;

— O6cnyxuBanue [1K n MuauMu3anus 3atpat Ha nokynky [1O — MeHbIe 3aTpar Ha yCTaHOBKY,
00HOBIIEHHE HEOOXOIUMBIX MTPOTpaMM, BCE HACTPOCHO Ha 00JIake, HET HEOOXOUMOCTH B MIPUOOpETEHUHN
HOBBIX IIPOTPaMM;

— VYBemuuenue >¢p¢extuBHOCTH |T-MHPpACTPYKTYyphl C yMEHbIIEHHE 3aTpaT — B OpraHU3alUsiX
OOBIYHO €CTh CBOM CE€pBepa, W OHMU JMOO HE HCIONB3YIOTCS JaKe Ha TPETh CBOEH MOIIHOCTH MU
HAo0OpOT ee He xBaTaeT. [loATOMy mHpM HMCMONB30BaHUM OOJAYHBIX BBIYMCICHUH JaHHas Mpobdiema
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CTaHOBHUTCA HE aKTyajdbHOH. Ecnm opraHm3anus Xo4eT MMETh CBOE O0JauHOE XpaHWIUIIE Uit Oojee
3alUIIEHHON paboThI, TO OHA MOXKET €ro MPHUOOpPecTH.

— OOHOBJIEHHE TPOrPaMM — OTIaZaeT HeOOXOIUMOCTh UMETh B LITATE CIEUAIBHOIO COTPYIHUKA,
KOTOpBII OyneT clieauTh 3a OOHOBJIGHUS NPOTPaMM, C HCIIOJIb30BAaHHEM O0Jlaka - JII0OOW COTPYTHHUK
MOJKET 3aIlyCTUTh JI00YI0 MPOrpamMMy yJIaJeHHO U ObITh CIIOKOEH O 0€30MacHOCTH U OOHOBJICHHUH T.K. BCE
HACTPOEHO U MPOBEPEHO;

— VYBenu4yeHne MOITHOCTEH — HET HEOOXOIMMOCTH TIOKYIAaTh MOIIHBIE KOMITBIOTEPHI ¥ TTIOCTOSTHHO
UX YCOBEpIICHCTBOBATH;

— Heorpanuuennoe xonuyectBo namstu — [IK Bcerna mmeer orpaHuyeHus namsTh, a TeM Oonee
HOYTOYK U TIPUXOJIUTCS MOKYIATh JOTOJHUTEIbHBIC )KECTKHE TUCKU U T.1. Ha o0nake HeorpaHWYeHHOE
KOJIMYECTBO MaMATH, KOTOPOE€ MOKHO HW3MEHATh B 3aBUCUMOCTH OT HYXJ [OJIb30BaTes MU
OpTraHM3aInH;

— Cosmectumocth ¢ OC — mpu pabore ¢ OO0JIAKOM TIOJIH30BATEIIb HEOTPAHUYCH W MOXKET
[I0JI630BaThCsA, M 0OMeHUBaThcs nHpopManueii HezaBucuMo oT Toro Windows, Unix umu sto Mac, T1.x.
JOCTYIT K IporpamMMam mpoucxoaut depe3 Web — Opaysep, KOTOpbIe MICHTHYHO YCTaHABIMBAIOTCS Ha
no6yto OC;

— CoBmecTuMOCTh (hopMaToOB JOKYMEHTOB — pocTto Heobxoaum I1K ¢ Web — Gpaysepowm;

— JHoctyn k mokymentam 24/7 — ans opraHu3zanuy OONBIIOHN IUTIOC, T.K. K JIOOBIM JIOKyMEHTaM
JOCTYT KPYTJIOCYTOYHO;

— VYmpolieHue COBMECTHOH pabOThl — MOCTOSIHHOE OOHOBJICHHE TOKYMEHTOB, KOTOpBIE BUIST
cpa3y Bce paboyre OpraHu3aluy;

— TlonHast MOCTYMHOCTh — HEBAXKHO KAKWUM TAJKETOM BBI ITOJIB3yeTECh W TJC BBl HaXOJHUTECh B
JTAaHHBIA MOMEHT — MOAKIIOYEHHE C IF000T0 YCTPOHCTBA B JIF000€ BpeMs C HAIMYUEM HHTEPHETA;

— 3ammMra MOTEepH AAHHBIX WM MX KPaXXd — MPHU OTMpPaBKe JAHHBIX HA 00JAKO, MPOUCXOIUT UX
ABTOMATHUYECKOE COXPAaHEHHE U CO3/JaHNe KOIHUI Ha 3allaCHBIX CepBEpax.

Ho kax 651 HU OBLIIO BCe «00IaUHO U MIPEKPACHOY, BCET1a €CTh MUHYCHI:

— JHoctyn x mokymenTtam 24/7 —mis pabodyux He BCerja SBISETCS IUIIOCOM, T.K. paboTa Takxke
CTAaHOBHUTCS KPYTJIOCYTOYHON €CJIA €CTh HHTCPHET;

— HuTepHeT — camasi BaXXHOE YCIIOBHE ITOJIb30BaHUE OOJIAKOM - HAJIMYHME MTOCTOSTHHOM MHTEPHET-
CBS3M, B MPOTHUBHOM Cllydae IOCTyn OyJeT TOJbKO K IOKyMEHTaM, KOTOpble OBbLIM 3arpy’KeHbl Ha
JIOKAJTbHBIN KOMITBIOTEp. [Ipr 3TOM MHTEPHET TOJKEH OBITh KAUeCTBEHHBIM H OBICTPHIM;

— Mennennas pabota o0nauHbIX NpoOrpamMM — MpH Iepeaade O0NbIINX 00bEMOB JTaHHBIX MPOIIECC
MO>KET OBITh MEJIJICHHBIM, TaK JK€ Ha 3TO MOXET BIIUATH TUIOXOH MHTEPHET;

— Texnuka — Mr00ast TEXHUKA — TO YK€ PHCK, ITOJIOMKA, BBIXOJT U3 CTOS KaKUX-THOO 3JIEMEHTOB;
cOoif B crucTeMe; OTKIIIOUEHUE CBETa WJIM MHTEpHETa — BCE BEAET K MPOCTOI0 paboThl M (PHHAHCOBBIM
3arparam;

— TIporpamMmbl — K COKaJICHUIO €IIIe He BCE MPOTrPaMMBbl MOTYT paboTaTh yAAJEHHBIM CITIOCOOOM;

— besonacHocTh — Bce 3HaIOT, 4TO HeT HckmountenbHor 100 % OGe3omacHoctu. IlosToMy mpu
BbIOOpE OONaka HeoOXonMMO oOpalmaTh BHUMAaHHE, Ha METOJ 3allUThl, MH(PpPOBaHHE, KOTOPOE OHO
UCTIOJIb3YET M Ha BO3MOXKHOCTH ITOCTOSIHHBIX PE3EPBHBIX KOITHI;

— Tlotepst maHHBIX B 00JIake — 3TO OYCHB CII0KHO, HO BCET]a BOBMOXKHO.

[11f0cOB B MCHONB30BaHWU OOJAYHBIX CEPBHMCOB HAMHOTO OOJbIlle, YeM MHHYCOB, TIOPTOMY BCE
OoJbIlle TIONB30BATENIE W OpTaHW3aIlMii BBIOMPAIOT WX HCMONb30BaHHe. HO Kak JOMONHUTEThHAS
0€30MacHOCTh TaHHBIX — PE3EPBHOE KOMUPOBAHUE, JOKHO OBITh 0053aTEbHBIM, €CITU TaHHBIE BaKHBIE U
noporue. PaboTy pe3epBHOro KONMpPOBaHUS HEOOXOAMMO HACTPOHUTHh IMOCTOSHHYIO, C OMpEesIeHHBIM
MEPUOZOM COXPAHEHUS U XPAHCHHS, a TaKXKe yJNaJeHHs, T.K. ’TO OIPOMHOE KOJUYECTBO MH(OpMaInu,
KOTOpOe 00s13aTeIbHO Hal0 GUIBTPOBATH, T.K. 3TO OOJIbIIast HArpy3Ka Ha CETh.

OdeHb Y4acTO OpPraHU3alliy CTATH MCIIOJIB30BaTh ISl XpaHeHU WH(OpMalud THOpUAHOE 00IaKo —
B 80% cnyuasx. KoMnanuu u opranusaiyy roToBbl HHBECTUPOBATh B 3alllUIIIEHHbIE 00JaKa U3-3a pocTa
HOBBIX YIp03, KOTOpPbIC HANPaBIIEHBI HA KpUTHYECKUE cucTeMbl. [lo ompocam axcneproB Stack Group 3a
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NOCIEAHUA ToA OOImmMii cerMeHT oOnayabiXx Kb-cepBUCOB TO 3alWTe JJaHHBIX BO3PACTET JO
40 nporeHTos [12].

Ecim ke paccmarpuBarh, HampuMmep, TIJIOOANBHYI0  KPUTHYECKYI0  MH(POPMAIMOHHYIO
undpactpykrypy (KUH), To Hapymenwe ux pabOTOCIIOCOOHOCTH H3-3a KHOEpaTaKk WM PHUCKOBBIX
CUTYallii MOTYT MIPUHECTU HE TOIBKO KOJOCCATbHBIC YIIEPObI, HO M YTPO3Y KU3HU JIFOJICH.

Heo0xo01umMo MOMHUTE 0 BO3MOXKHBIX PHCKaX, HEKOTOPBIE U3 HUX Y€ ObUIM paCCMOTPEHBI BHIIIE B
MUHYCaX HCIIOIh30BaHMs OOJIAYHBIX CEPBUCOB — OTKIIIOUEHHUE 3JIEKTpodHepruu, mnonomka [MK wmm mp.
yCTpoicTBa Al pabOThl; HATUYKME MOCTOSHHOTO MHTEpPHETa M OHJIAMH-JIOCTyNa KO BCEM CEpBHCAM H
mporpaMMam; a Takke JPyrrue BO3MOKHBIC PUCKU — YEIIOBEUYECKHU (PakTop, pasriallecHHe yMBIIUICHHOES
win HeymbinuieHHoe wuHpopmaruu; DDoS-araku, ¢umunar — araku, HCJl; npoHMKHOBeHHE
3JIOYMBINIJICHHUKOB B HE3alIMIIEHHBIC CETH; OTCYTCTBHE INEepuUMeTpa 00Jiaka; pa3pbiB JOTOBOPOB Ha
00CIyXMBaHUE; CaHKIUH U T.1. [6-10].

PE3Y/IBTATBI HCCJIE/JOBAHHUA H UX ObCY/K/IEHHE

Bce umeromuecs cpeactsa 3aluThl 10padaThIBaThCSl U YCOBEPIIEHCTBYIOTCS IO MEpE MOSIBICHUS
HOBBIX PUCKOB M arTak. Hampumep, TaprerupoBaHHbIE aTaku, Ui HUX HE0OXOAMMBI Ooyiee HOBBIE
pa3pabotku u 3aumTsl B Ub. IlpuMeHenne aHanuTUYECKUX CUCTEM, KOTOpble OyIyT BKIIIOUaTh B ceOsd
0a3bl 3HAHUU 10 PA3JIMYHBIM CYLIECTBYIOIIMM HHIMKATOpaM M TEXHHMKaM, KOTOpbIE NMPUMEHSIOTCS B
JTAHHBI MOMEHT M BHEJPSIOTCSI HOBBIMU HapyIIUTEISIMH, TaK ke 00s3aTebHO oOpainas BHUMaHUE Ha TO,
yro Oyzaer 3ammmarbed. Kommanuu, npennpusatus AOJKHBI OJHUM M3 MEPBBIX IIAroB ONpPENeNUTh U
IpOopaHKupoBath riiaBHble Mb-pucku, METOUKY UX ONPEENICHNs, YIIPABICHUS U 3alIUThl OT HUX.

ITpu pa3paboTke HOBBIX CEPBHUCOB, 3aILUTHl U T.JI. HEOOXOAMMO MOMHHUTH O CTOPOHE 33aKOHA, O
HOpMaTUBHBIX akTax P® nns Toil cTpassl, uis KOTOpoi OyAeT pa3pabaTbiBaThCs U MPUMEHSTHCS CEPBUC
WIM 3al[UTa, Pa3IMYHBIX MPUMEHSEMbIX METOIUK MOJIEIMPOBAaHUS yIrpo3, OE30MacHOCTH U 3alluTe
NEPCOHAIBHBIX JAHHBIX. 3a IociegHue roapl B P® mnpou30LuIO0 3HAYUTEIBHOE YCUJICHHE
rOCyJapCTBEHHBIX TpeboBaHWil B HampaBieHuu 3amuthl [1J[, kubepOezomacnoctu, KUU. ITostomy
OJITHUM M3 MPaBHUJI €CTh TO, YTO OU3HEC J0JKEH 0053aTelbHO COOM0AaTh HOPMBI PETYIISTOPOB PhIHKA MPH
IPUMEHEHUN JIIOOBIX pElIeHUi JUIs 3alUIIEHHOro o0jaka Ha YpOBHE CEpBEPOB M BHUPTYyalU3allUd U
TOT/1a ATO MPUBEJET K €r0 yCTOMUUBOCTH M HEMPEPHIBHOCTH OU3HEC-TIPOLIECCOB.

Pa3BuTne wuHTEepHETa Belleld Tak JK€ JaeT HalpaBiIeHHE W HEOOXOJAMMOCTh INPUHSATHS HOBBIX
IPaBOBBIX, HOPMAaTUBHBIX aKTOB PErYJIMPOBAHUSA B TaHHOW oOnacTu. Tak Kak pa3jauyue Ha pbIHKE THIIOB
YCTPOMCTB /111 MHTEPHETA Belllel Tak ke TpeOyIOT ONpeeIeHHOE COOTBETCTBUE HOPMAaTUBHBIM aKTaM OT
BHJIOB HCIIOJIB3YEMOI'O YCTPOWCTBA, YTO MOKA Mal0 PEAJU3yeMO M IMO3TOMY HEMHOIO 3aTOPMa)KMBAET
JTaHHBINA mpouecc. J{ns pemeHus JaHHOM MpoOsieMbl HEOOXOJUMO YTOO YCTpOMCTBA MMENU Tpafaliu U
TpeOOBaHUS 3AIIUTHI B 3aBUCUMOCTH OT MCIIOJIb30BaHMsI, UMEIIN XOPOILIYI0 CUCTEMY HAJEKHOM 3alUThI
KOMMYHHKAIMI M 3alIUIICHHbIE KaHajbl CBA3M OT yTEeUeK JIMYHBIX JaHHBIX. Jlydinee perieHwe — 3TO
KOMIUIEKCHBIA TMOJXOJ, BKJIIOYAIOMIMNA B ce0sl pa3iMyHble PEUIeHHs 3alllUThl: MEKCETEBbIE JKpaHbI;
Opokepsl Oe3omacHoro jgoctyna B obmako; DLP cucrtemsl, koTopble OyIyT pa3MelleHbl WU B
UHPPACTPYKType MpoBaiiiepa WK JOKaIbHO [2].

Jlto6oe coenuHeHue TOKHO OBITH 3alUIEHO, T.K. CYLIECTBYET MHOXECTBO M3BECTHBIX PHCKOB, a
TaK)K€ U T€, O KOTOPBIX I0Jb30BaTENb WIH COTPYAHHK MOXET JaK€ HE JIOTaJbIBATHCA M ITO SIBISIETCS
olHOM u3 riaBHBIX mpobiem obecneuenuss Ub. Ilostomy HeoOxonuMo B mepBylO odepeab YHUTATh
COIJIAIIEHUS! WIM TOJIMTHKY MCIONb30BaHMA, Na0bl HE JaTh JOOpPOBOJIBHOE COIJlacMe Ha XpaHEHHE U
UCIIOJIb30BAaHUE BAlllMX JIMYHBIX WJIM XPaHUMBIX JAaHHBIX Ha oOjake, Tak KaK yCIIOBHUSl Y BCEX pa3HBbIE:
OJIHU IIPOIHUCHIBAIOT, YTO IOCJIE YAAJIEHUS YUETHYIO 3allUCH OHM YAAISAIOT BalllM JAHHBIE Cpa3zy - IO
CTaTUCTUKE TAKWX NOCTaBIIUKOB Bcero 13,3%, ocTanbHble K€ XpaHAT MX €II€ T0J, a HEKOTOpPhIE
npoBaiiiepsl - 6ecCpPOUHO.

Ho ecnu nims OmpenesieHHOro yCTpOWCTBA, UI MHTEPHETAa BELIEH WM JMYHOTO IIOJb30BaHUS
3alIUTY MOXXHO OBICTPO aJamnTHpPOBaTh, 3aMEHUTh, YCOBEPUICHCTBOBATH, TO, HANpUMeEp, I
rocynapctBeHHbIX cepBucoB uiau KWW momnyro momudukanuio WM yCTaHOBKY JIYYIIEH 3allydThI
BBITNOJIHUTH JOCTABJISIET JOCTATOYHO MHOTI'O TPYAHOCTEH, TaK KaK 3TO HEBO3MOKHO BBIBECTH U3 CTPOS Ha
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JI0JITO WJTH TIOJTHOCTBIO OCTaHOBHTH pabouuii mpouecc. [loaromy npu pa3paboTKH TaKMX CPEACTB 3aIUTHI
g KpynHbIX cTpyktyp winm KWW HeoOxoaumo 3akianpiBaTh Ha Oynyliee yJIy4dlIEHHbIE CpEACTBa
3alIUTHl U MPOAYMBIBATh UX OBICTPYIO 3aMeHY WM Moju¢uKanuio. Tak, Kak TOJIBKO HaJIUYHe CaMOTO
HNOJKJIIOYEHUS] K MHTEPHETY YKe SIBJIETCS IVIABHBIM PHUCKOM ISl JIIOOOro MpeAnpHsTUs. Y SI3BUMOCTH
HOSBIISIIOTCS] BCE HOBBIE M PUCKH CTaHOBSITCS BCEOOBEMIMMBIMHU, IOITOMY OYE€Hb BaXKHO IMOCTOSIHHO XOTSI
Obl pa3 B IOJrOAa WIM pa3 B IOJl yCOBEPUICHCTBOBATH 3alIMTy. TakkKe Ha TOCYAAPCTBEHHOM YpPOBHE
HEOOXOIMMO damle MJONONHATh W pa3paldaThiBaTh IMOJUTHKY O€30HaCHOCTH, OOHOBIATH AaKThl H
3aKOHOJATeIbHYI0 0a3y mo 3amure MH(popmanuoHHOU Oe3omacHocTH. B PO cranu ynenars Gosnbiioe
BHUMaHHUE CpPEICTBaM 3alIUThI, Pa3padOTKU B PAa3BUTHM OTPACIEBBIX CTAaHAAPTOB WH(POPMALMOHHOM
0e30macHOCTM U NepuepuiiHbIX  O0JayHBIX BBIUMCIEHUSX, CO3JaHMM LEHTPOB pPa3pabOTKH,
MOHHUTOPHHTA U PEarnpoBaHMs HA MHIUACHTH MH(POPMAIIMOHHON 0E€30MaCHOCTH, a TaKXkKe pa3paboTKy U
YCOBEpPLIEHCTBOBAaHUE IPaBOBOM M HOopMaTHBHON 0a3pl Wb 1 pa3znuuHbIX cdep AEATETBHOCTH U
UH(POPMALMOHHBIX TEXHOJIOTHH.

[Tpu opranuzanumn paboTsl HEOOXOIUMO 3a00TUTHCS O 3AILUTE OT YTEUYEK U YyIpo3 BO BpeMs pabOoThI
u oOMeHa JaHHBIX C MpoBaiaepamMu OONAYHBIX yciyr. OO0s3aTeNbHO MPOBEPSITH YPOBEHB 3aIUTEHI,
CMOTpETh HAJIMYME IU(PPOBAHUS, MEP U CEPBUCOB, IPEJOCTABIIAEMBbIX IpoBaiiiepoM. Koneuno, Hanuuue
BCEX MapaMeTpoB ISl OOBIYHOTO IMOJIB30BATENs], KOMMEPUYECKOH KOMIAHUU, OOJBIION OpraHu3aluyl Ui
KWW Gyner umets pazubie TpedboBanus u ycmosus [11].

OCHOBHBIEC MEPHI 3aIIUTHI OT YTPO3 U PUCKOB HEOOXOIUMO BBITIOIHATH M MIOCTOSTHHO PETYJIHPOBATH!
OKYIIaeMOCTb M PEHTa0eNbHOCTh yCTaHaBIMBaeMoM 3amuthl, 3amura ot HCJI, HajgeXHOCTh, HaIU4yue
MHOTOCTYIIEHYATOCTH, KOMILIEKCHOCTh. Tak e 3aluTa JOoJDKHA 00s3aTeNbHO OJlHA MEepPeKPHIBAThH
npyryto. Heo0XoauMo NMOMHMTB, YTO KakylO Obl 3alllUTy Mbl HE YCTAHABIMBAJIM €CThb OJMH CaMblil
BaXXHBIN KIIIOUEBOU (PAKTOP — ITO UETIOBEUECKUH.

3AK/TIOYEHUE

Bce umeromuecs: cpenctsa 3aliuThl 10padaThIBAThCS U YCOBEPLICHCTBYIOTCS IO MEpE MOSIBICHUS
HOBBIX PUCKOB M aTak. Hampumep, TapTerupoBaHHbIE aTakd, I HUX HEOOXOIUMBI Oojiee HOBBIE
pa3pabotku u 3aumTsl B Ub. IlpuMeHenne aHanuTUYECKUX CUCTEM, KOTOpble OyIyT BKIIIOUaTh B ceOd
0a3bl 3HAHUU IO PA3IMYHBIM CYIIECTBYIOIIMM HHAMKATOpaM M TEXHMKAaM, KOTOpble MPUMEHSIOTCS B
JAaHHBIA MOMEHT U BHEAPSAIOTCS HOBBIMM HApPYLIUTENSAMU, TaK K€ 00s13aTeNIbHO OOpaliasi BHUMaHKUE Ha TO,
yro OyzaeTr 3amuuiatbes. EcaM rpaMOTHO M KayecTBEHHO pa3BUBaTh M oOecreyuBaTh 0€30MacHOCTh B
cepe oOnauHbIX pemieHuit B P®D, To ucnonb3oBaHHe U MOKyNKa MX OyAeT pacTd M AacT XOpPOIIME
NEePCHEeKTUBBI JUIS X MCIIOIB30BaHMS TaK Kak OpraHu3aius HHpopMmannoHHoi 6e3onacHoctu mis KUY,
UHTEpHET Belled, OONauHbIX M MepUPEpUNHBIX BBIYUCIECHUN HeceT OOJIbIIYI0 3HAYUMOCTH IS
IPEIIPUATHI, KOTOPbIE MCIIONb3YIOT YCTPOMCTBA JJII UHTEPHETA BEILEH, DKCIUIyaTUPYIOT KPUTUYECKHE

UH(QPACTPYKTYPHI.
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AHHOTANUA

B crarbe npencraBieHsl pe3yabTaThl aHATIM3a MEKTPOHHON MH(OPMALMOHHO-00pa30BaTENbHON
cpenst AHO BO BYKDOII B coctaBe msatu cermMeHTOB. Llenpio ncciie[oBanus SIBISIETCS N3YYECHUE
3JICKTPOHHON 00pa3oBaTeNbHOW Cpebl 00pa30BaTEIbHON OpraHu3alud JUIsl OpraHU3all|H
00pa3oBaTe’IbHOr0 Mpolecca B CBSI3UM C IMEPEXOJOM Ha MUCTAHIMOHHBIA (opMmar oO0yueHHS.
NmeHHO 1O3TOMY  NpHCTAIBHOE  BHUMAaHHME  YACISIFOTCS ~ CEIMEHTaM  3JICKTPOHHOMU
WHPOPMALMOHHO-00pa30BaTEIbHOW  Cpellbl, TpPHUBEIEHBl MPUMEPHl WX  MPAaKTUYECKOTO
WCTIONB30BaHUS B 00pa30BaTENBHOM TMPOIECCE, PEaTn3yeMOM Ha OCHOBE JMCTAHIIMOHHBIX
TEXHOJIOTHH. PaccMoTpeHa akTyalbHOCTh HCIIOJIB30BAaHUSl 3JIEKTPOHHBIX HMHGOPMALMOHHBIX
pecypcoB AHO BO BYKDOII B cocraBe: anmeKTpoHHBIE OMOTHMOTEKH, TEMATHIECKHIE O0yJaronIne
MopTajabl W HMHBIE 00pa3oBaTeNbHBIC CAWTHI, Ui OpPraHU3allMd METOAWYECKOTo Mpolecca
oOyyaromuxcs. [lepeuncieHHple B cTaThe MPaKTHYECKHUE MPUMEPHI HCIOJIb30BaHHUS CETMEHTOB
ANIEKTPOHHOHN HH()OPMAIIMOHHO-00pa30BaTEFHON CPEIBI

AHO BO BYKDOII HanpaBneHsl Ha aKTUBU3AIIWI0 00Pa30BaTEIHLHON JEATEILHOCTH CTY/IEHTOB Ha
OCHOBE JHAJIOTOBBIX (OPM B3aUMOJICHCTBHSI C OINOPOM HAa WMECIOIIMKCSA OIBIT M TaKHE
JUYHOCTHBIE KauyecTBa, KaK CaMOCTOSITEIbHOCTh, KOMMYHHKaTHBHOCTb, pEQIIEKCUBHOCTD;
CHOCOOCTBYIOT ~ OBJIQACHUIO  COOTBETCTBYIOIIMMU  COLHAIBHO-TICUXOJIOTHYECKUMH U
npodecCHOHANEHBIMU 3HAHUSMHE; (DOPMHUPOBAHUIO JTMYHOCTHBIX U MPO(ECCHOHATBHO 3HAYMMBIX
KayecTB M YMEHHWH, a Takke HMX AMArHOCTUKM W KOPPEKLUUH, MO3BOJSIOT CPOPMUPOBATH Y
oOyyaromuxcsi npodeccHoHaTbHBIE M >KU3HEHHBIE HaBBIKM, BBIBECTHM HX HA BBICOKHX
KOMITETEHTHOCTHBIN YPOBEHb.

KawueBbie ciaoBa:  oOpazoBanme; nupoBU3alMs; O3JCKTpOHHAas  MH(OpMAIMOHHO-
oOpasoBaresbHas cpeaa; oOpa3oBaTenbHas OHJIAWH-TIaT(GopMa; OHIAHH-KypC;, 00pa3oBaTeIbHbINA
00JIaYHBII CEpBUC

Jas nutupoBanms: Konrenmora JI.B., JImutpuea FO.B., Heumnopenko I'.I. Ilpumenenue
JIUCTAaHIIMOHHBIX 00pa3oBaTeNbHBIX TexHojoruid // Hayunwlii pesynerar. MHbOpMannoHHbIE
texHoorun. — T.7, Ned, 2022. — C. 41-49. DOI: 10.18413/2518-1092-2022-7-4-0-5
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Abstract

The article presents the results of the analysis of the electronic information and educational
environment of the ANO IN BUKEP as part of five segments. The purpose of the study is to
study the electronic educational environment of an educational organization for the organization
of the educational process in connection with the transition to a distance learning format. That is
why close attention is paid to the segments of the electronic information and educational
environment, examples of their practical use in the educational process implemented on the basis
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of distance technologies are given. The relevance of the use of electronic information resources of
the ANO IN BUKEP as part of: electronic libraries, thematic training portals and other
educational sites for the organization of the methodological process of students is considered. The
practical examples of the use of segments of the electronic information and educational
environment listed in the article ANO IN BUKEP are aimed at activating the educational
activities of students on the basis of dialogical forms of interaction based on existing experience
and personal qualities such as independence, communication, reflexivity; contribute to the
acquisition of relevant socio-psychological and professional knowledge; the formation of
personal and professionally significant qualities and skills, as well as their diagnosis and
correction, allow the formation of professional and life skills of students, bring them to a high
competence level.

Keywords: education; digitalization; electronic information and educational environment; online
educational platform; online course; educational cloud service

For citation: Koptelova L.V., Dmitrieva Yu.V., Nechiporenko G.G. The distance educational
technologies using // Research result. Information technologies. — T.7, Ne4, 2022. — P. 41-49.
DOI: 10.18413/2518-1092-2022-7-4-0-5

BBE/IEHUE

[Tpouiecc mudpoBu3anuu y4eOHOTO Tpollecca B 00pa30BaTEIIbHBIX OPraHU3alMsAX HANpaBlieH Ha
UCIIOJIb30BaHUE HOBBIX OOpa30BaTENIbHBIX TEXHOJIOTUH, JaHHBIH NPOLIECC peanu3yeTcss B paMmKax
HalnMoHambHOTO TpoekTa «l{udpoBas skoHOMHUKa», KOTOpBIA paccuntaH Ha nepuon ¢ 2019 mo 2024
rofpl, peanusyerca (enepanbHbiii npoekT «Kazapsl ans mUppoBOH SKOHOMHUKHY», HalpaBIEHHBIH Ha
JIOCTIDKeHHE 1enu, omnpeaenenHon [Ipesunentom Poccun B Ykaze ot 07 mas 2018 r. No 204 B yvactu
peleHns 3a1auu 0 00eCTIE€YeHNIO MOATOTOBKH BEICOKOKBAIM(UIIMPOBAHHBIX KaIPOB.

B pamkax mpoekta «Ctpaterus pa3Butus nHGOpMaIoHHOTo o01ecTBa B Poccuiickoit denepanun
Ha 2017-2030 rone», yrBepkaeHHoro YkasoMm IIpesmpgenra P® or 09.05.2017 r. Ne 203,
IpelyCMaTPUBAETCSl Pa3BUTHE YEJIOBEYECKOTO MOTEHIMaNa, B TOM YHUCIE 3a CYET HCIIOJIb30BaHUS U
pa3BUTHSL pa3IMYHBIX 00pPa30BATENbHBIX TEXHOJOIHM, B T. Y. IUCTAHLIMOHHBIX, B MPOLIECCE pean3aluu
oOpa3oBaTeNbHbIX IporpamMm. B pamkax opraHuzanuu o0pa3oBaTelIbHOTO Ipoliecca B (dopmare
muctanionHoro obydenus B AHIIOO «Komnemx benroponckoro VYwuusepcutera Kooneparmu,
Oxonomuku u IIpaBa»y (Komremxa AHO BO BYKDII) co3mana snexTpoHHass WHGOPMAIMOHHO-
oOpa3oBaTenbHas cpejia 1a 00yJaroImuxcs U npodeccopcKo-Mperno1aBaTesIbCKoro cocTana.

OCHOBHAA 9YACTh

OnekTpoHHas nHpopmarmoHHo-o0pazoBatenbHas cpena Komtemxa AHO BO BYKOII cocrout u3
IATH CerMeHTOB (puc. 1):

— 3JIEKTPOHHBIE HH(POPMAIIMOHHEIE PECYPCHI;

— TEXHOJIOTUYECKHE CPECTBA,

— nH(GOPMaIIMOHHBIE PECYPCHI;

— 3JIEKTPOHHbIE 00pa30BaTeNIbHBIE PECYPCHI;

— TeJICKOMMYHHKAIIMOHHBIE PECYPCHI.
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Puc. 1. Dnextponnas undopmanronHo-oopaszosarenbHas cpena AHO BO BYKOIT
Fig. 1. Electronic information and educational environment of ANO IN BUKEP

B coctaB snextponHBIX MH(OpManuoHHBIX pecypcoB AHO BO BYKDII BxoasT 31neKTpOHHBIE
O6uONMMOTEeKH, TeMaTHYecKue oOydarollue MOopTajdbl M MHble oOpa3oBaTenbHble calThl. HeoOxomaumo
4T0 O00pa3zoBaTeibHAas OpPraHMU3ALUs €XKErOAHO IIOUIMBACT IOANUCKU MU JAOCTyIa
HOJIb30BaTeNNeH K 3JIEKTPOHHBIM OMOIMOTeuHbIM cucTeMaM. Ha Hamn B3ruisi, Haunbosiee BOCTpeOOBaHHOM

OTMETHTE,

OBC s moarotoBku ctynentoB UT-cnenuansHocTel sBasercs ouommoreka «BOOK.ruy» (puc. 2).

BOOK.ru

INEKTPOHHO-EMBNMOTEYHAR CHCTEMA

Knuru  AyaunokHnrn  Myphansl  TecTsl

) ba3oean Konnekums

2 WKonbHble y4eGHMKNH

& TemaTHyeckue KonnexLuu

» CNo

besonacHoCTL XM3HEAEATENDHOCTH

Puc. 2. Dnexrponnas 6ubmmorexka BOOK.RU
Fig. 2. Electronic library BOOK.RU
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Jis opraHM3anMd METOIMYecKOoro olecreueHus 00pa30BaTENbHOTO TMPOILECca HCHONb3YIOTCS
METOIuYecKre pa3paboTku, pa3MmelieHHble Ha mnoprane gaHHoi OBbC. C moMmomipi0 BCTPOECHHBIX
MEXaHH3MOB OOY4Yaroluecss MOTYT CaMOCTOSTENbHO (OPMHUPOBATH KOHCIIEKT YYEOHBIX MaTepuajioB
MyTEeM €ro KOMUPOBaHUs AJIsl JalbHEHIIIET0 U3YYeHHUS.

Ecmu TOBOPHUTH O TCMATUYCCKUX 06pa30BaT€JILHBIX noprajiax, To HGO6XOI[I/IMO OTMCTHUTB, UYTO AJIA
opraHnuzanu  oOpa3oBaTelbHO Mpolecca MPOQeccOPCKO-NPENoaaBaTeNbCKUil cocTaB Uil psija
JUCITUTIIMH WIK OTIIEIBHBIX TeM UCTOb3yeT momanky «Open.Bukep» (puc. 3).

¢ @& wwwbukep.ru BenropoAckuii yHMBepcuTeT Koonepauuy, 3KOHOMUKM U Npasa | 31eKTpoHHble obpasoBaTe/ibHble pecypcbl *i12¢

W @ B ok

/ Be.TIFOI)OIlCKIIﬁ YHHUBEPCHTET KOoONepanu, SKOHOMHKH H IpaBa

daexkmpoHHbLe 00pazosamenvHble pecypcobl

CoGcmeenHble 31eKmpoHHble 00pazoeamenvHble U UHGHOPpMaAYUOHHBLE pecypcbl

v Cuctema AnCTaHUMOHHOTO 0by4eHns Benropoackoro yHuBepcuTeTa koonepatmm, SKOHOMUKM 1 NpaBa
I v Ounant-nnarcpopma OPEN BUKEP I
v ABTOMAaTu3VpoBaHHasa cuctema ynpasnexus ACY BYKIM

v WHchopmauoHHas cictema «JIn4HbIi KabuHeT»
v OneKTpoHHan GubnuoTeka cMcTeMbl AMCTaHLIMOHHOTO 0ByYeHusa«poMeTet»

v ONeKTPOHHbI katanor 6ubnuotekn BYKIM

Puc. 3. DnexTpoHHbIe 00pa30BaTeNbHbIE PECYPCHI
Fig. 3. Electronic educational resources

JlanHbIi TopTan siBisieTcst coocTBeHHOH pa3zpadorkoit AHO BO BYKOII.

B pa3paboTke ydeOHBIX KypcOB IO AUCHUIUIMHAM Kadeapbl «HWH(OPMALMOHHBIX CHCTEM U
TEXHOJIOTHI»  MpPENoJaBaTeIbCKUl  COCTaB  aKTHBHO  HCIONB3YeT OO0pa3oBaTelbHBIA  TOPTal
«YHuBepcapuym.py» (puc. 4).

Mpopunes

Magnan [ Npodgune

KonTtenoea /lnnna BanepeeeHa (& 2 Kyt npaiame g
Cryaedt
& M e

128 BAACD NEOCRITEEHID LN EETY

Q60 MHe Mo kyposn

BelgaHHEIE CERTHUPHUESTEI
KYDCLL, 0 KOTORLIE 5 FIDE ARSI YT
& «¥npasnenke MpoekToM (Project management) e
DGADCTH IT » N 0015-002104-01-20

R — £ Obrosmis
R B, |

- ah
s

Ok Ly
= Mn [EAAT-11 8

® W POLOTH B OBTYs M 0567 03654000121 QEyUeHWe NPOTRaMMHUDOBAHMID HAYANEHOMD YROBHA

Puc. 4. MexBy30Bckas 00pa3oBarTenbHas IIIOMAAKa «Y HUBEPCAPHyM»
Fig. 4. Interuniversity educational platform "Universarium"
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Jannabplii  00pa30oBaTENBHBIN MOPTAN SBISETCS MEKBY30BCKOW IUIOMIANKON, 00eCreUrBArOIIHIA
npoQMILHYIO TIOJATOTOBKY M IelieBoe MpoduiibHOe oOydeHue. JIMYHBIA KaOWHET KypCOB BKJIFOYAET
CIHCOK KypCOB U CEpTH(HKATHI, TOTYyYSHHBIE MTOJIb30BATEIEM 33 BECh IIEPHO 00ydeHUsI.

K nomosHUTEBHBIM CepBUCAaM AJIEKTPOHHOM WH(POPMAIIMOHHO-00pa3oBaTebHOU cpeapl Komtemka
AHO BO BVYKDOII crnenyer oTHectH Takke oOpa3oBareibHbld cepBuc «edu.lcfresh.ruy», xoropsrit
NPEJOCTABIISCT IOJI30BATENSIM  JIOCTYNI K  KOHQHUTypalusM, pealn30BaHHBIM Ha IUIaThopme
«1C: TlpeampusiTue», a TakkKe IS OPraHU3ALUU METOJUYECKOr0 OOecreueHHsl MPAKTUYECKUX H
nabopaTOpHBIX padoT oOyuaromuxcs (puc. 5).

11 : 3axap4eHKOo HUKonau | puropbeBunt

DOUNPMA “1C” Mow npunoxeHus MNpunoxeHus O cepeuce YyebHble nocobus MHhopMaLIMOHHasA c1cTen

ITocobusa

@® PernameHTHpoBaHHbIW Y4HeT B NnpuknaaHom peweHun "1C:ERP ¥YnpaeneHune npeanpuatmem 2.4"

OnepaTtnBHoe ynpaeneHume B "1C:¥YnpaBneHune He6onbwon chnpmon 8". Pepakumna 1.6

®
[
® OnepaTtuBHoe ynpaBneHue B "1C:¥YnpaBneHue Hawew chupmon 8" Pepakuua 1.6
[

HMcnonbz3oBaHne KoHdurypaumm "3apnnara n ynpaenexHvwe nepcoHanom”. Pepakuuma 3.0

Puc. 5. Cepsuc «1C: Ilpennpusitue 8» /ist y4eOHBIX 3aBEICHUMA
Fig. 5. Service "1C: Enterprise 8" for educational institutions

JlaHHBIH cepBUC B YCIOBUAX TUCTAHLMOHHOTO OOYyUEHUs B HACTOALIEE BPeMsl SIBIISICTCS TOCTAaTOYHO
aKTyaJIbHbIM i1l OpraHM3allud  BBINOJHEHUS IMPAaKTUYECKUX/Ta0OpaTOpHBIX paboT. Y aajaeHHO
HOJb30BAaTENM IO CBOM JIOTHHOM C JI000Oro ycTpoiicTBa uepe3 Opay3ep MOryT paboTaTh C
IIOAKJIOYCHHBIMU THUIIOBBIMU KOH(l)I/IpraIII/IflMI/I, B TOM 4YHUCIC U Mg MNOATIOTOBKHM CTYACHTOB K
JIEMOHCTPAIlMOHHOMY JK3aMEHY.

DneKTpoHHbIE 00pa3oBaTelbHbIE PEeCypchl Takke npeacrasieHbl Ha noprane «CO.IIpomereit».
JlaHHBI TOpTan MpenoCTaBieH CAylaTelasiM JOCTyHn K  y4eOHO-METOJIMYEeCKHM pa3paboTka
npogeccopcko-npenoaasarensckoro cocraBa AHO BO BYKOII (puc. 6).
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= BenropoAckuii yHusepcuTeT Koonepauum, SKOHOMUKHW W npasa

Bubnuoteka

Mo kypcam OfwenocTynHse

BubGnuoteka

Knura (scero: 212) |2

Bsepnexue B cnelymrancHOCTs (AN BCeX cneunansHocTe)

b 13Y4YEHNIO AMCUMNMHGI CTYEHTOB CNeLnansHo
1 OpraHvsauns courans
CTyAeHTOB cneumnansHocTi 40.02.01 «Mpaso
O BO «ben ACKWA YHUBEDCUTET Koonepa
3aHATWIA W CaMoCToATENBHOI paboTkl CTyaer

Puc. 6. CJ10. IIpomereit. Paznen «bubimnorekay
Fig. 6. SDO. Prometheus. The "Library" section

JIy1st KOHTPOJIS 3HAHUH HcToib3yercs pa3aen « Tetorep / TectupoBanue» (puc. 7).

=  benropoAckuii YHUBEPCUTET KOOMNEPaLi, IKOHOMUKW U Npasa

TecTbl TbIOTOPA

Mo kypcam Mo andhasuTty

DNenActeue ¥i
Coagars Tect Konupoaam 1ect [l Vimnopt Tecta

[] Kypc/Tecr (scero: 61) 12

JunsaiiHep TectoB

%) ObLLUEHWE
BeepeHue B cneuvansHOCTL (ANS BCeX CrneuMansHocTe)

WT_3++ BeegeHve B cneymansHocTe.M

WT_3++ BeegeHue B cneymaneHocTe.MC

Jogooogo

Tema 5. XKUIHEHHLIA UMKN MH(POPMaUMOHHOR CUCTEMbI

BHeﬂpEHHE HHmOpMaLIMOHHbIX CUCTEM

[[] WT_3++Breapetue MHbopMaLMOHHEIX cUCTEMMCTTK

Puc. 7. CI1O. IIpomerei. TBIOTep/ TectupoBanue
Fig. 7. SDO. Prometheus. Tutor / Testing

B xauectBe cepBuca ISl IPOBENCHHUS OHJANWH-TPAHCIALMA Y4eOHBIX 3aHATHH HCIOIb3yeTcs

oOpa3oBatenpHas miaatdopma «Chepym».
Jns oOmeHust co CTyISHTaMH, BBICTABJICHHUS IIOCEIIAEMOCTH M MX YCIIEBAGMOCTH 3aHSATHH

ucnonb3yercst oopazoBatenbHast cpena «MY.BYKEP», nanusiii cepBuc noctyrneH oOydaromuMes U UX
POAUTENSIM 110 UHIUBUIYaTbHOMY JIOTHHY|aposo (puc. 8).
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MOW BYK3I & Koneno

O Pacnncarme
JKypHan ycnesaemocTv no gucuunnnie MHopMauMoHHbIe TEXHONOMMKU B NPotheccHOHansHON AeATENBHOCTM rpynnsl 3-201

™ Y4ebHuIA nnaH TepeiTh K XypHany NoCELIZEMOCTH

S5 3a4eTHas KHKKa
OCHOBHBIE OLEHKN

0 3Kypran ofy-atolerocs IokasbiBaTb CPEaHee 3HaveHue

B0 XypHan ycnesaemocTn [o6auTs Mp. 3aHsTHE [l06a8uTh KOHTP. TouKi

& Nowmalkss pabota

Crygent TNaBopaTopHeie 3aHATUA
B dakTnyeckas Harpyska

[# AnkeTvpoBatve TMownck na6. 1 Na6.2 Na6. 3 Aomawnsas pabota 1

Q& Moyra
BypHawwosa Anexcanapa Hukonaesta 5 5 5

MopTchonuo <
lanees Apocnas Pycnanosny

+ AHTUNNaruat
'ynosa Banepua AHaTonbesHa

@ C[0 "Mpomerteit"

Nanmeypresa Japsa Tumyposta 5 5 5

Puc. 8. Obpazoarenbnas cpena «MY.BUKEP»
Fig. 8. Educational environment "MY.BUKEP"

BbBIBO/IbI

Hcnonb3oBaHue  pacCMOTPEHHBIX  DJIEMEHTOB  3JIEKTPOHHOM  00pa3oBaTEeNbHOM  cpeibl
UHTEepakTUBHbIX MeTon0B o0yueHuss AHIIOO «Komnemx benroponckoro Yuusepcurera Koomnepauuuy,
OxoHomuku u IlpaBa» crmocoOCTByeT aKTHBHM3AIMM OO0pa30BaTEIbHOW JESITENBHOCTH CTYJIEHTOB Ha
OCHOBE JMAJIOTOBBIX ()OPM B3aMMOJAEUCTBHUS C OMOPOM HAa MMEIOUIMICA OMBIT U TaKUe JIMYHOCTHBIE
KayecTBa, KaK CaMOCTOSITEIbHOCTb, KOMMYHHKAaTUBHOCTb, PE(PIEKCUBHOCTh; CIOCOOCTBYET OBJIAJACHUIO
COOTBETCTBYIOIIUMHU COLIMAJIbHO-TICUXOJIOTHYECKUMHU " npodecCuOHATBLHBIMU 3HAHUSIMU;
q)OpMI/IpOBaHI/IIO JJMYHOCTHBIX U HpO(l)eCCI/IOHaJ'II)HO 3HAYUMbIX Kady€CTB H YMGHHﬁ, a TaKXKE€ Hx
JMarHOCTUKH M KOPPEKILHUH, MO03BOJseT Cc(HOpMHPOBATh y 0OydarolmMxcs MpodeccuoHanbHble U
JKN3HCHHBIC HAaBBIKH, BBIBECTH X Ha BBICOKUX KOMIIETEHTHOCTHBIN YPOBCHbL.

Cnucok JuTepaTypsl

1. Vka3 IIpesunenta Poccuiickoit @enepammu ot 7 Mas 2018 r. Ne 204 «O HarMOHANBHBIX MENSIX U
CTpaTernyecKux 3agadax pa3Butus Poccuiickoit @enepannu Ha nepuoy 1o 2024 rogay», naiee — Yka3 Ne 204

2. Becemupubiii  Oank  (2016a).  PasBurme  mudpoBoit  skoHomukm B Poccunm.  URL:
http://www.vsemirnyjbank.org/ru/events/2016/12/20/developing-the-digital-economy-in-russia-international-
seminar-1 (mara obparenus: 17.11.2022).

3. bykanoBa, A.A. IIpobnema opraHu3aluy NPUBJICYEHUS IIKOJIBHUKOB K aKTUBHOW COLMATBLHOM JKU3HU /
A.A. Bykanosa, C.M. ®umokos, B.W. [lonaukoB // Monozo# yuensrit. — 2016. — Ne10. — C. 1181-1184.

4. T'puropseBa, [I.P. [Ipumenenune nH(MOPMAIMOHHBIX TEXHOJIOTHI B corranbHou chepe / JI.P. I'puropnesa,
A.C. llomuenko // Monogo# yuensiid. 2015. — Ne 11 (91). — C. 177-179.

5. ImutpueBa FO.B. CoBpemeHHBIE METOABI NMPOEKTHOTO YNPABJIECHHUS IJS BBISBJICHHUS KOHKYPEHTHBIX
npeumyiiectB |T-kommanuit / H0.B. [Imurtpuesa, JI.B. Konrenosa // Bectnuk benropoackoro yHuBepcureTa
KOOTIepaIiy, 5KOHOMUKH | TipaBa. — 2019. — Ne2 (75). — C. 334-343.

6. Hcropus ncuxonoruu: xpecromarusi / Munuctepcto KyabTypsl Poccuniickoit @enepaunu, ®I'5OY BIIO
«KemepoBckuil rocynapcTBEHHBI YHHBEPCUTET KYJIBTYPBl M HCKyccTB», Kadeapa menaroruku v mcUXOJIOTHH;
coct. H.A. byrposa. — Kemeposo: KemI 'YK, 2014. — 207 c.

7. Karamor mpodeccuii. Atmac HOBeIXx mpodeccuit. — URL: https://atlas100.ru (mara oGparieHus
27.11.2021r.). — TekcT: 2NEeKTPOHHBIM.
8. Kamuna E.A. IIporHo3upoBaHue CTPYKTYPbl HMHTETPHPOBAHHOTO Kypca HH(pOPMATHKH: IUC. ... KaHI.

nea. Hayk // ExarepunOypr, 1997. — 187 c.


http://www.vsemirnyjbank.org/ru/events/2016/12/20/developing-the-
https://atlas100.ru/

I—IA 5/ (_IHbIM Konmenosa J1.B, /[mumpuesa I0.B, Heuunopenko I.I. IlpumeHeHue JucmaHyuUOHHbIX
o6pazosamenbHblX  mexHosoz2uli  //  HayuHwill  pesyabmam.  HH@popmayuoHHble
PE ByHbTA. I mexHonozuu. - T.7, Ned, 2022

RESEARCH RESULT_

9. Komoc H.B. MoOWIBHOCTh WHHOBAIIMOHHBIX pelleHHH B cdepe HMHPOPMALMOHHBIX TEXHOJOTHH M
anekTponHoit kommepuuu / H.B. Komoc, H0.B. KyssmmnoBa // Bectnuk Benropoackoro yHuBepcuTeTa
KOOIIEpaIMK, SKOHOMHKH 1 mpasa. — 2016. — Ne 1 (57). — C. 140-148.

10.MaBmroroBa ['.A. LludpoBuzanuss B COBpeMEHHOM BhIcieM Yy4eOHOM 3aBeieHuu // Hayuno-
MPaKTHYECKUH JKypHaI. DKOHOMHYeCcKast 0e30macHOCTh u kKadecTBo. 2018. Ne 3 (32). — C. 5-7.

11.Huxynuna T.B. Uadopmarnzanus u mudpoBrusanns 00pa30BaHus: TOHATH, TEXHOJIOTHH, yIIpaBIeHHAE /
T.B. Huxynuna, E.b. Crapuuenko // I[lenarornueckoe oopazoBanue B Poccun. — 2018. — Ne 8. — C. 107 — 113.

12.0Ocunosa H.B. CoBpemeHHBIE TEHIEHIMU MPOpeCcCHOHANBHON OpUeHTalu Ha mpodeccun Oyaymero /
H.B. Ocumosa // TIpodeccrnonansnoe 00pa3oBaHHe M 3aHATOCTh Monomeku: XXI Bek. IToAroroBka KaapoB IS
mupoBoii 3KOHOMUKH. — COOpHUK MaTepuajioB MEXIyHapOJHOH HAy4YHO-NIPAKTUYECKON KOH(pEpeHIHU. —
Kemeposo. — 2019. — C. 120-121

13.Ilocranosnenue llpaButenscra PO ot 02.03.2019 N 234 (pen. ot 21.08.2020) «O cucteme ympaBieHUs
peanmzanuedt HanuoHambHOW mporpammbl  «lludpoBas skoHOMuka Poccuiickoit  ®emeparmm». URL:
http://www.pravo.gov.ru (gara obpamerus 01.11.2021). — TeKCT 3IeKTPOHHBIH.

14 Tpwxuranuackas, T.H. Bnusane nHOpacTpyKTYypHOTO MOTEHIMANA KaK HCTOYHHUKA (HOPMHUPOBAHUS
YCTOMUYMBBIX KOHKYPEHTHBIX NPEHMYIIECTB Ha BBIOOP MOJENM DPAa3BUTUS By3a B YCJIOBHIX LU(pOBU3ALNH
skonomuku / T.H. Ipwxuramuuckas, H.B. I[lesuora, ['.I. Heummopenko // BectHuk Benropojackoro
YHHUBEPCHUTETa KOOIIepalnuy, SJKOHOMHUKHY 1 tipaBa. — 2021. — Ne 1 (86). — C. 9-25.

15.Tapacosa E.E., [Ipymkosckas E.E., Ebumosa H.A. TeopeTnko-MeTOI0IOTHYECKHE ACTIEKTHI pa3paboTKu
MapKEeTUHTOBOM CTpaTernd By3a [UIS MPOABIKECHUS 00pazoBaTenbHBIX ycuyr // BectHuk benropomackoro
YHHUBEPCHUTETa KOOIIepalny, 3KOHOMHUKH 1 TipaBa. — 2019. — Ne 4 (77). — C. 278-289.

References

1. Decree of the President of the Russian Federation dated May 7, 2018 No. 204 “On the national goals and
strategic objectives of the development of the Russian Federation for the period up to 2024”, hereinafter — Decree
No. 204

2. World Bank (2016a). Development of the digital economy in Russia. URL:
http://www.vsemirnyjbank.org/ru/events/2016/12/20/developing-the-digital-economy-in-russia-international-
seminar-1 (Accessed 11/17/2022).

3. Bukanova, A.A. The problem of organizing the involvement of schoolchildren in an active social life /
A.A. Bukanova, S.M. Filyukov, V.1. Polnikov // Young scientist. — 2016. — No. 10. — P. 1181-1184.

4. Grigorieva, D.R. Application of information technologies in the social sphere / D.R. Grigorieva, A.S.
Popchenko // Young scientist. 2015. — No. 11 (91). — P. 177-179.

5. Dmitrieva Yu.V. Modern methods of project management to identify the competitive advantages of IT
companies / Yu.V. Dmitrieva, L.V. Koptelova // Bulletin of the Belgorod University of Cooperation, Economics
and Law. - 2019. - No. 2 (75). — S. 334-343.

6. History of psychology: reader / Ministry of Culture of the Russian Federation, Kemerovo State University
of Culture and Arts, Department of Pedagogy and Psychology; comp. ON. Bugrov. - Kemerovo: KemGUKI,
2014. — 207 p.

7. Catalog of professions. Atlas of new professions. — URL.: https://atlas100.ru (accessed 11/27/2021). —
Text: electronic.

8. Kashina E.A. Forecasting the structure of an integrated informatics course: dis. ... cand. ped. Sciences //
Yekaterinburg, 1997. — 187 p.

9. Kolos N.V. Mobility of innovative solutions in the field of information technology and e-commerce /
N.V. Kolos, Yu.V. Kuzminov // Bulletin of the Belgorod University of Cooperation, Economics and Law. — 2016.
—No. 1 (57). — P. 140-148.

10. Mavlyutova G.A. Digitalization in a modern higher educational institution // Scientific and Practical
Journal. Economic security and quality. 2018. No. 3 (32). — P. 5-7.

11. Nikulina T.V. Informatization and digitalization of education: concepts, technologies, management /
T.V. Nikulina, E.B. Starichenko // Pedagogical education in Russia. — 2018. — No. 8. — P. 107-113.

12. Osipova N.V. Modern tendencies of professional orientation to the professions of the future /
N.V. Osipov // Vocational education and youth employment: XXI century. Training for the digital economy. —
Collection of materials of the International Scientific and Practical Conference. — Kemerovo. —2019. — P. 120-121


https://elibrary.ru/item.asp?id=25717064
https://elibrary.ru/item.asp?id=25717064
https://elibrary.ru/contents.asp?id=34226270&selid=25717064
https://elibrary.ru/item.asp?id=37225045&selid=37642501
https://elibrary.ru/item.asp?id=37225045&selid=37642501
http://www.pravo.gov.ru/
https://www.elibrary.ru/item.asp?id=44549161
https://www.elibrary.ru/item.asp?id=44549161
https://www.elibrary.ru/item.asp?id=44549161
https://www.elibrary.ru/contents.asp?id=44549160&selid=44549161
https://elibrary.ru/contents.asp?id=38577582&selid=38577605

I—IA 5; t_II—IbIM Konmenosa J1.B, /[mumpuesa I0.B, Heuunopenko I.I. IlpumeHeHue JucmaHyuUOHHbIX
o6pazosamebHblX  mexHosioz2uli  //  HayuHwili  pezysabmam.  HH@popmayuoHHble
PE ByHbTA. I mexHonozuu. - T.7, Ned, 2022

RESEARCH RESULT_

13. Decree of the Government of the Russian Federation of March 2, 2019 N 234 (as amended on August 21,
2020) “On the management system for the implementation of the national program “Digital Economy of the
Russian Federation”. URL: http://www.pravo.gov.ru (accessed 11/01/2021). — Electronic text.

14. Prizhigalinskaya, T.N. Influence of infrastructural potential as a source of formation of sustainable
competitive advantages on the choice of a university development model in the context of digitalization of the
economy / T.N. Prizhigalinskaya, N.V. Shevtsova, G.G. Nechiporenko // Bulletin of the Belgorod University of
Cooperation, Economics and Law. — 2021. — No. 1 (86). — P. 9-25.

15. Tarasova E.E., Prushkovskaya E.E., Efimova N.A. Theoretical and methodological aspects of developing
a university marketing strategy for promoting educational services // Bulletin of the Belgorod University of
Cooperation, Economics and Law. — 2019. — No. 4 (77). — P. 278-289.

KonresoBa JInnms BanepbeBHa, crapumii npernogaBateins kadeapsl HHPOPMAIMOHHBIX CHCTEM M TEXHOJIOTHIA
JmurtpueBa FOaus BukropoBna, crapiumii npernonaBarens kadeapsl HHGOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHI
Heuunopenko IN'annna I'ennaabeBHa, cTapimii npenojaBares kKadeapbl HHPOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHI

Koptelova Lilia Valeryevna, Senior Lecturer, The Information Systems and Technologies Department
Dmitrieva Yulia Viktorovna, Senior Lecturer, The Information Systems and Technologies Department
Nechiporenko Galina Gennadievna, Senior Lecturer, The Information Systems and Technologies Department



HquHbIM Kysvmunuix E.C, Macaoea M.A. Ananus eosmodxcHocmell supmyanvHol u 0ononHeHHOU 50
PE3 5/ ’ I bTA peaavHocmu // Hayunwltii pesyasmam. HHgpopmayuoHHble mexnoaozuu. — T.7, N4, 2022

RESEARCH _RES UL TN
YJK 004.056 DOI: 10.18413/2518-1092-2022-7-4-0-6

Kysemunbix E.C.! | AHAJIU3 BO3MO)I§HOCTEI71 BUPTYAJBHOU
MaciioBa M.A.12 U JONOJHEHHOM PEAJIBHOCTHU

Y CeBacTOMONBCKUI FOCYAapCTBEHHBIN YHUBEPCUTET, Y. Y HUBepcuteTckas, 1. 33, r. CeBactonons, 299053, Poccust
2 PocToBckuii rocygapcTBeHHbIN skoHOMHuueckuil yauBepcuteT (PUHX), yn. bonsmas Canosas, 1. 69, r. Pocto-Ha-[loHy,
344002, Poccus

e-mail: egor2014ru@mail.ru, mashechka-81@mail.ru
AHHOTANUA
TexHONOTHM Pa3BUBAIOTCS JOCTATOYHO OBICTPO, «HOBBIE YMBI» HECYT MOOMIBHOCTH B >KH3Hb
JMOAeH, yiydllas KadecTBO W MHHHUMH3UpYsS 3arpadeHHOoe Bpems. Coszmaercs Oombinoe
KOJIMYECTBO PAa3HOOOpa3HbIX TEXHONOTHI Uil pa3iu4HbIX cdep OesITEeNbHOCTH, KOTOpHIC
HampaBlieHbl HE TOJBKO Ha TMOTpeOJeHHWEe, HO W Ha pas3BiedeHHUs moaei. Kakux Toibko
pa3BieUYeHUI HEe PUIYMalIM, HO, HABEPHOE, OJTHO U3 CaMbIX JYULINX €CTh CUCTEMa BUPTYaIbHOU
peansHOCcTH (VR). Ee peammzamms u mpuoOpeTeHHEe HOpOroBaTa, HO 3aTO CKOJIBKO IMOIUH
MOXKHO TIOJIYYUTh OT TIOJHOTO MOIPY>KEHHS B BHUPTYaJbHBIH MHP M HACIaAUTbCAd BCEMH
MpesecTsIMU )Ku3HU. VR cucTeMa UcTonb3yercsl He TOJIBKO AJIS pa3BI€UeHUs, HO U TS TIOJE3HBIX
Jiesl, HalpuMep: apXUTEKTOPOB, pEKJIaMbl pa3HbIX MPOAYKTOB, aBTOMOOWIJIEH, BOEHHOU
HaTpaBICHHOCTH, OOYYEHWM, OHJAaWH TpeHaxepax u Jp. Ecte Oonee nemésas Bepcus
BUPTYaJIbHON peantbHOCTH — JONOJHEeHHas peaibHOCTh (AR), oHa MOXKeT OBITH HCIIONB30BaHA B
MOBCEHEBHON KU3HH, €€ MOKHO BCTPETUTh Ha OWIOOpAax B BUAE AaHUMHUPOBAHHOM pPEKJIaMBI,
BOCIIOJIb30BAThCSl MPWIOKEHUEM Ul OWJIETOB Ha KOHLEPT (YTOOBI YBHIETh aHMMHUPOBAHHOE
moy) ¥ T.7. bnarogaps TaHHBIM TE€XHOJOTHAM, TaKME BIIEYATIICHHS CTAHOBSITCS OoJiee SPKUMH,
Jy4llle «OTKJIABIBAIOTCS» B TOJIOBE U MOMOTAIOT KOMITAHUSM B CBOEH O0ph0Oe 3a MOMYJISPHOCTb.
[Norennman VR 1 AR emié momHOCTBRIO He PacKpPBIT U MOCTENIEHHO pa3BUBaeTcs. B qanHOM paborte
paccMOTpUM OTJIMYHE JAHHBIX TEXHOJOTHM, WX MPEeUMYIIecTBAa M TPUMEHEHHE B pPa3HBIX
o0nacTsx.
KiroueBble cioBa: BUpTyalbHas pEAIBHOCTh, IONOJHEHHAs PEaNTbHOCTh, PEabHOCTD,
BupTyanbHbiii Mup; VR; AR; TexHojOoruu, HOBas 3pa; MapKETUHI; TEXHOJOIMH MEIULMHEI,
AaHMMHPOBaHHAA peKJIaMa, aHUMallMH; TIOJTHOE TIOTPyKEeHUE
Jast nmrupoBanusi: Kysemunsix E.C., MacnoBa M.A. AHann3 BO3MOXXHOCTEW BHPTYalabHON U
JOTIOJIHEHHOU peanbHOcTH // Hayuneiid pesynbrar. UHpopmanmonnsie TexHonoruu. — T.7, Ne4,
2022. — C. 50-58. DOI: 10.18413/2518-1092-2022-7-4-0-6

Kuzminykh E.S. ANALYSIS OF THE POSSIBILITY OF VIRTUAL
Maslova M.A.12 AND AUGMENTED REALITY

1 Sevastopol state University, 33 Universitetskaya St., Sevastopol, 299053, Russia
2 Rostov State Economic University (RINH), 69 Bolshaya Sadovaya St., Rostov-on-Don, 344002, Russia

e-mail: egor2014ru@mail.ru, mashechka-81@mail.ru

Abstract

Technologies are developing quite quickly, "new minds” bring mobility to people's lives,
improving quality and minimizing the time spent. A large number of various technologies are
being created for various fields of activity, which are aimed not only at consumption, but also at
people's entertainment. They didn’t come up with any kind of entertainment, but probably one of
the best is the virtual reality (VR) system. Its implementation and acquisition is expensive, but
how many emotions you can get from complete immersion in the virtual world and enjoy all the
delights of life. The VR system is used not only for entertainment, but also for useful things, for
example: architects, advertising of various products, cars, military orientation, training, online
simulators, etc. There is a cheaper version of virtual reality - augmented reality (AR), it can be
used in everyday life, it can be found on billboards in the form of animated advertising, use the
application for tickets to a concert (to see an animated show), etc. Thanks to these technologies,



HquHbIM Kysvmunuix E.C, Macaoea M.A. Ananus eosmodxcHocmell supmyanvHol u 0ononHeHHOU 51
PE3 5/ ’ I bTA peaavHocmu // Hayunwltii pesyasmam. HHgpopmayuoHHble mexnoaozuu. — T.7, N4, 2022

RESEARCH _RES UL TN

such impressions become more vivid, better "deposited” in the head and help companies in their
struggle for popularity. The potential of VR and AR has not yet been fully revealed and is
gradually developing. In this paper, we will consider the difference between these technologies,
their advantages and application in different areas. Thanks to these technologies, such
impressions become more vivid, better "deposited” in the head and help companies in their
struggle for popularity. The potential of VR and AR has not yet been fully revealed and is
gradually developing. In this paper, we will consider the difference between these technologies,
their advantages and application in different areas.

Keywords: virtual reality; augmented reality; reality; virtual world; VR; AR; technology; new
era; marketing; medical technology; animated advertising; animations; total immersion

For citation: Kuzminykh E.S., Maslova M.A. Analysis of the possibility of virtual and
augmented reality // Research result. Information technologies. — T.7, Ne4, 2022. — P. 50-58.
DOI: 10.18413/2518-1092-2022-7-4-0-6

BBE/IEHUE

Ecnu paccMoTpeTh mporpecc TeXHOJIOTWH Ha JaHHBIA MOMEHT M CPaBHHUTH MX XOTs Obr ¢ 2000
roJIoM, pa3HHLa Oy/leT KOJOCCAJbHOM M CIIOTaH «JIOPOTY MOJOABIM» MPUOOPETAaeT HOBBIM CMBICI, T.K.
Ka)KJ10€ HOBOE IOKOJIEHUE MPUXOJUT C HOBBIMM HJCSMH, KaK OOJErYUTh U YIYUIIUTh KU3Hb OOIIECTBY
0T GaHaJIbHBIX JI0 TJI00ATBHBIX.

CymiecTByeT OrpOMHOE KOJIMYECTBO Pa3HOBUIHOCTEH MOOMIIBHBIX TeNe(pOHOB, KOMIIBIOTEPOB,
HOYTOYKOB, aBTOMOOWJIE M MHOTOro Jpyroro, u3-3a HeJaBHEW MaHIEMHM U Iepexo/la HaceleHus Ha
«JIUCTAaHIIUOHHYIO JIEATEIIbHOCTHY MPOU30LIEN OONBIION CKaYOK pa3BUTHUS OHJIAiH Mara3uHoB, OCOOEHHO
Mara3uHOB OJEX/bl, Belb ropa3fo yJo0Hee HNPOCMOTPeTh B MHTEpHETE COTHU BapUaHTOB, 3aKa3aTb
HECKOJIbKO M3 HUX M BBIOPATh MOHPABUBIIMICS, Y€M XOIHWTH 10 MarasMHaM IEeJblid JeHb, IMOTPATHB
MHOXECTBO BPEMEHH U HE HaWTH HYHOro ToBapa. To ke caMoe MOYKHO OTHECTH U K TeXHUKE, MallIMHAM
U Jp. TIOCTOSIHHO IPOCMAaTPUBAEMbIM M NpUOOpeTaeMbIM BellaM. J[aHHbIE TEXHOJOTUU MO3BOJIAIOT HE
TOJILKO OBICTPO HaTH 11000 MPOIYKT, HO U, HAIPUMEP, TOUYNUTATh K HEMY KOMMEHTAapUH JAPYTHX JIto/1ei
0 KayecTBE TOBapa M MpojaBIia; TAaK)Ke OHU CHUXKAIOT 0OMaH — HallpuMep MPpHU MOKYIKE aBTOMOOMIIS yKe
CTaJI0O MEHbIIE BO3MOXHOCTH OOMaHyTh MOKYIATeNns O KayecTBe, COCTOSHUM MalluHBI, €€ (hakTax
aBapuM, WIM Jp. CEPbE3HBIX MPOOJIEM; MOJAEIUTHCS CBOMMH PUCYHKaMH U NOJATh UX B MHTEPHETE HE
BBIXO/IS M3 JIOMa U T. 1.

C pa3BUTHEM TEXHOJOTHMH BUPTYaJIbHON pEAbHOCTH, MOSBUWJIMCH BO3MOXHOCTHU: IOUTpaTh B
pas3Hble UTPBI — CHOPTUBHBIE, TEHHUC, IOk}, MoOeraTb 0T 30MOM M MHOTO€ JAPYroe, YTO MOKET YeJIOBEK
cienaTh B J1I000€ BpeMs CaMOCTOSATEIbHO; TOMOIIb B TOBCEITHEBHOM KU3HH - pEAINCTUYHbIE OUITOOPIBI C
KpacuBOil pekaMoOi; BUPTyaJIbHOE SKCKYpCHs MO0 My3€sM WM BBIOOpE aBTOMOOHIIS PacCMOTPEB €ro
U3HYTpU; IpUMEpPKa HOBOM OEK/Ibl, YaCOB, CTPUKKU U MHOTO€ Jipyroe. Bc€ 3To oueHb yn00HO, KpacuBo,
MOOWJIBHO M J0 CHX TOp BIeYariseT Bce Oonbliue miofei. B pabore paccmoTpum M yrimyOumcs B
BUPTYaJIbHYIO U JIOMIOJHEHHYIO PEAIbHOCTh M BBIICHUM, TaK JIM MPOCTa 3Ta cdepa U rie MOKHO ObLIO ObI
IPUMEHHUTD JaHHBIE TEXHOJIOTMH TOMUMO MTOBCETHEBHOM JKU3HU.

OCHOBHAA 9ACTh

Paccmotpum VR n AR, a Taxke ux otnnune. BupryanbHas peaqbHOCTh — CO3/IaHHBIM ¢ TOMOUIBIO
TEXHUYECKOTO U TPOTPaMMHOIO OOECTeYeHUsT BUPTYaJbHBIA MUD, MEpEeNaIoNIMiCsA YEeNOBEKy depe3
3peHue, CiIyX, OCsi3aHue, B PeIKUX ciydasx oOoHsHue. Bece aTH BO3/IEHCTBUS HAa UyBCTBA Y€JIOBEKa €CTh
UHTEPAKTUBHBIN MHp, T.€. BUPTYaJbHBIH MHUp HpeACTaBiIsieT co00i MpOCTPaHCTBO, CMOJECTUPOBAHHOE C
IIOMOIIIbI0 KOMIIBIOTEPHBIX TEXHOJOTMM, B KOTOPBI YEIOBEK MOXKET IOTPY3UThCS C IOMOIIBIO
CIEIHMAJIbBHBIX CEHCOPHBIX ycTpoiicTB, VR cucrem. CyliecTByloT KOHKpPETHbIE KpUTepUM oLeHKH VR
POCTPAHCTBA, KOTOPBIE IpUBeAeHbI B [1]:

— MpPaBJIONOA0OHOCTh — YEJIOBEK J0JKEH TOBEPUTH, YTO BCE PEaIbHO;

— cB00OO/Aa M3Y4YEHHUS — HE JIOJDKHO OBITh OrpaHMUYCHMH B NPOCTPAHCTBE, MHUP JOJDKEH OBITh
OTPOMEH JJIS1 U3YUEHHUS;
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— OTCYTCTBHE OIIMOOK M COOEB B OTKJIIOUEHHUH, YTO JapyeT OecrepeOoitnyro padboTy 6e3 ommoboxK;

— JIOJDKHA UMEThCS BO3MOKHOCTh B3aUMOJACHCTBUS C IPEAMETaMH U MEPCOHAKAMMU;

— OUIYUICHHE MPUCYTCTBHUS — JIOJDKEH co3haBaThCs 3(G(EKT B3aUMOACHCTBUSI C OKPYXKAIOIIUM
MHUPOM, 4TO MU3-3a JCHCTBUI YelOBEKa YTO-TO OyIe€T MEHSATHCS.

VR cpena mpopaboTaHa HACTOJBKO XOPOIIO, YTO CIIOCOOHA C BBICOKOW TOYHOCTHIO MMHTHPOBATH
BO3JICHCTBUS BUPTYaIbHON OKPYIKAIOIIEH Cpe/bl Ha YeIO0BEKa, ISl ATOr0 pa3paboTaHbl CIOKHBIC KpaifHe
IPOLIECCHI, MPOCUYUTHIBAIOTCA BCE MPOILECCHl CUHTE3a, AHAIM3UPYIOTCS M BBIBOJSITCS B KauecTBE
MOBEJICHUS B PEAIbHOM BPEMEHH.

[Ipu B3auMOIEMCTBUM C BUPTYaIbHOM CPEAOM €CTh TP OCHOBHBIX KOMIIOHEHTA!

— rousioBa (Ha He€ HaJaeBaeTCs UIEM), OJaroaps ee ABHKCHHUSIM M MOJIOKCHUSIM OTCICKUBACTCS
JIBUTAETCSl KAPTUHKA B COOTBETCTBUU C TEM, KaK MOJIb30BATEIb JBUTACT TOJIOBOM.

— TIJ1a3a — KapTUHKA JABWXKETCS HE TOJIBKO OJlarofapsi CANTHIBAHUIO ITOJOXKESHHSI TOJIOBBI, HO U TIPU
JIBUKCHUM TJa3, KApTUHKA JBUKETCS BMECTE C JBIDKCHUSMHU TIJ1a3, YTO MO3BOJIIET MaKCHUMAalbHO
MOTPY3UTHCS B BUPTYAJIbHYIO PEATBHOCTb.

— JIBIDKEHUSI — WX CUUTBIBAHHE IPOUCXOTUT OJarogaps JOMOJHUTEIBHBIM JDKOWMCTHKAM,
HApUMep, IBUXKCHUS PYK, (Hampumep, 4ToObl UTpaTh B TEHHHC HYXKHBI JUKOWCTHKH JUISI PYK) U OHH
OynyT mepenaBaTh ABMKEHUS PYK.

BuptyansHble mpocTpaHCTBa AENATCA Ha HECKOJIBKO TUIIOB:

— BupryaibHas peaJibHOCTh C TMOJHBIM TOTpY>KeHHeM. [IpoMcXomuT TOJHOE MOTpyKEHUE B
BUPTYaJIbHBIA MUP, YTO JOCTUTAETCS MOCPEICTBOM MPABIONOJ00HOCTH CUMYJISILIMN MUpPA, pearupoBaHue
nporpaMMbl Ha JCHCTBHSI YEJIOBEKAa W CICIUAIBHOE OOOPYIOBAaHHE, KOTOPOEC CUHUTHIBACT JIBMIKCHUS
MOJIb30BaTeNs M MepefaérT ux mporpamme. Takoe MmorpykeHHe HEOOXOAMMO IS UTP U CIEIUATbHBIX
00yJaronux CUMYJISIIHA.

— BupryanbHas peanbHOCTh 0e€3 morpykeHus. HexoTopwie cpenbl He TpeOYIOTCS B TOJHOM
MOTPYKEHUH, TaM XBaTaeT KaueCTBEHHOW KapTUHKHU, 3ByKa M KOHTPOJUIEpa, KOTOPBIA OyJeT nepenaBarh
nerctBus yenoBeka. Crofa MOTYT OTHOCUTBCS CUMYJISIIIAY JiJIs co3aanus 3D 10MOB, WU MPOCTHIE UTPHI,
/i€ HEeT HYX/bl pearupoBaTh Ha Bce ACHCTBHS MOIb30BATENS.

— BuprtyanbHas peanbHOCTH C COBMECTHON HH(pacTpykTypod. OTHOCUTCS K Hrpam, IJe He
xBaraeT P ¢eKTa MorpyKeHust B cpey U OTCYTCTBUSA AP (PeKTa «IMOTHOTO MPUCYTCTBUSN», OTCYTCTBYET
B3aMMOJICHCTBHE C APYTUMHU MOJIb30BATEISIMHU.

Ha (puc. 1) neBymka mnorpyeHa B MpeKpacHbIi MHp U Jr0OyeTcs Npupoioi Onarojaps
CIEIMAlIbHOM TapHUTYpE.

Puc. 1. llorpyxenue B VR
Fig. 1. Immersion in VR

JlononHenHass peanbHOCTh (AR) — 3T0 BCE TOT e pealbHbIi MHpP, HO JOIMOJHCHHBIN
HEKOTOPHIMH BHUPTYaJIbHBIMH CIIOSIMH, JIIOJW BCE TaKKe MOTYT B3aMMOJICHCTBOBATH C MHPOM, a
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YCTPOHCTBO OyJIeT MOKa3bIBaTh BUPTYAIbHBIE KAPTUHKU. JTa TEXHOJOTHUS UCTIOIB3YETCs, 7Sl TOMOIIH B
IIOBCEHEBHBIX JleNaX, K IPUMEpY BbIOpaTh HOBYIO MPUUYECKY, AKCECCYaphl, OJEKIY, HOBBII aBTOMOOMIIB,
Wi Mebenb Uit cBoei koMHaThl. Xopomui npumep - B FOxnoit Kopee, marazun TeSCO ycTaHOBHI
OaHHEpHI ¢ U300pakeHnEM CBOMX MPOoayKToB U uX QR kogamu npsMo B METpO, YTOOBI JIHOIH, MTOKA KIYT
CBOM 10€3]1, MOTJIM BBIOPATh MPOIYKTHI M 3aKa3aTh UX JIOCTABKY Ha JOM (pHUC.2) — 3TO U YA0OCTBO JIIOI5IM
U XOpOIIMi 3apabOTOK /sl Mara3uHa.

Puc. 2. BaHe poayKToB B MeTpo Kopeun
Fig. 2. Korea subway food banner

JlonosTHeHHas peaJlbHOCTh TaKXKe MOMKET HCIOJIb30BaThCs B pasHbIX cdepax AeqaTelnbHOCTH,
MIOMHMO TTOMOIIIM B TIOBCETHEBHOW KM3HHU, TIEPEUNCIIUM HEKOTOPBIE:

— TOMOIIb B 00pa30BaHUM — BO3MOXKHOCTb MTOKa3aTh KAKME-TO UCTOPHUECKUE COOBITHS, HATIPHIMED,
B OJHOW M3 SMOHCKUX INIKOJ €CTh NPHJIOKEHHE Ha TenedoH, KOTOpoe IMOKa3bIBaeT MEepCOHaXel Ha
KapTHUHKaX W3 KHUTHW, WK npuioxenue, oxusisomee 100-yo u 200-yio kymopy P® BeimylieHHbIE K
cobsITuO npucoeannenust Kpeima k Poccun u nocrpoiike Kpbimckoro mocra;

— B MEJUIIMHE — Bpauu CMOTYT ITIOCMOTPETh CTPOEHHUE CKelleTa, OpraHsl U MHOroe jpyroe. Tak ke
€CTh TPEeKpacHbIe Pa3padOTKU Ui CIA0OBHUIAIINX, OYKH, MOMOTAIONINE TNPH TECTUPOBAHHU 3PEHHS
YCTAHOBUTH C BBICOKOW TOUHOCTBIO TMONTPUIO, HEOOXOAUMYIO Ul MOKYNKH OYKOB. Mnu ke caMu OukH,
KOTOpBIE PEryJUpYyIOTCS TMOA KaXIblii Ti1a3 mo-cBoeMy. OnmHa m3 caMmbIx spkuxX paspadorox - OrCam
MyEye, naHHble OUYKH HE TOJIBKO MOMOTAIOT BUJETh KaPTUHKY JIydllle, HO U CYMTHIBAIOT TEKCT, KOTOPBII
nepes| I1a3aMy U 3a4MThIBAET TEKCT B yXO MOJIb30BATEINsA, IOMUMO 3TOTO0 OHM YMEIOT CUMTHIBATh JIUIIA,
pacro3HaBaTh [BeTa, IITPUX-KObI 1 MHOTOE Jpyroe [2];

— B BOCHHOW cdepe co3fanu LUIeM, KOTOPBIA CUMTHIBACT IBM)KEHUS TOJIOBBI IMOJIB30BATENS U
MpOEUPYET KAPTUHKY C KaMepbl HOUHOT'O BU/IEHUS;

B Oyaymem oOemator, yro TexHosorud AR OynyT BHeOpeHBl MOBCIOAY U OyIyT Tak ke
MOMYJIAPHBI, Kak OaHaJIbHbIE IOBCEIHEBHBIE BEILN.

Mo>KHO BBIIEINTH HeKHe pobiembl pazButus VR u AR TexHomormii:

— OoJbIue pa3Mepbl U HeYA00CTBO B UCIIOIB30BaHUU TapHUTYp B VR peanbHOCTH M UX TU3aiiH;

— kacaeMo AR — peaJbHOCTH MOJIB30BATENN TAKKE BBLACISAIOT HEKUE HEYJ00CTBA MO OTHOLICHUIO
UCIIOJIb30BaHUS OYKOB;

— KayecTBO KOHTEHTA €Ile HE JIOCTUIIIO XOPOILIEro KauecTBa, OHO OJTHOOOPa3HOE U HECOBEPILIEHHO
B peau3aluy;

— CTOMMOCTH — OYEHb BbICOKAa. KOMIaHuM UCIONB3yIOT B OCHOBHOM IMPHOOPETEHUE TOTHOILICHHBIX
HOCHUMBIX YCTPOWCTB (OYKH, LUIEMBI), MIOTOMY YTO HCIOJb30BAHUE JUIS NAHHBIX LEled MOOMIIBHBIX
YCTPOMCTB SIBJII€TCSI €111€ HECOBEPIIECHHBIM U MAJIOMOIIIHBIM.
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— IOpUJMYECKas CTOpOHA — 3allluTa KOH(PUACHIIMAIBHBIX JAHHBIX H KHOEpOE30IacHOCTb.
[TocrostnabIe M3MeHeHMs U OoJiee TIaTeIbHas 3alIUTa JAHHBIX PErJaMEeHTOM U 3aKOHAMHU.

— KOHKYpEHIIMS — OY€Hb BBICOKA CO CTOPOHBI APYTUX Pa3padOTUUKOB B MPOIECCE COTPYAHUYECTBA
C KOMIaHUSIMU, UIYIIUMHU IPOEKTHI B cepe, AOMOJIHEHHON U BUPTYaIbHOM peasbHOCTEH UM TOTOBBIMU
WHBECTHPOBATh B Takue MpoekTh» [10].

[Ipoananu3upoBaB cdepsl BUPTYaJbHOH pPEATLHOCTH MOXHO clejaTh BbIBOA, uTo AR 0Oosee
HOMyJIsipHa M3-32 €€ MEHbBIIEH CIOXHOCTH W 3aTPAaTHOCTH, BEIb II0JIb30BAaTEeNb MOXKET YBHICTbH
JOTIOTHEHHYIO PEaIbHOCTb TJI€ YTOJHO, C MOOMIIbBHUKA, IPOXO/IA M0 YIUIlE, YBUJIEB PEKIaMHbBIN OMII00pA
U MHOTOE JIpyroe, 4ro He ckaxemsb o VR, rae HeoOXoauma crenuaibHash TapHUTYypa Ui TOJHOTO
NOTPYXKEHHUS,, HO CpaBHUBAThb HMX MeEXAy CcOO0Oi MO TMOoJIe3HOCTH He mnpaBwibHO, AR oOneruaer
MOBCETHEBHYIO KM3HB, 2 VR nenaer ®u3Hp 0ojee KpacoOYHOW M BECENIOM, MOrpyXxas MOJIh30BaTeIs B
BUPTYAIbHBIA MUp M OJarofapst KOTOPOMY OH CMOJKeT 3a0biThesi. B [3] Oblia mpoaHanusupoBaHa cdepa
AR, 1o KOTOpoil BHJHO, KaKO€ KOJIOCCAIbHOE KOJIMYECTBO TMOJIb3oBaTese wucmnoib3yer AR dyepes
MOOWIIbHBIE YCTPOICTBA U KaK ObICTPO 3TO YUCIIO pacTeT (puc. 3).
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Puc. 3. KomudecTBo akTUBHBIX TOJIb30BaTeNel MOOMILHOM AR 110 BceMy MUpPY B MIIP]I.
Fig. 3. Number of active mobile AR users worldwide in billions

PE3Y/IBTATBI HCCJIE/JOBAHHUA U HX ObCY/K/IEHHUHE

Paccorpum nmoapobHee UCTIOIb30BaHNE TAHHBIX TEXHOJIOTHIA.

BupryansHas peadbHOCTH, €€ MOKHO HCIIOJIb30BaTh BO MHOTHX cdepax >KU3HHU, YTOOBI 00JIETYUThH
e€ (QyHKIIMOHALHOCTH:

— pa3BiedeHHUs. B OCHOBHOM HCIONB3YETCS JJISI BHPTYAIbHBIX UTP, BEIb 3TO TaK PEAJIECTUYHO,
MOMYJISIPHO U OYEHb BIICYATIISIOLIE;

— o0yueHue coTpyaHUKOB. KpaiiHe mone3Ho cMoaennpoBaTh BUPTYaJdbHYIO pabouyio cpeay, Tne
COTPYJHUK CMO>KET MPOTECTUPOBATH CBOM HABBIKHU, TO OUYEHBb aKTyalbHO B MeJEIMHE, YTOOBI TPOBECTU
BUPTYQJIBHYIO OINEpaIldI0 M HAYYHUTh UHTEPHOB WX Oyaymied modeccuu, Wi K€ MOKapHUKOB IMPOBECTH
TyIIEHHWE BHUPTYaJIbHOTO TOXKapa B OKCTPEHHOW CHUTyallMu; BOXKICHHE caMoJjeTa, oTpaboTKa BOCHHOM
CHAapOBKH U T.1. [4];

— Hayka. B BUpTyalbHOW peaIbHOCTH YYEHBIA CMOXKET TOpa3zo Jierdye MPOBOIUTh MCCIEAOBAHMS,
MO>KHO Ipy00 TOBOPSI IBUTaTh aTOMaMH, KaK B KOHCTPYKTOPE U HCCIEA0BATh HOBBIC BEPIINHBI,

— acTtpoHOMHS. BupTyanbHbIi KOCMOC €O 3BE31aMu Oy/EeT WHTEECEH HE TOJBKO YUYEHBIM, HO H
MOJIB30BATEIIAM OT MAaJIO JIO BEJIMKA;
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— apxurektypa. Heckoiabko JecsITKOB JIET Ha3aJ apXUTEKTOPHI JIeNalid YepTeH pyKaMu, Ha 4YTO
HY>KHO OBUTO MOTPATUTh YHMYy BPEMEHH M HEPBOB, TETIEPh K€ OHH MOTYT JeNiaTh YepTexu u 3D ueprexu
B CHELAWJIbHBIX MpOrpamMMmax, MOJEIHMOBaHME W TOCTOMKA JIoMa U T.[., BCE UYTO OOJEryuT >KU3Hb
u padoty [5];

— pekiamMa — TMepenuia B HOBYIO 3MoXy Omjaromaps TexHojorusMm AR, KOMIIAaHUU TUTaHTHI
IPOIO/DKAIOT MHBECTUPOBATh B HOBBIC MPOCKTHI, Hampumep oauH Toibko Facebook Bmameer 11-10
AR/VR koMmnaHusiMH, KaKk ¥ Japyrue OusHecc-rurantel. Ha (puc. 4) mpemocraBieH rpaguk o0béMa
MHPOBOTO PhIHKA B MIJIH. JOJUIAPOB, JAaHHBIC COOpaHbl OTHOCHTENILHO: BH3yalibHOrO moucka, facebook,
snapchat, tiktok, web AR, in-game, npyroe [6].
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Puc. 4. O6BEM MUPOBOTO pIHKA MOOMIIFHOM JIOMOTHEHHON PEaIbHOCTU B MJTH. JI0JUTAPOB
Fig. 4. The volume of the global market for mobile augmented reality in millions of dollars

JlononmHeHHas peanbHOCTh. PaccMOTpUM MpUMeps! HCTI0NIb30BaHks AR TEXHOJIOTUU B MApKETHUHTE:

— pemenue Siemens. Komnanust caenana AR-nipusioxeHue, 071arogapsi KOTOpOMY JTF000# KIHEHT
MOT BBIOpaTh cebe 2JIEMEHT KYXOHHOU MeOeln, Kak OH OyJIeT CMOTPETh MMEHHO Ha UX KyXHe Onaromaps
Kamepe TenedoHa, WM IUIaHIIeTa OKa3bIBaeT BUPTYyaJIbHYIO KApTHUHKY OyAyIlero MHTepbepa;

— pemenne IKEA. Coznamu npunoxenune IKEA Place, 6maromapst koropomy u kamepe TenedoHa
MOYKHO «IIPUMEPHUTHY JIFOOOW 3JIEMEHT MeOesH B CBOeH KBapTupe, OyIb TO Kpecio, TUBaH, WM KPOBATh,
MOYKHO TIOCMOTPETh BCE YTO YIOJHO, UTO OYeHb y100HO [7, 12];

— HUHCTPYKIMH, KOTOPBIMH YacTO MHOTHe npeHeOperaroT, nusaiiHep Axam [lukapn paspaborain
IPUJIOKEHUE, KOTopoe Bu3yanusupyer cOopky mebenn u3 |IKEA mo uHCTpykiuuu, Omaromaps demy
cOopka MebenH CTAaHOBUTCS rOpasio Jierye U NpusiTHEE;

— O’KMBAIOUIME NMPUHTHI — YACTO HA pa3Hble MPA3IHUKHU JapsAT KPYKKHU C IPUHTOM, a YTO, €ClIn Obl
npuHT Mor asuratbesi? Kommanusi BeaversBrothers paspabotana M0BOJIBHO OpPUTHHATBHBIA BHJI
M03/IpaBJICHHH, YCTAHOBUB Ha Tese(OH NMPUIOKEHUE M HaBeAs KaMepy Ha KPYXKKY C MPUHTOM MOXKHO
YBHUJIETh MIPEKPACHYIO aHUMHUPOBAHHYIO KAPTHHKY, YTO SIPKO 3aIIOMHUTCS U Oy/eT KpaiiHe OpUTHHAIHLHBIM
HOJJapKOM;

— BCE MMOCTENEHHO MEPEXOIUT B LU(PPOBYIO KU3Hb U OYMaKKM HUKOMY HE HYXHbI, HO OMJIETHI Ha
KOHIIEPTHI TIO-NIPEXKHEMY TIeYaTaroTcs, 1 komnanus BeaversBrothers cienanu opuriuHanbHbIe OUITETHI IS
neBuibl Enensl TeMHUKOBOH, pH HaBeJJeHUN KaMepbl Ha ouiieT nosiBisiicst 3D ky0, HaunHalCs OTPBIBOK
IIECHHU, U MEBULIA CBOMM T'0JIOCOM IpHUIJIallaia M0JIb30BaTeNsd HAa KOHLEPT. B pe3ynbraTe rocTd Nomydniu
3apsi SMOIMH U emié 10 KOHIepTa MPOHUKIKUCH aTMochepoii KoHIepTa. To ke camMoe OHH CHENaNH st
OJTHOW aBTOMOOMIJIBHOM KOMIIAHMH, MPU BBIXOZE HOBOI'O aBTOMOOWIIA ObLIa pa3ociiaHa pekjama, cKayaB
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CHEUHATBHOE MPHIIOKEHHE MOKHO OBLJIO TOCMOTPETh aHUMHPOBAHHYIO NMPE3CHTALUIO0 aBTOMOOWIISA, 4TO
OYECHb KPAaCOYHO BBIIJISIEN0 U HAIVISIHO JE€MOHCTPUPOBAIO BCE IIIKOCHI aBTOMOOWIIS, Takas pekjama
OTJIOKUTCS B IAMSITH Y TI0JIb30BaTENIEH.

Xota AR TtexHosoruu He TpeOyroT OOJIBLIIMX 3aTpaT, MX pekiaMy JOBOJBHO JIerde co3/laTh U
1OKa3aTh MOJIb30BaTeNsIM, a pekiama Ha VR ycTpoiicTBax XOTh M OyIeT TOBOJIBHO AOPOTasi, HO, C IPYyroi
CTOPOHBI, OyZIeT B pa3bl KpacuBee U Topas/o Jiydiie 3aroMHuTcs [8].

— Kommnanus VOIVO pemmna BeIycTUTh JTHOKCOBBIH aBToM0OMIL VOIVO XC 90 1 uro 6bl coOpath
npeja 3akasbl 1Mo MakcuMmymy npuMeHwin VR peknamy, u OpeHaupoBaHHbIe oukd Ha 0aze Google
Cardboard. ITosp30BaTeIM MO OKYHYTHCS B BUPTYaJIbHBII TECT IpailB Ha JaHHOM aBTO, YTO ITOMOTJIO
JIOCTUTHYTb IIOCTABJIEHHON L€ U YBEJIIMYEHHUE JOXO0/1A.

— Kro Ob1 HM XOTen, MpoxoAs MO TOPrOBOMY HEHTPY HEMHOTO OTIOXHYTh W PacCiIaOUTHCH,
JaHHYIO 33/lyMKy peanu3oBaia kommanus Merrell, onu ycraHOBHIM MHTEPAaKTHBHYIO CICHY B OJHOM M3
TOPIrOBBIX LIEHTPOB Ha OCHOBE VR WIrpbl, I1€¢ MOKHO ObUIO MPONTHUCH 110 TOPAM U Pa3BIEYbCS B HOBBIX
KpPOCCOBKaX, BBINYLICHHBIX 3ToM KommaHueil. Ilonmp3oBarens Mor mnomo0oBaTbes pPEKIaMON U
pacciabutbes. biarogapsi TakoMy MapKETHHIOBOMY XOJy HOTEHUHUAJIbHbIE IOKyHaTeld MOTJIH
IPOTECTUPOBATh HOBYIO OOYBb B «IIOJIEBBIX» YCIOBHUSX €lIE JO MOKYNKH, a (pUpMa MOBBICUTH CBOM
JTOXOJIBI.

— MmHorue xotenu O0bl TOOBIBATH HA 3aBOIE 10 MPOM3BOACTBY UX JIFOOMMBIX CIaI0CTEH, 0COOEHHO
JIeTH, HO OOJIBIIMHCTBO 3aBOJIOB B NPHUHIMIIE HE NMPOBOAAT 3KCKYPCHUHU, WM K€ OHM HAXOJATCS OYCHb
JIAJIEKO OT MECTa )KHUTEIbCTBA U MyTEIIECTBUE Ty/1a CTAHOBUTCS HEBO3MOKHBIM. Kommanus Oreo pemmia
IPOBECTH HEOOJBIIYI0 AIKCKYpCHUIO II0 CBOEMY 3aBOJy W IPOBECTH aHMMUpoBaHHBIH VR-Typ mno
CO3/IaHMI0 UX HOBOT'O BHJA IIE€YEHbS, YTO MPOU3BEIO OTPOMHOE BIIEUaTIEHHUE Ha MokKynarened. Buneo B
dopmate 360 rpagycoB coOpano Gonee 3 MIIH. TPOCMOTPOB 32 HECKOIBKO MECSIIEB.

— Kowmmanus General Electric monuia nasnpiie u noka3saina He OOBIYHYIO aHUMAIUIO MO CO3JIaHHUIO
CBOEM MpOAYKIMH, a MpoBeja HacTosmylo VR 3KCKypcHio MO MX LIeXy M IOKaszaja IOIIaroBo, Kak
CO3JIAI0TCS UX TYpOUHBI.

— BriOupars Mebenb a1 cBoei KOMHATHI ¢ MOMOIIbIO «MOOUJIBHHUKA», KOHEYHO, OYEHb yI00HO,
HO MOXXHO M KyOHUTb KBapTupy c mnomoupio VR-mpunoxenuns. OHO TO3BOJSET MOXOAUTH IO
BUPTYaJIbHBIM KBapTHpPaM U OCMOTPETh MX, HE BBIXOJIS U3 JI0Ma, YTO OYEHb ITOMOXKET U 00JIErYUT BHIOOD
Oymymero mecra )urenbcTsa [9].

— C nomoupto AR MOXHO Takke mnpopabarsiBaTh pasHble curyauuu YC nans oOydeHus
IIKOJIbHUKOB U Pa3BUTHSI KPUTUYECKOTO MBIIIJIEHUS 3a CUET «IIPOKUTOT0» OIIbITA.

[Tomumo oOyueHusi MIKOJBHUKOB TAaKXKe II0JIE3HO OYIEeT pa3BUTbCA B CTOPOHY OOy4YeHUs
CIEIMAJINCTOB, XOTh TAKUE MTPOEKTHI Y)KE CYLIECTBYIOT, UX €IIE MAJIO U, CIEI0BATENbHO, PHIHOK HE 3aHST,
YTO JAaeT BO3MOKHOCTh KOHKYPUPOBATh C PA3IMYHBIMU KOMITAHUSIMH.

B 2020 rony npomaxu OYKOB JOMOJHEHHOW peasbHOCTH cocTaBmiu 250 ThIC. en., kK kKoHIy 2022
rojia UX KOJM4YecTBO BhIpacteT Oojee ueMm 410 Tric. en. Ilo mpornoszam B 2024 roxy Oynet npoaano 3,9
MJIH €]1. TOJOOHBIX YCTPOMCTB, uTo B 15 pa3 6ombie, yem B 2020 roxy.

CornacHO TpPOrHO3aM, TEXHOJOTUsl BHUpTyalbHOM peanmbHOocTH (AR m VR), mpunocsmas no
nangemuu 7,9 mapa gomnapos CIIA B 2018 rony, Beiiiaer Ha ypoBeHb 110 44,7 mupa nomnapos CIIA k
2024 romy. MupoBOW pPBIHOK JOIOJHEHHOW PEAIbHOCTH, BUPTYaJIbHOW PEANTbHOCTH W CMEIIAHHOH
peanbHOCTH AocturHer 30,7 mapa nomnapos CIHA B 2021 roxgy, a k 2024 roxy Beipactet noutu 10 300
wipa potapoB CIHIA. O0weMm pbiHKa qomnoiHeHHOH peanbHocTd B 2020 roay coctaBui 12,56 mipn
nosutapos CIIA, ipu 3ToM pacxobl Ha AR-pelieHns yBeInunBaroTCs.

B 2024 romy mnanupyetrcs pe3kuii ckadok oObema pbiHka AR m VR no 12,19 mupa gomnapos
CIIIA. Ceituac xe Bcero 3,89 mupa pomtapos CIHA (2020 rox) yXoauT Ha TEXHOJOTHMU BHUPTYalbHOU
peansHocTH [11, 13].
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3AK/TIO9EHUE

Pa3BuTe TEXHOJOTMH Ha JaHHBIH MOMEHT SBJISIETCS CaMbIM IJIABHBIM JUIS 4YE€JIOBEUYECTBA, HE
TOJIBKO IJIA o0eryenns HOBCGHHGBHOfI JKHU3HHU, HO U BBI2KMBaHUsI, MCAUIIUHBI, 06y‘ICHI/I$I, BOCHHBIX U T.H.
BuptryanbHas peanbHOCTh M JONOJHEHHAs PEalbHOCTh YCKOPEHHO pPa3BMBAETCS, YTO €CTh OOJbIIUM
IUTFOCOM. BupTyanbHas peaabHOCTh ObLIa MpUIyMaHa B OCHOBHOM IS pPa3BIICYCHHI, TENEPh KE OHA
UCNONb3yeTcsl W A 00ydeHuss MNpo(ecCHOHANbHBIMM HaBbIKAMH  BBICOKOKBAJIU(HIIMPOBAHHBIX
CHELMAINCTOB, YTO B HACTOAIIEe BpeMs KpaitHe HeoOxomumo. Tak Kak, Hampumep, ropasfo JIydiie
MEAMKY IOTPEHUPOBATHCSI B BUPTYAJIBHOM IIPOCTPAHCTBE MPOBECTH OIEPALMIO, YEM TPECHUPOBATBHCS HA
MaHEKEHaX, WM CICAUTh 3a CaMUM IIPOLECCOM OIE€paluu CO CTOPOHBL. Tak K€ M JOIOJIHEHHas
pPEAIBHOCTb, XOTh OHA M UCIOJIB3YETCS B OCHOBHOM ISl KPACHBOMW PEKJIaMBbl, €€ IMOTEHIUAN TOKE OYCHb
BEJIMK U ITOJHOCTBIO €lIE HE PACKPBIT.

Bce Mbl Buzienu GuiabMbl U3 Oyayluero, rie JeTaloT aBTo, JH0AU CO3BAHUBAIOTCA 110 OJI0rpaMMaM,
BCE 3TO BO3MOXKHO W paHO, WIM TO3AHO OyAeT TOXE pealn30BaHO U TOTAA 3TO yKe He OyIer
PEAIBHOCTBIO, a ITOKA 3TO BBIMVISIANAT U 3BYYMT KaK CKa3Ka.
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AHHOTAIINA

Ponp ysa3BumMocTeil B 3amuTe MHGOPMALUU 3aHUMAET OOJBIIYIO HUIIY, UL TPAaAMLHUOHHON
0JTHO(AKTOPHON ayTeHTU(UKALIUU SIBJIACTCS CEPhe3HOW MPOOJIEeMON Kak JUIS CICIHAIUCTOB IO
0e30MacHOCTH W WCCIeNoBaTele NaHHOW mpoOieMbl. PemeHuit 0€30MacHOCTH TOJDKHBI OBITh
CBOCBPEMEHHBIMH W TPOAYKTHBHBIMHA. B JaHHOM HampaBleHHW ObUIM pa3paboTaHbl HOBBIE
TEXHOJIOTHYECKH MPOJBUHYTHIC HHCTPYMEHTBI MHOTO(AKTOpHO# ayTeHTH(ukarmu. Multi-factor
Authentication (MFA). [lannas TexHOJOrMs coueTaeT B ceOe JjaBa wWid OoJjiee THUIIOB
ayTeHTHU(UKAIUHN I 00ECTeYeHNsT W YIYUIIEHHUS JOIMOIHUTENBHBIX CIIOCOO0B 0€30MacHOCTH
ayTeHTU(UKAIMKA ToJb3oBaTeneil. PaccMOTpuM U mpoaHaTM3UpyeM HEKOTOphIe CIOCOOBI
peanuzanuy MHOTO(aKTOPHOH ayTeHTH(hUKAIINH.

KawueBbie cioBa: ayreHTH(uUKauus; MHOTOGaKTOpHash ayTeHTH(OUKAIMS; HPUHIUIBI
ayTeHTHU(UKAIUH; CTIOCO0BI peanu3anuu MHOTroQakTopHOH ayTeHTHGuKkammm; MFA
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Abstract

The role of vulnerabilities in information security occupies a large niche, for traditional one-
factor authentication is a serious problem for both security specialists and researchers of this
problem. Security solutions must be timely and productive. In this direction, new technologically
advanced multi-factor authentication tools have been developed. Multi-factor Authentication
(MFA). This technology combines two or more types of authentication to provide and enhance
additional security methods for user authentication. Consider and analyze some ways to
implement multi-factor authentication.

Keywords: authentication; multi-factor authentication; authentication principles; ways to
implement multi-factor authentication; MFA
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BBE/IEHHE
C pa3Butnem MHTEpHETA CTanM AOCTYIHBI pa3jIMyHble BUABI OHJIAalH-cepBHCcOB. OnHako MHTEepHeT
He o0ecre4ynBaeT MPsAMOro B3aMMOJAEHCTBHS MeXAy Iojb3oBarensiMu. HeBo3MOXHO —Qusnuecku
ayTeHTHU(ULIMPOBATh IOJIb30BATENEH JUIsl OCTyna K BaXKHBIM pecypcaM. IlostoMy ayTeHTHUKAIL
3aKOHHBIX I10JIb30BaTENIEd HHTEPHET-YCIYT UMEET IEPBOCTEIIEHHOE 3HAUYCHUE.
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Jns  ayreHTUUKANUKA  TOJNB30OBATENIed  M3HAYAIBHO  HCIIOJNB30BAM  OJHO(MAKTOPHYIO
ayTeHTU(UKALMIO, HO C POCTOM YS3BUMOCTEM M PUCKOB CTaja ocTpas HeoOXOAMMOCTb B ee Oolee
TIATEIbHOM 3amuTe [1].

HecMoTpst Ha CBOIO pacnpoOCTPaHEHHOCTb, CUCTEMBI 3aLUTHI ApOJIeH AOCTATOYHO CJIa0bl C TOUKU
3penust 6e3omacHocTH. Ecian 0003HaunTh cTporue TpeOoBaHus K Mapoiro (apoiu JTOJKHBI COCTOSITh U3
8-16 cUMBOJIOB, HpPEACTABIATh COOOM ICEBAOCIYYaiHYyIO IOCIEI0BATEIbHOCTh M COAEP)KaTh OYKBbI
Pa3HBIX PETHCTPOB, HUGPHI U CHENUATbHbIE CHMBOJIBI, IIPH ATOM HapOJId HEOOXOIUMO MEHATH KaXKable 3
Mecslla ¥ HUCI0Jb30BaTh Pa3HbIC MapoJIM JJIA Pa3HbIX PECYpCOB), TO TO YCIOXKHHUT UX 3allOMUHAHMUE.
[IpenocraBnenue oOmIEro JOCTYMa K MapoOII0 MOXKET OBICTPO MOCTABHTH BAlly YYETHYIO 3alMCh O]
yrpo3zy. Kpome TOro, HeaBTOpPHM30BaHHbIE IOJb30BATEIM MOTYT MONBITATHCSA IOIYYUTh JOCTYN C
MIOMOIIIBIO «aTaK METOIOM Iepedopay, «paay HbIX TaOIUID), UM METOI0B COLMAIBHON WHKEHEPUH.

Komnanusi, Beaymas CcBOK JeSTElNbHOCTb B cdepe HHPOPMALMOHHON Oe30macHOCTH,
«JIaboparopust Kacnepckoro» cobpana aHOHUMHU3UPOBAHHYIO CTAaTUCTHKY: 150 Thicdu poccusiH 3a
nepuoJi ¢ sHBaps 1o ceHTsa0pps 2022 roaa noaBeprivch kudepaTakam, HalleJICHHBIM Ha Kpaku naposieit u
JIOTHHOB OT YYETHBIX 3aIMCeil B MECCEHIKEPax, COLICETSX, UTPOBBIX CEpBUCAX, OHIAWH-0aHKaX.

370YMBIIUICHHUKH HUCIIOJB3YIOT BHPYCHI-CTUJICPBI (TPOSIHBI) AJIsl KPakKH Mapojied M YYETHBIX
JAHHBIX U3 Opay3epoB M MECCEHKEPOB JJIsi KOMITBIOTEPOB. DTH BHUPYCHl HAXOIAT HH(POPMALUIO B
cucteMHbIX (aitmax Windows i B peectpe, 3aTeM OTIIPABISIOT JaHHbIC MOIICHHUKaM. [1]

C nmuBepcuduKanyeil ¥ M30IMPEHHOCTHI0 XaKEPCKUX METOJ0B O€30MacHOCTh M ayTEeHTHU(UKAIUS
OoJbllIe HE 3aBUCAT UCKIIOYUTEIBHO OT €€ MJEHTU(UKaTopa M ayTeHTU(HUKALMU 0 Mapoiro. Takum
00pa3oM BO3HHKAET MOTPEOHOCTH MCIIOIB30BAHMUS JOTIOTHATEIBHBIX (PAKTOPOB ayTeHTU(DUKAITUH.

OCHOBHAA YACTh

[Tpouecc ogHOpaxkTOpHON ayTeHTU(UKAIMU UMEEeT cTaHiapTHoe omnucaHue. [lonb3oBarens s
cBOEH MACHTU(UKAIMK ONpPABISAET UASHTU(UKATOP — X B CUCTEMY, KOTOpasi MPOBEPSET €ro, BBIYUCIASA
dyukuo F(X) Ha momydeHue BEpHOTO COXPAaHEHHOTrO 3HaueHHs Y. MHorodakTopHas ayTeHTH(UKAIHS
(MFA) — 510 MeTon uaeHTH(UKAIIMK TOTb30BaTENs, KOTOPBIH coueTaeT B cebe psja ayTeHTH(UKAIHI
Pa3HBIX TUTIOB.

O cuiie MexaHu3Ma ayTeHTU(UKALUU MOXKHO CYyIUTh IO TOMY, OT CKOJIBKUX (PaKTOPOB OH 3aBUCHT,
yeMm OoJibllIe JIOMOJHUTEIbHBIX YPOBHEHW Oe3omacHOCTH OyneT HpHUMEHEHOo, TeM 3(]QexTuBHee Oynaer
3alUTa YYETHOH 3a1ucu OT HECAHKIIMOHUPOBAHHOTO JIOCTYTA K aKKayHTaM MOJIb30BaTeNeH.

dakTop ayTeHTH()UKAUU — ITO KATErOpHs YYETHBIX NAHHBIX, WCHOJB3YEMBIX [UIS TPOBEPKU
auaHocTH. g MFA kaXIblii [OMOTHUTEIBHBINA dJIEMEHT MpeAHa3HAYEH /ISl TIOBBIIICHUS] YBEPEHHOCTH
B TOM, SIBJSIETCSI JM TOMJMHHBIM HIACHTUPUKATOP OOBEKTa, 3alpalldBaOIIEro JOCTYN K CUCTEME.
Hcnonp3oBaHne HECKONBKUX (OpM ayTeHTH(PUKAIMKA MOXET 3aTPyAHUTh paboTy XakepoB. Bwiaensior
TPU OCHOBHBIX (haKTOpa JUisi MHOTO(paKkTOpHO# ayTeHTHduKamu (puc. 1) [2].

[TepBbiii ¢akrop — ¢dakrop 3HaAHUS — HHPOPMAIMA, WU3BECTHAs TOJIBKO IOJIB30BATENO. ITO,
HanpuMep, MapoJid, CEKPeTHbIe BOMPOCHI U OTBEThl HAa HUX, KOJOBBIE CIIOBAa, HJAECHTU(UKAIIMOHHBIE
Homepa (PIN-koas1) u npyroe. UtoOsl ucnonbs3oBath (aktop 3HaHUH 111 MFA, monp3oBaTens JOMKEH
BBECTU MH(OPMAIINIO, KOTOPasi COOTBETCTBYET CBEICHUSM, PAHEE COXPAHEHHBIM B 0a3€ TaHHBIX.

Bropoit dakTtop — dakTop BiageHHs — JIOOBIE MpPEIMEThl, NpUHAUIekKAIUE OOBEKTY
ayreHTu(uKanuu. K TakuMm npeameraM OTHOCSATCS TOKEHBI 0€30MacCHOCTH, CMapT-KapThl 71 TeHepaluu
0JTHOPa30BbIX KOJ/IOB, CUM-KapTa MOOWJIBHOTO TeedoHa u Apyroe.

Tperuit ¢paktop — dakTop CBOMCTBA — K 3TOMY (DaKTOPY OTHOCATCS KaKue-TuOO OMOMeTpHuecKue
JTaHHbIE (OTMEYaTKH MANbIIEB, PUCYHOK PaAyKHOW 0OOJIOUKH IJIa3a U CEeTYATKU, TE€OMETPHUS KUCTH PYKH,
OYepTaHMsI U pa3MepPHI JIMIa, TEMOPBI r0JI0Ca, PUCYHOK BEH) HIIH MOJIE/b moBeaeHus [3, 4].

[TomMumo ocHOBHBIX (hakTopoB MFA, HCIIONB3YIOTCS TaKXKe JOMOJHUTENbHbIE (puc. 1). [5]

@akTOp OCHOBaHHBIE HA MECTONOJOKEHUH U BPEMEHU — MHCIOJNb30BAHHE METAJAaHHBIX U
napameTpoB ceTH, koopauHat GPS, a Taxke pacro3HaBaHHME allapaTHBIX CPEJCTB, C MOMOIIBIO KOTOPBIX
coBeplIaeTcs ayTeHTU(UKAITHS.
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®DakTOp HAa OCHOBE HCIOJB30BaHUS COIMAIBHBIX CETEH — HCIIOJNBb30BAaHHE NaHHBIX BeO-caiita,
KOTOPOMY II0JIb30BaTeb MPEAOCTaBUI paspenieHue. Cpear HMCIOIb3yeMbIX JaHHBIX — Mapoiib U UM
MIOJIb30BATEJNS U COBEPILIECHHS BX0JIa Ha OHJIAH-PeCcypcC.

dakTop Ha ocHOBe puckoB (amantuBHass MFA) — coderaHue aJanTHBHOW ayTCHTH()UKAIUH U
QITOPUTMOB BBIUMCIICHHUS PUCKOB. DTa ayTCHTH(UKAIUS MPEIHA3HAYCHA Ui YMEHBIICHUS KOJIUYEeCTBA
U30BITOYHBIX BXOJOB B cucTeMy [6].

MHuorogakTopHOil ayTeHTH(PHKAIUS covyeTaeT B ceOe JBa WM Ooliee THIOB ayTeHTU(UKAIINU,
yTOOBI 00ECIEeUnTh Y4 W Oe30macHbIil croco0 ayTeHTHdUKauu mnojb3oBaTeneit. [lenprto MFA
SIBJISICTCSL CO3/IaHWE MHOTOYPOBHEBOH 3aIlMTHI, KOTOpasi 3aTPYyIHSIET HECAHKIIMOHUPOBAHHBIA JOCTYN K
IEeNM — BBIYHCIMTEIBHOE YCTPOMCTBO, CETh, 0a3a MaHHBIX, (U3UYECKOE MECTOIOJIOKCHHE M JaKe
KOMITPOMETAITUS OJTHOTO (haKTOpa MM €T0 HApyIICHHUE HE JacT eMy JOCTYIIa, a MPUAETCS eIle TOTPATUTh
BpEMsI JJIs TIPEOJIOJICHUS €Ille HECKOIBKUX 0aphepOoB ISl OKOHYATEIIBHOTO POHUKHOBECHUS HITH B3JIOMA.

MHorodhakTopHas ayTeEHTUChHMKALMS

Puc. 1. ®akropsl ayTeHTUUKALIUN
Fig. 1. Authentication factors

PaccmoTpuM HEkOTOpBIE U3 crioco6oB peanuzanuu MFA.

buomerpuueckas ayreHthdukarmms. [lpy  TakoM THIE ayTeHTH(PUKANWWA  HCIOJB3YETCS
COBOKYITHOCTh HECKOJIbKMX OMOMETPHUYECKHX TEXHOJOTHi. B cOBpeMeHHOM mMoaxoje, OMOMETpHUIECKHe
XapaKTePUCTHKN MOYKHO Pa3JIe)IuTh Ha JIBA OCHOBHBIX KJlacca:

— (U3NOIOTHYECKUI KJIAaCC TPEJCTABISIET COOOMW: OTIMEYATKH TaJIbIIeB, pacliO3HABAHHE JIAI[ H
pamy’xHOM 000JI0UKH, TEOMETPHUS PYK, T0JIOC (TIOCKOJIBKY Y pa3HBIX JIFOJICH pa3Hble CBOMCTBA royioca);

— TOBEJEHYECKH KIIACC CBSI3aH C MOJIETBIO TIOBEICHUS YeTIOBEeKa - MOANUCH, TUHAMUKA HaXaTHS
KJIABHII ¥ MaHepa pedr. [ 0J10¢ MOYKHO OTHECTH U K pu3uoaoruueckomy dakropy [6 -8, 15].

Henasno Obina pa3zpaboTaHa HOBasi TEHIEHIUS, KOTOpas 0OBEAUHSIET YeIIOBEUECKOE BOCIIPUSITHE C
KOMITBIOTEPOM — 0a3a JIaHHBIX B HHTep(delice MO3r-MalimHa. JTOT TMOJXOJ] HA3bIBAIOT KOTHUTHBHOM
OMOMETPHUKOM — OCHOBaHA Ha JaHHBIX O CIeNU(PUUECKON peakluyd MO3ra Ha pa3IpakUTeIH, KOTOphIE
MOTYT OBITh UCITOJIb30BAHBI JIJIS 3aITyCKa ITOMCKa B KOMITBIOTEPHOH 0a3e TaHHBIX.

bromMeTrpuueckne cucTeMbl MOTYT BBIMIOJHATH JIB€ (PYHKIIMHU: BEPUPUKALUIO U ayTCHTU(UKAIIHIO.
CrnenmoBateinbHO, HCIIOIB3yEMbIE METO/IBI, TOJDKHBI OBITh JJOCTATOYHO HAJEKHBIMU, YTOOBI MOKHO OBLIO
UCIIONIb30BaTh 00€ O3TH BO3MOXXHOCTH OJHOBPEMEHHO. B Hacrosiiee Bpemsi pa3padaThiBalOTCA
KOTHUTHBHBIE OMOMETPHUYECKHE CHCTEMBI, KOTOPBIE HCIIOJIB3YIOT PEaKIMI0 MO3ra Ha OOOHSTEIhHBIE
CTUMYJIBI, PACTIO3HABAHKE JIUIl 1 YMCTBEHHBIE CTIOCOOHOCTH JJIsl IOMCKA B TIOPTaX M 30HAX MOBBIIICHHOM
0€30MacHOCTH.
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CymecTBytoT npyrue crpareruu paspaborku — JIHK, reomerpus pyk mo ormevarkam JajoHEH,
X0Jp0e, ceTyaTKu, pPUCYHKE BEH Ha pyKax, 3alaxoB, TepMOTpaMMe JIMIla M YUIHOM KaHaje, KOTOpbIe
BHE/IPSIIOTCS. BCe OOJIbILE /IS PEHICHUH pa3INYHBIX Yyrpo3 B MHPOpPMAaLMOHHOHN Oe3zomacHocTH. Tak kak
JaHHbIE HEMOBTOPUMBI HCIIOJIb30BaHHE OHMOMETPHUM IIOMOTaeT JOCTUraThb BBICOKOM CTENEeHH
0€30I1aCHOCTH, KOTOPYIO €Ie HY>KHO OUY€Hb CEPhE3HO J10padaThiBaTh U pa3BUBATh.

Pucku koMmpoMmeranuu pacrpezesieHHON 0a3bl JaHHBIX OWOMETPUYECKHX JaHHBIX, KOTOphIE
OPUMEHSIOT B TNPHIOKEHHAX O€30IacHOCTH, MMEIOT BBICOKHH YpOBEHb TMIPU  OIpPENEICHUHU
KOH(UICHIIMATBHOCTU OTAEIbHBIX JIUII U, CJIEI0BATEIbHO, O Hepa3IlalleH!H. Pa3BuTus u myTu perieHus
B HEOOXOJUMOCTH TaKuX 0a3 JAHHBIX MOKHO JOCTHYb ITyTeM I'PaMOTHOTO NMPUMEHEHUsS OMoMeTpuu 0e3
ymiepOa a1 6€301MacHOCTH

buomerpuueckas kpuntorpadus. [Ipum Takom crocobe MaHHBIE 3alUIIEHBl C HCIOIb30BAaHHEM
CUCTEMbl CHMMETPUYHOTO MHU(PPOBaHUS, B TO BPEMs KaK CUCTEMbI C OTKPBITHIM KIIIOYOM HCIIOJIb3YIOTCS
i uA@poBBIX ToxmUced W Juis 0e30macHOro OOMEHa KIo4YaMy MeXIy Tmojib3oBaremsimMu. Ot
MoJib30BatTeNs TpeOyeTcs BhIOpATh JIETKO 3allOMUHAIONIMIICS KOJA JOCTYIa, KOTOPBIM UCHOIB3yeTCs AJs
mmdpoBaHusl KpUNTOTrPahUIECKOro KIrova. 3aTeM dTOT 3alM(pPOBAHHBINA KIIOY MOXKET OBITh COXpaHEH
Ha JKECTKOM JUCKE KOMIbIOTepa. UTOOBI MOTYyYUTh KPUNTOTpapUUECKHil KIFOY, MOJIH30BATEN0 HY>KHO
BBECTH IapOJib, KOTOPBIH 3aTeM OyIeT UCIOIb30BaH /i pacimdpoBku kioda. [9, 10]

EcTb pasHble mpuMeHseMble METOIbI AJIS 3alIUThl KI0Ya C TMOMOIIBI0 OMOMETpUH, HApUMeEp —
yIAJICHHOE CONOCTaBJICHHE INAabJOHOB M XpaHeHWe Kirouei. Ero mposepsror myTteM 3axBara
OMOMETPUUECKOro N300paKEHHSI M CPABHUBAIOT C MIAOJIOHOM, MPOBepsieTcs BepuUKaIUs MOIb30BaTEN —
CJIEZIOBATENILHO KITFOY BBICBOOOXKIAeTCsl M3 0€30MacHOro XpaHuwiuia. J[anHeiii MeToa ya00€eH, Tak Kak He
HY’KHO 3allOMMHATh CBOM MapoJib, U OH OTIMYHO MOIXOAMUT ISl MPUIIOKEHUH (PU3NYECKOro OCTyMa, B
KOTOPOM KIJIFOUH, IMAOJOHBI XpaHATCS B 0O€30MacHOM MecTe, T.K. OTJENIEHBI OT yCTPOWCTBAa 3axBaTa
n3o0paxkenuss. [Ilpm nmaHHOM MeTo/e HEOOXOIMMO OOECHeYuTh 3allUTy JIMHWUA CBSI3UM  OT
MOJICTYIINBAIONINX YCTPONCTB. MHUHYCOM SIBISIETCS TO, YTO MPU KCIOJIB30BAHUM JAHHOTO METO/Aa Ha
NEPCOHATBPHOM KOMITBIOTEpPE, KIIFOUH Yallle BCETO XPaHATCS B OTKPHITOM BHJIE HA KECTKOM JIUCKE U 3TO
COCTaBJISIET OIACHOCTb.

Crnenyromuii METOJ COCTOMT B COKPBITHH KPHITOTpaQHUUecKOoro KJoYa B CaMOM INabJIoHE
pETUCTpAIMU C TIOMOIIIBIO IOBEPEHHOI'0 (CEKPETHOr0) ajlropuT™Ma 3aMeHbl OMTOB. PaboTa coCTOHUT B TOM,
YTO TIOCIE TPOXOXKICHHUS AayTCHTU(UKAIMHM [TaHHBIM anropuTM OyneT H3BJIeKaTh OWTHI KiIoYa W3
OTIpeIeIEHHBIX MECT M BCTABJIATH IAHHBINM KJIIOY B cucTeMy. Tak Kak TaHHBIM KpUNTorpadhudecKuil Ko
Bcerga OyneT W3BJIEKATHCS M3 OJHOTO M TOTO K€ MECTONOJOKEHUS MPHU KXKAOH ayTeHTU(HUKAINH
Jpyroro TIOJIb30BaTeNs, CIEeIOBAaTEIbHO, AaTAaKyeMblil CMOXXET JIETKO ONpeAeauTbh OUTBI M HX
pacrioyio)keHue, KOTOphle W ONpPEACNSIOT MTaHHBIA KIF0Y, YTO JacT BO3MOXKHOCTH BOCCTaHOBHTH
BCTPOEHHBIN KITI0Y U3 J1I000r0 1m1adI0Ha IPYyTUX MOJIb30BATENCH CUCTEMBI.

Tpetwii ke MeTOx WCIONB3YeT ITaHHbIe, KOTOpPhIe OBUTM IOJyY4eHBl M3 OHOMETPUYECKOTO
u300pakeHus, T.e. O3TO OHOMETpHUYecKHWi MmAabJIOH, KOTOpBIH HCIIONB3yeTCs B KauecTBe
Kpunrorpadguyeckoro kiroda. Pabora 3akiodaeTcss B CIEMYIOIIEM, IIOCIE PErHCTPalydd IPOIECC
OroMeTpuueckoro mudpoBaHusi 00bEIUHIET OMOMETpHUECKOe U300pakeHre ¢ NU(POBBIM KITHOYOM ISt
CO3/MaHMs 3alMIleHHoro Osoka naHHbIX (Bioscrypt), rae unudpoBod KIOY HCHONB3YETCs Kak
Kpunrorpadguueckuii kmod. T.e. MaeT MpoBepka OMOMETPUYECKOro IMH(pOBaHUs, INie H3BIEKACTCS
KpunTorpapuueckuil Kiod, 00beAUHSIOMMNA OMOCKPUIIT U OnomMeTpuieckoe n3obpaxenue. T.e. mporecc
JTaeT HEeKpaTKHUE OTBETHI MPU OMOMETHYECKOM MH(POBAHUU — Ja WU HET, a TOMOTAET JIETKO MOTYYHTh
BBITYCK KIFOYa, IIyTeM W3BJICYCHHUS €ro W BOCCO3/aHUS IyTeM oOwvenuHeHHs Bioscrypt wu
OMOMETPHUECKOTO N300pasKEeHHUS.

AnmapartHble TOKEHBI. ATapaTHBIM ayTeHTH(UKATOP — YCTPOHCTBO, KOTOPOE BIIJIEEI] HOCUT C
cOOOM /IS TIONTydeHUs pa3pelieHnus Ha JOCTYI K KaKMM-THO0O0 ceTeBbIM pecypcaM. Dusnyeckre TOKEHbI
obecrieunBaroT (pakTop BiIaAeHHS TSI MHOTO(AKTOPHON ayTeHTH(HKAIMU, YIyUdIIEHHOW i1 OAaHKOB M
NOCTABIIMKOB MNPUJIOKEHUH, KOTOPHIM HEOOXOAMMO 3allUTHTh HECKOJIbKO INPHIOKEHHH Ha OIHOM
YCTPOMCTBE, MyTeM ayTeHTH(HUKAIMUA C TOMOIIBI0 OJHOPa3oBbIX KOMOB [2]. Kakmplii TOkeH umeeT
YHHUKAQJIBHBIA CEKPETHBIM KPUNTOrpaUYecKUid KIII0Y, XPaHSIIUICS BHYTPU HETO, UCHOJIB3YyEeMbIH s
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YCTAQHOBJICHHSI JIMYHOCTH TOKEGHA IIOCPEICTBOM  «pyKomoxarus»  (3ampoc-otBet). CTOpoHa,
YCTaHABIIMBAIOWIAsl AyTEHTHU(HUKALUIO, OTIPABIAET 3ampoc, OTBET HA KOTOPBIA BBIYUCIACTCA C
UCIIOJIb30BAaHUEM CEKpPETHOro Kitoya. lHorna BBI30B HESBHO NIPUHHMMAETCS 3a TEKYIIEEe BpeMs.
CekpeTHBIH K104 HUKOTa HE JJOJDKEH MOKUIATh TOKEH. [1oMbITKY B31I0MaTh TOKEH, YTOOBI BOCCTAHOBUTH
KJIF0Y, JTOJDKHBI MPUBECTH K YHHUUYTOXKEHHIO KiItoua. AyTEeHTH(UKALUS MOJIB30BATENS MO TOKEHY MOXKET
ObITH OCHOBaHAa Ha mapoiisix B Buae PIN-kona (inyHoro uaeHtudukannoHHoro HomMepa). C TeXHUYECKOM
MO3UIUH JTy4dlllel KOMOMHAIMEH eCTh OnoMeTpudeckas ayTeHTH(HUKAIUS TOJIb30BaTeNIeld IO TOKEHY C
JTanbHEHIIeH B3aUMHON KpUNTOrpaduUecKor ayTeHTH(UKAIMEH MEXKIy CHUCTEMHBIMH CIy>KO0aMu |
TOKEHOM.

AyTeHTU(]UKAIMS HA OCHOBE TOKEHOB CETOJHSI SBIJIAETCS TEXHUYECKOW PeabHOCTbIO, HO €l Bce
elle HE XBaTaeT 3HAYUTEIbHOTO IPOHUKHOBEHHS HA pPHIHOK. MHOIME CYyIIECTBYIOLIUE CHCTEMBbI
UCIIONIB3YIOT HACTOJBHYIO Pa0Ouyr0 CTaHIMIO B KaUeCTBE «TOKEHa» JUIS ayTEHTHU(UKALUU C OCTAIBHOM
gacTeio cetd. Kpunrorpaduueckuii K04 BBIYHCISETCS pabodeld CTaHIMEeld Ha OCHOBE TMapoist
MOJIb30BAaTENsl, HA OCHOBE KOTOPOU paboyas CTaHIUS ayTEHTH(PHUIIHPYET B CETH.

PE3YJIBTATBI HCCJIE/IOBAHHA H UX ObCYK/IEHUE

Ha ceromusmnuii geHs posnb OU(GPOBU3AIMHN OYEHb 3HAYMTEIbHA M OHA OOJBIIMMH TEMIIAMU
IPOHMKAEeT BO BCE HalpaBlIieHUs COBpeMeHHoro oomectBa. C IOCTENEHHBIM HCYE3HOBEHUEM
TPaJULIMOHHOIO croco0a BeleHUs OHM3HEca B PpEAIbHOM IPOCTPAHCTBE M COOTBETCTBYIOLIUM
YBEJIMYEHUEM YHUCIIA TPEANPUATHIA B KUOEPIIPOCTPAHCTBE HAOIIOIAETCS YBEIMUEHHE YacTOThI, C KOTOPOM
MOJIb30BATENH JIOJDKHBI HACHTH(QHUIUPOBaTh cebs omimaiiH. K cokaleHuro, 3TO TakkKe MPHBEIO K
COOTBETCTBYIOLIEMY YBEJIHMYEHHUIO CIIy4yaeB KHOEPHPECTYHNHOCTH, YTO CO3JaeT MpobiemMy A ypOBHEH
0€30MacCHOCTH CUCTEM YTIPaBJICHUS UIECHTH(PUKALUEH.

IMo nmammeiM Positive Technologies B mepBom kBaptane 2022 roma araky HampaBiCHHBIC Ha
YaCTHBIX JIUI] YUETHbIE JaHHbIe AOCTUIIIN 46% ciyyaeB OTHOCSIIUXCA K 00LIeMy 00beMy MOXHUIIEHHON
uH(pOpMalliK; BO BTOPOM C IIOMOIIbIO MIOCTOSHHBIX aTaK Ha pa3jMuHble BeO-pecypchl JaHHbIE BO3POCIIH
no 22%, 4to B mpenblaylieM KBaprtaie cocTaBisuio 13%. 3a cdyeT mpoBeneHHBIX aTak € IMOMOIIbIO
KOMITPOMEHTAIIMY U 110100 YUETHBIX JJAHHBIX Ha BeO-pecypcax, COIL.CeTAX U aKKayHTax KomaHuii [14].

800
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® 2021 @ 2022

Puc. 2. KonnuectBo atak B 2021 u 2022 ronax (1o kBapTajam)
Fig. 2. Number of attacks in 2021 and 2022 (quarterly)

CrnenoBatenbHO HEOOXOAMMBI HAJESKHBIE U 0€30MaCHBIE CUCTEMbI YNpaBJICHUS UACHTU(HUKAIMEH,
KOTOpBIE  KOHTPOJIUPYIOT ~ BCE  MEXaHM3Mbl  ayTCHTU(HKALUHK, aBTOPH3allMM M  ayAuTa
UICHTU(PUKAIIMOHHBIX JaHHBIX MOJb30BATENS — ayTeHTH(DUKALUS SBISETCS OJHUM M3 TaKUX KITIOUEBBIX
cpencTB oOecriedeHus] OE30MACHOCTH M MPHUMEHSAETCS BCE 4allle, HAIpUMe MM YIPaBICHUH HpaBaMu
JOCTYTa, KOMMYHUKALUSMH, OHJIAH-TIaTe)KaMu.
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Bbut mpoBeneH orpoc cpeau CTYIACHTOB W IMPErojaBaTelNieil Halllero yHUBEPCHTETa, M IpPUBEACHA
cratuctuka - u3 200 ONpoIIeHHBIX CTYACHTOB U mpernonaBareneit, 70% Moyib3yroTcss MHOTO(QaKTOPHOH
ayTeHTH(UKALWU I TOJYYeHUs JOCTYyNa K MHTepHeT-pecypcam (puc. 3). Onpoc Takke mokasal, 4To
TOJIbKO 5% ompoleHHbIX, ncnonp3dyommx MFA, noasepraiuch Kpaxe y4eTHbIX JaHHBIX (puUcC. 4), B TO
e BpeMsl Cpellu OMPOIIEHHBIX, He Hcnonb3yromux MFA kapxe nanabix noasepranuch 20% (puc. 5).

He uenonbayior
30%

WcnonbayioTt

70%
Puc. 3. I/Icnonb30BaﬁHe MFA
Fig. 3. Using MFA
M MNoasepranuch Kpase AaHHbIX M He noasepranuch Kpaxe AaHHbIX

70%

Puc. 4. IlogsepxeHne y4eTHBIX TaHHBIX MTPU Ucronb3oBanun MFA
Fig. 4. Credential verification when using MFA

B [NoABepranvch Kpame JaHHbIX B He nofiIBepranuch Kpame JaHHbIX

Puc. 5. llogsepxeHne y4eTHBIX JaHHBIX HE U3CTONb3yommx MFA
Fig. 5. Credential verification for non-MFA users
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Takum o0pazom, HCII0JIb30BaHNE MHOTO(aKTOPHON ayTeHTU(UKAUU YIIOKHSIET
370yYMBIIIJICHHUKAM PEalN3alfIo0 aTaKH, TEM CaMbIM CHIDKACTCSI PUCK ITOTEPHU JIaHHBIX.

3AK/IIOYEHHE

[IpuMeHeHne W 3HAYEHHE ayTeHTU(UKALMU C KKIBIM JTHEM POCTEM, TaK KaKk B MUpPE HUPPOBBIX
TEXHOJOTHIl MOJIb30BaTeNH Bce OOJIbIIE HAYMHAIOT OTAaBaTh HPUOPUTETHI CBOMM OHMOMETPHUYECKUM
JAHHBIM OTHOCSILIMMCS K aBTOPU3allMU KakK JONOJHUTENIbHBIM METOJ 3allMThl IPU HCIIOJIb30BAHUU
NapoJIbHOM 3alUThI OT PA3JIMYHBIX aTaK U HECAaHKIMOHUPOBAHHBIX AeicTBUN. MFA naet monbp3oBaTensam
IPOCTOTY, 3alIMTy M OOoNblIyr0 O€30MaCHOCTh MpU JOCTyHE€ K CBOMM aKKayHTaM, CBOUM
KOH(UICHIMAIBHBIM JaHHBIM, MCKIIIOYash PUCKM YTEUKH U Kpaku HHPopmanuu. MHorodakTtopHas
ayTepTu(UKaIus SBISCTCS HE CTAHJATU3MOBAHHON M €€ pealn3anus MOXKET UMETh pa3iInyHble (POPMBI,
npo0iieMa JIMIb COCTOMT B CIOCOOHOCTH B3aumopeictBus. [Ipu BbiOOpe, pa3zpaboTke, TEeCTUPOBAHUU,
BHUIPECHHUHU, OOCITY>)KUBAaHHH CUCTEMBI YIIPABJICHUS TTOJIHON HACHTHU(UKAIMEH Oe301acHOCTH HEOOXO0 MO
oOpaiate THIATEJIbHOE BHHUMAaHHE Ha Pa3jMyYHbIe aCHEKThI, MPOIECCHl U MEXaHU3Mbl ayTeHTU(DUKALUN
HEIOCEJCTBEHHO CBS3aHHBIMU C AITHUM TEXHOJOruMsMU. B naHHOW cTaThe OBUIM PacCMOTPEHBI U
POAHATU3UPOBAHBI PA3IMUHbIE CIIOCOOBI BO3MOXKHO pean3alii MHOTO(aKTOPHON ayTeHTU(UKAINK U
€e TIOMOIIb B 3amuTe MH()OpMAIK MOIb30BaTENeH, KOTOpask YK€ €CTh HEOThEMJIMMOMN YacThIO KHU3HH
aro0oro yenoBeka. JlaHHas TEXHONOTHsS MMEET OONbIIOE KOTUYECTBO IUIFOCOB M KOHEUHO TeOyeT elle
0ONbIIETO BHUMAHHUS W Pa3BUTHS IS emle OOJNBIIETr0 yBENWYeHHUs O€30MacHOCTH TOJb30BaTENs B
uH(GOPMaIMOHHON TPOCTPAHCTBE.
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AHHOTAUA

JaHHas cTaThs NOCBSAIIEHA PEUICHUIO 33/1a4X PAClIO3HABAHUS PA3JIMYHBIX 3BYKOB B OKPY KaloIIEH
cCpeac, 4YTO MHUPOKO IMPUMECHACTCSA B CHUCTCMax Ha6J’IIOILCHI/I$I U KOHTpPOJA H TIIO3BOJIACT
UICHTU(HUIUPOBATh OOBEKTHI PAa3IMYHON NPHPOJBI, HAIIPUMEP, aBTOMOOWIb, KaTep, CaMmolleT,
JKUBOTHBIX, NTHUI] U Ap. B paboTe mpeyiokeH alropuTM paclo3HaBaHUS 3BYKOB B 3BYKOBOM
CUTHaJle Ha OCHOBE aHaJIM3a YaCTOTHBIX COCTaBJIAIONIMX CHUTHANA, COOTBETCTBYIOIIUX
K03 UIMeHTaM JUCKPETHOTO KOCHHYC IpeoOpa3oBaHus (PparMEHTOB HCCIETyeMOTO CHTHAIA.
JuckpeTHOe KOCHHYC TNpeoOpa3oBaHUEe oOecredurBaeT B OTNIMYKE OT TpeobOpasoBanus Dypne
pas3nokeHHe CHrHaja Ha BEIISCTBEHHBIE YAaCTOTHBIC COCTABISIONIME, YTO TMO3BOJISIET CHHU3HUTH
BBIYHCIIUTEIBHBIC 3aTPATHI IPH PEANN3alNU aIropuTMa. B paspaboranHoM anroputMe Ha OCHOBE
JaCTOTHOTO aHaJIM3a 3BYKOBOT'O CHUTHAJA, B KAUeCTBE IPUMEPA, ONPEACISIOTCS HOTHI Pa3IMuHbIX
okTaB. Ha stamne npensapureibHONH 00paOOTKH B MCXOIAHOM CHUTHAJIC BBIICISIOTCS (PParMEHTHI,
COOTBETCTBYIOIIME Tay3aM, H (pOpMUPYIOTCS WHPOPMATHBHBIE ()parMEHTHI 3ByKOBOTO CHTHAJA,
NpY aHaIM3e KOTOPHIX Ha CIEAYIONIEM 3Talle ajJrOpuTMa OCYLIECTBISICTCS paclio3HABaHUE HOT.
BeraucnuTenbHbIe KCIEPUMEHTHI ¢ MOJEIBHBIM 3BYKOBBIM CHTHAJIOM IIPOIEMOHCTPUPOBAIN
PaboTOCIIOCOOHOCTh pa3pabOTaHHOTO aJIrOPUTMa.
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Abstract

This article is devoted to solving the problem of recognizing various sounds in the environment,
which is widely used in surveillance and control systems and allows you to identify objects of
various nature, for example, a car, a boat, an airplane, animals, birds, etc. The paper proposes an
algorithm for recognizing sounds in an audio signal based on the analysis of the signal frequency
components corresponding to the discrete cosine transform coefficients of signal fragments. The
discrete cosine transform provides, in contrast to the Fourier transform, the decomposition of the
signal into real frequency components, which reduces computational costs when implementing
the algorithm. In the developed algorithm, based on the frequency analysis of the audio signal, as
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an example, notes of different octaves are determined. At the stage of preprocessing, fragments
corresponding to pauses are allocated in the initial signal and the informative audio signal
fragments are formed, during the analysis of which, at the next stage of the algorithm, notes are
recognized. Computational experiments with a model sound signal demonstrated the developed
algorithm.

Keywords: sound signal; discrete cosine transform; sampling rate; signal frequency; notes;
octaves

For citation: Ursol D.V., Bolgova E.V., Chernomorets D.A., Chernomorets A.A. About the
sounds recognition algorithm based on the cosine transform // Research result. Information
technologies. — T.7, Ned, 2022. — P. 67-75. DOI: 10.18413/2518-1092-2022-7-4-0-8

PacriozHaBanue 3BYKOB B OKPYJXKAIOMICH Cpele SBISETCS BaXXHBIM B PAa3IMYHBIX cdepax
NESTENIbHOCTH 4YelloBeKa. PelleHue 3ajaud paclo3HaBaHUS 3BYKOB IO3BOJISIET WACHTU(DHUIIMPOBATH
00BEKTHI PA3IMUHON TPHUPOJBI (WJIM OLEHUTh MX COCTOSHUE), TaKU€ KaK 4YeJIOBEK, >KMBOTHOE, ITHUIIA,
OTJIebHBIE yCTpPOWCTBA (aBTOMOOWIIb, KaTep, CaMoJIeT) W JIp., YTO HIMPOKO MPUMEHSETCS B CHUCTEMax
HaOroIeHUs U KOHTpoJIs [1-6].

B pannHoit paboTe mpeanaraercs alroOpuTM  pacloO3HABaHHMS 3BYKOB B 3BYKO3AIHCH,
COOTBETCTBYIOIIMX OTIEIbHBIM HOTaM, Ha OCHOBE aHajM3a YaCTOTHBIX COCTaBJISIIONIMX CHUTHAJIA,
COOTBETCTBYIOIIMX KOA(DHUIMEHTaM JUCKPETHOTO KOCHHYC mpeobpaszoBanus [/-11] ¢parmenTos
MCCJIEyEMOT0 3ByKOBOTO CUTHAJIA.

JuckperHoe kocunyc npeobpazoBanue (JIKII) cBsizaHo ¢ auckpeTHBIM mpeobpaszoBanueMm Dypne
[12-15]. Onnako, JAKIT obGecrieunBaeT B oTiuune OT mpeoOpa3oBanuss Pyphe pas3oKeHHE CHTHala Ha
BEIIICCTBEHHbIE YACTOTHBIE COCTaBISONIME (FAPMOHUKH), YTO TO3BOJSET CHU3HUTH BHIYUCIUTEIHHBIC
3aTpatThl IPH peaTn3aluy pa3padoTaHHOTO aJITOPUTMA.

Hns curnana X =(x,), n=12,...,n,, comepxamero N, orcyeroB, kodhduuuentsr W =(w, ),

m=12,...,n,, HAHCKPETHOr0 KOCHHYC IpeoOpa3oBaHus, B OOJBIINHCTBE CIy4yaeB, OIPEAEIAIOTCS
CJIEIYIOIIUM COOTHOILIEHUEM:

w

m

2 & Vs 1
= [/ x,cos—(n->)(m-1), m=12,..,n,. (1)
Ny 1= Ny 2

[IpennaraeMplii anrOpyUTM pacno3HABAHUS 3BYKOB COCTOUT B CIEIYIOIIEM.

W cxoIHBIMU JaHHBIMH B IIPEAJIAraeMOM AJITCOPUTME SBJISIFOTCS CEAYIOIINE BEIMUNHBI:

- 3BykoBo# curHan Y =(y,), n=12,...,ng, — BEKTOp, coJepKaluil 3Ha4eHUs Ng OTCUETOB CUTHAJA
(OyeM CuMTaTh, YTO 3HAUYEHHSI OTCUETOB CUTHAIA HaxosTcs B uHTepBajie [—1,1]),

- YacTOTa AUCKpeTn3anuu f, — yacToTa B3ATHSA OTCUETOB HENPEPHIBHOTO 10 BPEMEHU CHUTHAJIA TIPH
ero quckperuzaruu (I'm).

[Ipeneaentamu B pemaeMolt 3ajade pacrno3HaBaHus sBJsitoTcst HOTHI Jlo, Pe, Mu, ®@a, Conb, JIs u
CH, KOTOpBIM COOTBETCTBYIOT pasiuynble yactothl F ={f.}, 1=12,..,7, ]=12,..9, B nepsatn okTaBax:

CyOkonTpokTaBa, KonTtpokTaBa, Bonbpmas okraBa, Manas oxtaBa, [lepBas okraBa, Bropas okTaBa,
Tperbs okTaBa, UerBeprasa okraBa u [IsaTas okrasa.
Yacrtotsl HOT F ={fij}, 1=12,...,7, j=12,..9, B COOTBETCTBYIOIIMNX OKTaBaX MUMCIOT 3HAUYCHHUS,

npuBe/cHHbIC B Tabnuie 1 [16].
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Tabauya 1
CootserctBre yacToT (I'11) ¥ HOT B pa3IMYHBIX OKTaBax
Table 1
Matching of frequencies (Hz) and notes in different octaves
OkxraBa Jo Pe Mu ®da Coinpb JIs Cu

CyOKOHTpOKTaBa 16,352 | 18,354 | 20,602 | 21,827 24,500 27,500 30,368
KoHTpokTaBa 32,703 | 36,708 | 41,203 | 43,654 48,999 55,000 61,735
BoJbiiast okTaBa 65,406 | 73,416 | 82,407 | 87,307 97,999 | 110,000 | 123,470
Mauast OKTaBa 130,810 | 146,830 | 164,810 | 174,610 | 196,000 | 220,000 | 246,940
IlepBast OKTaBa 261,630 | 293,660 | 329,630 | 349,230 | 392,000 | 440,000 | 493,880
Bropas okraBa 523,250 | 587,330 | 659,260 | 698,460 | 783,990 | 880,000 | 987,770
Tperbst OKTaBa 1046,3 | 1174,7 | 1318,5| 1396,9 | 1568,000 | 1760,000 | 1975,500
YerBepras okraBa | 2093,0 | 2349,3 | 2637,0 | 2793,8 | 3136,000 | 3520,000 | 3951,100
IIsiTast oKTaBa 4186,0 | 4698,6 | 5274,0 | 5587,7 | 6271,900 | 7040,000 | 7902,100

HcxoausiMu apaMeTpaMu pa3pab0oTaHHOIO aIrOPUTMa TAKXKE SIBJISIOTCS CIIEIYIOIINE BETUUHUHBIL:
- pasmep N, OTCYETOB aHAIU3MPYEMOro Ha HaIM4ue nay3 parMeHTa curHaia (CKoJb3siiee OKHO),

- IoporoBoe 3HaueHue N, UCroib3yeMoe /Ui OOHAPYIKCHUS Tay3 MPH aHATH3€ 3HAYCHUI OTCUETOB
CUTHAaJAa,

- MIOTPEIIHOCTD € OOHAPY)KEHUS HOT (IPUMEHSICTCS ISl OLCHUBAHUS OTJIMYHS YACTOT BBIICISIEMBIX
B CUTHAJIC TApPMOHUK OT 3HAUYEHUH, MPUBECHHBIX B Tabnuie 1).

Ha »rtanme mnpenBaputenbHOi 00paOOTKH TpenaraeTcs BBINOJIHUTH CETMEHTAIlMI0 CHTHajla Ha
(dbparMeHTH MEX]Ty May3aMHu.

[TepBoHauabHO HAa OCHOBE IIOPOTOBOM OOpabOTKH ¢ TOpPOroM N B CHrHale BBIICISIOTCS
MPOMEXKYTKH, COOTBETCTBYIOIIME TMay3aM. J[Jas STOro aHaIM3UPYIOTCS pa3IUYHbIE MOJIOKEHUS
CKOJIB3SIIETO OKHA IIPU €ro NePEMELIEHUH 110 OTCYETaM CUTHAJIA.

B odepeHOM MOJIOKEHUH CKOJIB3AIIEr0 OKHA pasMepoM N, OTCYETOB IPENIaraeTCs BBIYHCINTH

cpenHee apudMmeTHueckoe 3Haue€HMH MOMyJel aMIUIUTy[bl oTcueToB curHama Y =(y,), n=12,...ng,

KOTOPBIC COOTBCTCTBYIOT TCKYLIEMY ITOJIOKCHHUIO K oxHa (k — HOMCp OTCHCTAa CHUI'HAJIa Y, KOTOpOMY
COOTBCTCTBYCT HGpBI:IfI OTCUYET CKOJIB3AIICTO OKHA B 3aJITaHHOM HOJ'IO)KGHI/II/I), k= 1, 2, vy nS — n\N +1:
1 k+ny -1

m =— Z lyi .

i=k
Ecnu BbINIONHAETCS yCIOBHE:
m, <h,
TO BBIJICIIEHHBIH ¢ TOMOIIIBIO CKOJIB3SIIET0 OKHA ()parMeHT CUYUTAETCS May30i (3BYK OTCYTCTBYET).

WNHaye — BbIIETIEHHBIA C MOMOIIBIO CKOJIB3SIIIETO0 OKHA (PparMeHT cuuTaercss MHMOPMaTHBHBIM
(comepkHUT 3BYK) M JOOaBISETCS K CHUCKY MH(DOPMATUBHBIX (PparMEeHTOB, COJECPKAIIUX pPa3IUYHBIC
3BYKH.

Ecniu B curHame He oOHapyxeHbl HHPOpPMATHUBHBIE (PparMEHTHl, TO HEOOXOJUMO YMEHBIIUTH
paSMep CKOJIB341IECTO OKHa I/I/I/I.]'II/I YMCHI)HII/ITB 3HAYCHUC nopora 158 HOBTOpI/ITI) aTarl YJIa.]'IeHI/ISI nay3 n3
HCXOJQHOI'O CUTHAIA.

Ha crnexyromem »sTame OCyIIECTBIISIETCS pPAacloO3HABAHWE HOT, COOTBETCTBYIONIUX 3BYKaw,
COJIepKALIMCS B BBIICTICHHBIX WH(OPMATUBHBIX ()parMeHTaxX 3BYKOBOrO cHUTHaja. Pacmo3HaBaHue HOT
OCHOBAHO HA YaCTOTHOM aHAJIM3€ CHTHAJIOB B paMKax JUCKPETHOTO KOCHHYC mpeodpa3zoBanus (1).

Jlnst xaxzaoro BblAeneHHoro ¢parmenta X =(x,), nN=12,...,n,, coxepxamero N, OTCUETOB,

HE00XO0IMMO BBITIOJIHUTH CIEIYIONIUE TEHCTBUS:
1. Beraucnuts koaddummentsr JKIT W =(w, ), m=12,...,n, , Ha ocHOBaHHU coOTHOIEHHS (1).
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2. [Toctpouts rpaduk SHEPrETHUECKOro CHEKTpa ()parMeHTa CUrHajia, yKa3aB BIOJb OCH adCIHCC
3HAUEHUS YacTOT OT HyJs 10 f, /2 — nonoBHHA YaCTOTHI IUCKPETU3ALUH CUTHANA, B0 OCU OPIMHAT —
kBaapathbl Kodpdurmentor JIKII.

3. YnopsimouuTs 3HaueHust kBajapatoB koddduuuentoB IKII mo yOwsBanuto. B nmannoit pabote

npeiaraeTcsl aHajJu3upoBaTh HEe Oosiee MepBbIX 5 KOA(P(GUIMEHTOB, YTO IO3BOJSET PACIO3HATH B
BBIJICJIEHHOM ()parMeHTe CUTHAJIA 10 5 pa3jIMyHbIX HOT.

4. Ompenenutb vactory f,, 1=12,..5, KOTOpas COOTBETCTBYET OUEPEIHOMY YIOPSAAOUYCHHOMY
k03¢ punuenty JKII, umeromemy Homep m,, 1=12,...5:
Z:ISX (m -1). 2

5. KnaccuuumpoBats 3ByK 110 3HaYCHHUIO €r0 4acToThl f, (OmpeneauTh HOTY, COOTBETCTBYIOLIYIO
3BYKY):

a) ompenenuTh B Marpuue F :{fij}, 1=12,..,7, j=12,..9, (tabmuma 1) wyacrory fij*,

Ommxaiiiyto k yactore f|,

f, =

fij* = 12?]7 | fij - 1E| |, (3)

i=12,..,9

6) 6yneM CUuTaThb, 4YTO 4acCTOoTa fl OonpeaciisieT HOTY, COOTBETCTBYROIYHO YaCTOTE fij , €CJIIN OJIA

HOTPELIHOCTH G,
o= fij* - fl, 4)
BBITOJIHAETCS CIEAYIOLIEE YCIOBHE:
o<e¢. 5)
Hns mpoBepku  paboTOCIIOCOOHOCTH  pa3pabOTaHHOTO  alropuTMa  OBUTH  MPOBEIEHBI
BBIYUCIIUTENbHbIE IKCIEPUMEHTHI. B KauecTBe aHaIM3MPYyEeMOro 3BYKOBOIO CHTHAJI ObLI MCIIOJB30BaH
MOJI€JIbHBIA CUTHAN JUIUTEIBHOCTBIO 7 C, COAEpIKAIUN OTAENIbHbIE HOTHI, KOTOPBIE pa3/eiieHbl ay3aMH.
YacroTa IMCKPETU3ALMU aHAIU3UPYEMOT0 3BYKOBOTO CUTHaII — 8192 oTcueTos/c.
Ha pucynke 1 npuBeneH MOAENBHBIA 3BYKOBOM CHTHAaJl M €r0 JHEPreTHYECKHM CIEKTp,
BBIYMCIICHHBIN Ha OCHOBE JMCKPETHOIO KOCHHYC MPpeoOpa3oBaHusl.

C -
| é250 3Hepre'ruqecxvm CNEeKTp ucxongHoro ci
m
(o]
(=
I
0200
=
i =
S
B150
[0}
o
x
©
100
7 =}
]
g
50
0 ‘ ‘ . , ‘ l , ‘ ‘
0 1 2 3 4 5 6 7 0 500 1000 15002000 2500 3000 3500 4000 450!
Bpewms, ¢ a YacToTa, N

Puc. 1. MopenbHbIN CUTHAI:
a — 3HA4YCHHS OTCUETOB, O — dHEpreTHYecKuii crekTp Ha ocHoBe JIKII
Fig. 1. Model signal: a — the samples values, b — the energy spectrum based on the DCT
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Crnenyer OTMETUTH, YTO JHEPreTUUYECKUN CIEKTp, MPUBEJICHHBIN Ha pucyHKe 10, HE MO3BOJIIET
onpeAenuTs (parMeHThl CHUTHalla, KOTOPBIM COOTBETCTBYIOT YacTOThI, OTOOpa)KeHHbIE Ha rpaduke

HHEPTreTUYECKOro CHekTpa. B pabore mpennoxeHo BBLACTUTh WHPOPMATUBHBIC (parMEeHThl CHTHAIIA,
COOTBETCTBYIOIIHNE PA3TMYHBIM HOTAM.

3HaueHus apaMeTPOB AIrOPUTMA UMEIOT CIAEAYIOLIME 3HAUCHHUS:

- pasMmep N, aHAJIU3MPYEMOTro Ha Hajlu4due nay3s gparmMenra cursana — 128 orcueros,
- IOpOroBoe 3HavyeHue h, mpumeHsemoe i 0OHapyKeHus nay3, — 0,2,

- IOTPEUIHOCTh € oOHapyxenus HoT — 0,01.

Pe3ynLTaT aHaJIn3a MCXOAHOTO CHUTHAJIa Ha HaJIMYUC I1ay3 INPUBCIACH Ha PUCYHKE 2. Ha JaHHOM
PUCYHKC OTCUYCTBI, COOTBCTCTBYIOIIUC ITay3aM, OTMCUCHbI JIMHHUAMMU.

CwurHan (nay3sbl)

N

© o o o

Amnnutyga

0 1 2 3 4 5 6
OTtcyerThl <1d
Puc. 2. Pe3ynbrar BoIICICHUS TIAy3

Fig. 2. The result of the pauses selection

B pesynbrare BbIIENEHUS May3 B HCXOJHOM CHTHajle ObUIO BBISABIEHO 7 HH(OpPMaTHUBHBIX
(parMeHTOB, COJIEPKALINX 3BYKH.

Ha pucynke 3 mnpuBeneHsl rpadMKé CIEKTPOB 7 BBIACICHHBIX HH()OPMATUBHBIX (PparMeHTOB
aHaimsupyemoro curnana (k =1,2,...,7).
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Puc. 3. DHepreTndeckue CeKTphl BbIJICIEHHBIX HHOOPMATHBHBIX (PPArMEHTOB aHATU3HPYEMOTO
curHana: a — aus ¢pparmenta 1, 6 — s pparmenTa 2, B — 1js pparmeHTa 3,
r — 1t pparmenta 4, 1 — it pparmenta 5, e — 1 pparmenta 6, x — Uit pparmenrta 7
Fig. 3. Energy spectra of the analyzed signal selected informative fragments:
a — for fragment 1, b — for fragment 2, ¢ — for fragment 3,
d — for fragment 4, e — for fragment 5, f — for fragment 6, g — for fragment 7

Pe3ynbTaThl pacmo3HaBaHUS — BBISBJICHUS COOTBETCTBHS YacTOT TapMOHHWK, TPHUBEICHHBIX Ha
PHUCYHKE 3, ¥ HOT pa3NIUYHBIX OKTAaB HA OCHOBaHWH COOTHOIIEHUH (2)-(5), mpuBeICHBI B TA0IHIIE 2.
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Tabauya 2
PesynbTaThl pacro3HaBaHus HOT B MOJICJIBHOM CHUTHAJIE
Table 2
The notes recognition results in the model signal
Homep YacroTa rapMOHUKHU [TorpemnocTh
Hota
dbparmMenTa B (parmente, I'ix c
1 65,641 Bboawmas okrasa, Hota JIo | 0,0035
2 73,026 Bbonremas okrasa, Hota Pe | 0,0053
3 82,872 Bonsmrasg oxkrasa, nora Mu | 0,0056
4 173,949 Manas oktaBa, HoTa Da 0,0038
5 392,205 ITepBas okraBa, Hota Coap | 0,0005
6 879,589 Bropas okraBa, HoTa Jls 0,0004
7 1975,795 Tpetbs okTaBa, HoTa CH 0,0001

Pe3ynpraTel pacno3HaBaHHMsS HOT B MOJEIBHOM CHUTHaJle, TPHBEJCHHBIE B Tabiuue 2,
JICMOHCTPUPYIOT PaOOTOCIIOCOOHOCTh MPEIOKEHHOTO aJITOPUTMA.

Takum o0Opazom, B paboTe MpEeATIOKEeH aIrOPUTM PACHO3HABAHUS 3BYKOB Ha OCHOBE YacTOTHOTO
aHaJM3a B paMKax IUCKPETHOrO0 KOCHHYC NpeoOpa3oBanus. B pa3paboTaHHOM anropurMe Ha OCHOBE
aHaJ M3a TApMOHHUK HCCIIEyeMOr0 CHUTHala, COOTBeTCTBYrommMX kodpduuumentam JIKII, B kauectBe
npumcepa, OIIPCACIIAOTCA HOTBI Pa3INIHBIX OKTaB, COACPpIKAUXCA B 3BYKOBOM CHUI'HaJIC.
BbruncnurenbHple  OKCIIEPUMEHTHl  HPOJEMOHCTPUPOBAIM  pabOTOCIOCOOHOCTh  pa3pabOTaHHOTO
aJIropurMma. CJICIIYCT OTMCTHUTB, YTO I[aHHLIfI AJITOPUTM IIPHU HE3HAYUTCIIbHBIX I[Opa6OTKaX MOXET OBITH
00001IIIeH AJIs pelIeHNs 3a/1a4i paclio3HaBaHHs 3BYKOB MPOHU3BOIBHON TIPHPOIBI.
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