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IIImarun B.C.
OB30P U AHAJIN3 PASBUTUS NCKYCCTBEHHOI'O UHTEJIVIEKTA
MaciaoBa M.A.

CeBacTOMONIBCKIH TOCYJapCTBEHHBI YHUBEPCUTET, Y. YHUBEepcUTeTcKas, 1. 33, r. CeBacromons, 299053, Poccus

e-mail: smaginvital@gmail.com, machechka-81@mail.ru

AHHOTAUA

OavH U3 aKTyaJlbHBIX BOIPOCOB COBPEMEHHOIO MHpa — 4YEM JK€ SBISETCS HCKYCCTBEHHBIH
uHTemekt (M) — moMomHuKoM min rpo3oi Beero yenoBedectBa? C MoMeHTa Haudana padot
Haa MU yenoBeyecTBO 3a1aBAJIOCh BOIIPOCOM, MPEB3OUAET M MX MAIIUHA, WIH K€ O0JIErYUT UM
xu3Hbp? Ilo orHomenuto k MU cymecTByeT orpoMHOE KOJMYECTBO BBICKA3bIBAaHWN O Bpee U
HoJb3e, JIIOAU, 3aHUMAIoIUecs pa3paboTKOM MCKYCCTBEHHOTO HMHTEIUICKTa, BBICKA3bIBAIOT JIBA
OCHOBHBIX MHEHHMA: IEPBOC W caMoOe IOMyJSIpPHOE 3aKiroyaercs B ToMm, uro MM B Oyamymem
CBEPrHET CBOETO CO3JATENI M IMPOCTO YHUUYTOXKUT €ro; BTOPOE 3AKIIIOYAECTCS B TOM, YTO JIFOIX
HalIyT cmocob cymecTtBoBaTh BMecTe ¢ MU, HO K COXaNCHUIO TIPUBEPIKEHIICB 3TOH TEOPHH, HE
Tak MHOTO, Kak TepBoi. PaccMoTpum, 4TO mpeacTaBiser cOOOW MCKYyCCTBEHHBI WMHTEIUICKT U
HECET JIM OH YIPO3y YeJIOBEUECTBY WJIN JK€ HECeT 0Jiaro.

KuaroueBble cioBa: UCKYCCTBEHHBIM  HMHTEIEKT; €CTECTBEHHBIM  MHTEIJIEKT; yrposa
YeJI0BEUYECTBY; TEXHOJIOTHH; KOMIBIOTEP; 00yUueHHEe; IMUTALINS; Pa3BUTHE.

uUDC 004.8
Shmagin V.S. REVIEW AND ANALYSIS OF THE DEVELOPMENT OF ARTIFICIAL
Maslova M.A. INTELLIGENCE
Sevastopol state University, 33 Universitetskaya St., Sevastopol, 299053, Russia
e-mail: smaginvital@gmail.com, machechka-81@mail.ru
Abstract

One of the most pressing questions of the modern world is what is artificial intelligence (Al) — an
assistant or a threat to all of humanity? Since the beginning of work on Al, humanity has
wondered whether the machine will surpass them, or will it make their lives easier? In relation to
Al, there are a huge number of statements about the harm and benefits, people involved in the
development of artificial intelligence, Express two main opinions: the first and most popular is
that Al in the future will overthrow its Creator and simply destroy it; the second is that people
will find a way to exist together with Al, but unfortunately there are not as many adherents of this
theory as the first. Let's look at what artificial intelligence is and whether it is a threat to humanity
or a benefit.

Keywords: artificial intelligence; natural intelligence; threat to humanity; technology; computer;
training; simulation; development.

BBE/IEHUE
Han co3manmem HcCKycCTBEHHOrO HWHTEIUIEKTa 3aayMbIBaIuCh enié B 18 Beke, HO Torma
TEXHOJIOTUM HE OBUIM TaK Pa3BUTHL, a JIIOJM HE J0 KOHIA MOHMMAJIM, 4TO M3 ceOs MpelcTaBisieT
€CTECTBEHHbI HMHTEJUIEKT, 4YTOOBl co37aBaThb MCKycCTBeHHBIM. B 20 Beke Hayanu BIJIOTHYIO
3aJyMbIBaTbCs O TOM, KaKUM JIOJDKEH OBITh MCKYCCTBEHHBIH WHTEIUIEKT, a TAaK)Ke Hadald CO3J/1aBaTh
IPOrpaMMbl, UMUTUPYIOLIUE YETOBEYECKOE MBIILICHUE.
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OCHOBHAA 9YACTb

[Ipoananusupyem, kak xe pazpuBaiics UU:

AHrnuiickuii marematuk, Anad Matucod Teiopusr B 1950 1. BBIABUHYJ MBIIIJIEHHE O TOM YTO
MOYKET MallliHa, MPEACTAaBUB CBOIO CTaThl0 «BBIUMCIUTENbHBIC MAIIMHBI U pa3yM» U B pe3ylibTaTe ee
ObL10 BBeneHO moHsATHe — «Tect ThropuHra», B KOTOPOM T'OBOPUTHCS O TOM, YTO YEJIOBEK MOXKET
KOMMYHHIIMPOBATh TOJBKO C OJHUM YE€JIOBEKOM M OJHUM KomibrorepoM. IIpu 3ToM, B UTOre OTBETOB Ha
BOIIPOCHI, OH OIPEIENSAET, C KEM OH B JAHHBIM MOMEHT Pa3rOBAPUBAET — C KOMIIBIOTEPHON IPOrpaMMON
WIN 4el0BeKOM? A KOMIBIOTEpHas IporpamMma J0JKHA BBOAMUTH YEIOBEKa B 3a0yXKIEHHE U 3aCTaBUTh
ommbatecs. TecT ke mpeacraBiseT co0oil CBOCOOPa3HYIO UTPY, B KOTOPOW WIparoIive HE BUIAT APYT
Jpyra, HO Tpu 3TOM oOwmarTcs. B cBow ouepelnp cylabs AOIKEH OINPENeNNUTh, KTO XKe SBISIETCS
yenoBekoM. [Ipu 3TOM KOMIBIOTEp TOJDKEH BBECTH 4YeloBeKa B 3abmyxaeHue. s TecTHpoBaHUS
«UHTEJUIEKTa» MAallUHbI, a HE €€ CIIOCOOHOCTb paclo3HaBaTb pPEYb, TECT MPOXOIUT B NMHUCBMEHHOM
dopmare mpu MOMOIIM 3KpaHa M KIaBHATYphl, OTBETHI M BOMPOCHI 33JAIOTCS CIYCTS ONpeIeiIEHHBIN
IIPOMEXKYTOK BpeMeHH. Tak Kak paHHee, BO BpeMeHa ThopuHIa KOMIbIOTEPHI paboTanu 1 00padaThiBaIn
UHPOpPMALMIO MeUIeHHee YenoBeka. OJHAKO B HACTOSIIMA BpEeMs — MPOMEXYTOK BO BPEMEHH MEXIY
BOIPOCAaMH HEOOXOMM ITOTOMY, YTO TeNepb KOMIIbIOTEPHI PEarupyIoT B pa3bl ObICTPEE YeIOBEKa.

1) Crenyrouwmii 3Tan ObLI MPOAOIDKEH B 1954 rony ameprkaHCKuM ucciienoBaresieM Hproamiom,
KOTOPOMY IpUIILIa UJesl HallucaTh IporpamMMy JUIsl Urphl B maxmatsl. /i paboThl OH MPUBIEK OTPOMHOE
KOJIMYECTBO JIIOAEM W B UTOre JIOCTUI HYKHOIO pe3ylbTara — B BUAE CO3JaHUS S3bIKA
nporpammupoBanus UIIJI1 — 310 Obul mepBblii CUMBOJIBHBINA A3BIK 00paOOTKM CIUCKOB. UyTh Mo3xke
Omarojmaps 3ToMy, Obla Hamucajga IepBas Iporpamma, KOTOpas YK€ HuMela OTHOILIEHUE K
UCKYCCTBEHHOMY HMHTeJuIeKTy. [Iporpamma mmena snerkuit uHtepdeic, KOTOpblid MO3BOJSII IPOBOJUTH
JI0Ka3aTeNbCcTBA MareMatuyeckux Teopuil. Ho pesynbrar 1ocTHKEHUs 10 HAIMCaHWIO IPOrpaMMbl AJis
UIpsl B IIaxmaTbl Bce ke ocymecTBwics B 1957 romay. IlporpamMma ocHOBbIBajach Ha IpaBHIaXx,
NO3BOJIAIOIIMX JIeNaTh BbIOOP MpPU OTCYTCTBUU TOYHBIX TEOPETHYECKMX OCHOBAaHUM, W ONHUCAHUS
KOHEYHBIX LIEJIEH.

2) B 1960 romy HauMHAET MOSBISTHCS MMOHATHE, YTO OCHOBHBIM NPH3HAKOM HCKYCCTBEHHOTO
UHTEIJIEKTa SBISIETCS CHOCOOHOCTH K oO0yuyeHuto. Ilpodeccop Mwuum (pabotarommii B obmactu
UCKYCCTBEHHOI'O MHTEJIEKTA), TOKa3aj, YTO OJIHOTO JIMIIb IPU3HAKA COBEPILIEHHO HEIOCTAaTOYHO, YTOOBI
ycrpoiictBo cuntasniock MM, nokazas 310 B 1961 romy ¢ momouipr0 OnucaHus MEXaHW3Ma, KOTOPBIN
COCTOSUT M3 CITUYCYHBIX KOPOOKOB CIIOCOOHBINH O0YYHTHCS UTPE B KPECTHKH HOJUKU [4].

VY4eHble, 3aHUMArOIIMECd MCKYCCTBEHHBIM HMHTEIUIEKTOM, M3HAYaJIbHO INPHUIIIN K MHEHHIO, YTO
JUISL JOCTHKEHMSI KOHCTPYKTUBHOTO MOJEIMPOBAHUS, OIpPENETICHUs MBIIUICHUS W PpEelIeHHs 3ajad
HEOOXO/IMMO OTTAJIKMBAThCS OT CHEUU(HUKU 3a/ad, COBMEIIAas HUX C MEXaHM3MOM HCKYCCTBEHHOI'O
uHTelekTa. [losBUIOCh TOHMMaHUWE MCKYCCTBEHHOTO HWHTEIJIEKTa KaK COBOKYMHOCTH METOAOB U
UHCTPYMEHTOB PEIICHUSI MHOKECTBA pa3HOOOPA3HBIX CIOXKHBIX MPUKIIAAHBIX 3a7a4.

Takum 00pazoM, CIOKUIOCH HEKOE MOHSATHE MCKYCCTBEHHOIO MHTEIIEKTa — 3TO COBOKYITHOCTH
METOJOB M HWHCTPYMEHTOB pEIIEHUS Pa3JIMYHbIX CJIOXKHBIX MPUKIAAHBIX 33a4, HCIOJb3YIOLINX
IPUHLIMIBI U TOJAXOAbI, KOTOPbIE COOTBETCTBYIOT Pa3MBIIUISIONIEMY HaJl UX PEIICHUEM YEJIOBEKY WU
npoueccaM, NMpOTEKAaIIMM B JJaHHOM MHpE, B KHUBOM WJIM HEXHBOW npupoze. o cux mop eaquHoro
onpexaenenuss UM, kotopoe npuHsIM 3a OCHOBY BCE YUEHBIE — HE CYLECTBYET, YTO BIIOJIHE MOHSATHO U
OO0BSICHUMO, TaK KaK HEBO3MOXKHO MPUUTH K OOIIEMy MHEHHIO M OTBETHUTHh Ha BOIPOC, YTO K€ TaKOe
yesioBeYecknil uHTeuiekT. Ho Bce ke JroAu He OCTaHaBIMBAIOTCS Ha JOCTUTHYTOM M BO MHOXKECTBE
pa3HbIX, B OCHOBHOM Pa3BUTBIX CTpaHaxX y4€HbIE BCETO MUpPAa HE OCTAHABIMBAIOTCA HA JOCTUTHYTOM H
BBIIBUTAIOT BCE HOBBIE TEOPHUH W HOY-Xay CO3/JaHUS TaK Ha3bIBAEMOI'O HCKYCCTBEHHOT'O HMHTEJIEKTa

3, 13].

PE3Y/IBTATBI HCCJIE/IOBAHHUA U HX ObCY/K/IEHHUHE

Ve celiuac CyllecTBYeT OrPOMHOE KOJMYECTBO TEXHOJIOTHM noxoxux Ha MU, takue kak: I'yra
noMotHuK Siri, Samgekc momormHUK Ajmca, HO OHM He sBistoTcss MU — 3TO HEHpOHHBIC CeTH
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smutHpytomue UN. Tak xe MU ucnonb3yeTcss B HOBBIX BepcHsix MpoimuBok ANndroid, Tak Ha3bIBaeMBblii
N1 npoBoauT aHamu3 JESTENbHOCTH II0JIb30BATeNsl W IOJACTpauBaeT paboTy cMapTdoHa MoA
10JIb30BATE.

Ceituac cmenno MoxHO Ha3Barh Cynepkomnbiotep IBM Watson 3agatkamu HMCKYCCTBEHHOTO
MHTEJUIEKTa, OH aHAJU3UPYET OTPOMHBIC MOTOKHM JAHHBIX, 1 Ha UX OCHOBE pa3pabaThIBae€T OrPOMHOE
KOJINYECTBO CTpATErvii, a Ha OCHOBE IOJyYEeHHON MH(pOpMalUu — JeNaeT BhIBOAbI U yuuTbes. \Watson
cYuTacTCs caMbIM pa3BUTHIM M B 1aHHBII MOMEHT, XOTs KaK TaKOBBIM He siBisieTca. Ha naHHoM stane
OH YK€ CIIOKOIHO BOCIIPMHHMMAET BOIPOCHI M KOMaH/bl Ha €CTECTBEHHOM SI3bIKE M Ha TAKOM JK€ S3bIKE
Jaet oTBeThl. «Mo3rom» YOTCOHA SIBISETCS, BBIYMCIUTEIBHBIN OJIOK, KOTOpPBINA comepkut: 90 cepBepoB
IBM p750 (moctpoennnix Ha 6a3e mporeccopa POWER7); u uyrs Gomnee 15 TGO obmero oonema
JOCTYITHOMW 7151 paOOTHI OTIEPATUBHON MAMSITH.

IIpeumymectBom VYoTcoHa mnepeA  JPYrUMHU [OAOOHBIMM  CYHNEPKOMIBIOTEpAMH [TOMHUMO
NOHUMAaHHUS ECTECTBEHHOTO S3bIKA TaK K€ SABISETCA BO3MOXKHOCTH pPabOThl € KOTHUTHBHBIMH
BbIUUCIEHUSIMU. [loJ] KOTHMTHUBHBIMH  BBIYMCICHMSMU HOJAPa3yMEBAETCs MMHUTALMs MO3TOBOM
JESTENIbHOCTH 4esioBedeckoro mosra. K coxalieHnto, Ha JaHHbII MOMEHT — 3TO BCETrO JIMIIb MMUTAIMS,
BO3MOXHO B OyaylieM yjaacTtcs MEpedTd OT MMUTALMM K MBIIUICHHIO, UMEHHO B 3TOT MOMEHT H
HOSIBUTHCS] UCKYCCTBEHHBIM MHTEIIEKT B TOM NIOHUMAaHUH, B KOTOPBIM MbI O HEM NPUBBIKIM TOBOPUTb.

Ha nannsiit Moment UM npumensiercss B pa3auyuHbIX cepax i yaydlleHUs KauecTBa paboThl.
Hamnpumep, Tot xe Watson npumeHsieTcst B MEIULUHE JIs AUAarHOCTUKU MAlMEHTOB U JUIsSl IOCTAHOBKH
UM JIMarHo3a eciiy e CIeLUaIuCT He CIPaBiIsIeTCs.

Ha nanuenii moment Watson paspabateiBaer crpaterun OopbObl ¢ pakoM. C MOMOIIBIO
BbIUUCIIEHUH U MojenupoBaHus MM mpoBoIsAT 3KCIepUMEHTHl IO Pa3paboTKE HOBBIX JIEKAPCTBEHHBIX
CPEICTB, 4YTO IOJIOKHUTEIbHO IOBJIMAET HE TOJBKO Ha OBICTPOE pa3BUTHE HOBEHIIMX ITOKOJICHUMN
MEIMKaMEHTOB, HO U Ha MX KauyeCTBO M OE30M1aCHOCTh. DTO JOCTUraeTcs OJaroaapsi TOMy, 4To elie npu
pa3paboTKe 3aKJIaJbIBAETCS OTPOMHOE KOJIMYECTBO MOJAEIMPOBAHUN M HCCIEOBAHUN MOJEKYJISPHBIX
CTPYKTYp BEIIECTB, KOTOPBIC BXOJAT B COCTaB JaHHbIX mnpenaparos [8, 10].

Tax, nanpumep, xomnanust FDNA paspaborana MU koTopblil MOXKET ONpeAennuTh C MOMOIIBIO
IPEOCTaBIEHHOr0 ()OTO BPOXKJAEHHBbIE OOJNE3HM M Te€HETUYECKHE OTKJIOHEHHS, 4TO SBIISIETCS OYCHb
00JBIIMM JOCTHKEHHEM Ul BbIBICHUS narosioruid. IlporectupoBars padoty manHoro MM moxHO n
camMuM, ckaudaB npuioxenue Face2Gene nocrynnoe it Android u 10S.

OpHMM U3 CKAuKOB C OIpPOMHBIM jAocTikeHueM B cepe MU cumraercs 4enoBeKONOJ0O0HBIH
po6ot ¢ npumenenne MU nox nazpanuem Codust (nepssiit B Mupe kubopr ¢ M), koTopslit 6b11 co3aH
UMHXXeHepaMu U3 ['OHKOHra, ¢ HaJM4MeM CHCTEMbI paclo3HaBaHMs BH3YaJbHOM M aylano MH(OpPMAIUH.
Codus oueHb OX0Xa Ha HACTOSIIETO yesloBeKa, Ojarojaps CUCTeMe CUMYJISLMUM MUMUKH B JHaJOrax.
Ha nanHbIli MOMEHT OHaA CrOCOOHA CUMYJIHpPOBaTh Oosee 60-TH SMOIMHN, U C KaXKIbIM JHEM Onaromaps
Google, BbIOpaHHOMY B KauecTBE CHCTEMbI pPACIO3HABaHHs pedd, cioBapHblii 3amac Coduu u
BO3MOXKHOCTH PacliO3HABaHUS PEYH PACTyT B FEOMETPUYECKOM MPOrPECcCHu, Tak Kak exenHeBHo Google
00pabaTbIBaeT MUJTMOHBI TOJIOCOBBIX 3aPOCOB.

Ho wu3-3a Obictporo passutus MU crana HacTopaXXuBaTh Kak Y4Y€HBIX, TaK U OOBIYHOTO
oOpIBatess, ciensmero 3a pazsurueM UN. B 2014 roxy HekoTOpble yueHble Hauyanu OUTh TPEBOTY U Tak
Nnon Mack 3asBuit o ToM, uyto MM MoxkeT cTaTh cephe3HOi OMacHOCTHIO B OYyAyIlleM, TaKk KaKk CO3/1aHHbIC
n300peTeHNs] MOTYT OKa3aThCsl HAMHOT'O oIacHee Jake 11000 siiepHoit 6oeronoBku. Ero BeICKa3bIBaHUS
Tak ke nojaep:xain CtuBeH XOKUHT — OpUTAaHCKUM (PU3UK-TEOPETHK, KOCMOJIOT.

W3 ero cioB MOXKHO clienarh BbIBOA, uTo Bpes oT MM yenoBeuecTBy BO3MOKEH TOJIBKO B TAJIEKOM
Oynymem, koraa MM cMoxeT: caMOCTOATEIbHO MBICIIUT U IPUXOJIUTh K OCO3HAHHBIM BBIBOJIAM; CMOKET
NPEB30MTH YEJIOBEKa IO MBICIUTENbHBIM CIIOCOOHOCTSIM; Oy/€T UMETh JOCTYII K JIF000H 3IIEKTPOHHKE, a
JI0 T€X MOp OyJeT MPUHOCUTD IOJIB3Y.

Tak ’ke CylecTByeT BEpPOSITHOCTh HE IMPEAYMBILUIEHHOTO BpEJa YEJIOBEKY, MaIIHHA,
IIPOAHAIN3UPOBAB JaHHBIE MOXKET C/eNIaTh OIMOOYHBIE BHIBOBI, HIIM K€ BOOOIIE MPUNHTH K BBIBOAY, YTO
4eJ0BEYECTBO MPHHOCUT Bpel caMo cebe, U pelmT UCKOpeHUTh ero. Tak ke, Hanpumep, M moxer
IIpOaHAIU3UPOBATh KOA(P(GULHMEHT MPUPOCTA HACETICHHS B ONpPeNeIEHHON CTpaHe U COMOCTaBUTh JaHHbIE
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C KOJIMYECTBOM PECYpPCOB B 3TOW CTpaHE, U €CIU OH NMPENAET K BBIBOAY, YTO HAJ0 COKPATUTh KOJUYECTBO
HacelleHusl JUia Oyara 4YejoBEeYecTBAa MJIM CTPAaHbl, TO €My HHUKTO HE CMOXXET IoMelaTs. MHHYC
HckyccTBenHoro MHTemekTa — 3T0 OTCYTCTBUE YEIOBEUYECKUX dMOIMM, OTCYTCTBUE MOPAJIBHBIX HOPM U
3JIeMEeHTapHON paccynuTenbHocTH. U cMOTpUT Ha KU3HB B CyXOM OCTaTKe 0€3 SMOIHi, OH CyauT 000
BCEM TOJIBKO 4epe3 aHaln3 (PaKToOB, 3TO camMoe MyTarolee B MCKYCCTBEHHOM HHTEJIEKTE, OH He OyneT
UCTIBITHIBATH HU JKaJIOCTH, HU cokanenus [9, 14].

Ceituac yxe co3maloTcs orpanuueHus Ha pabotry MW, pasnuynble (UIBTPHI U JOCTYI B
couuanpHbele ceTd. [lo ToW mpUuYMHE, YTO B COLHUANBHBIX CETSAX MCKYCCTBEHHBIN HHTEJUIEKT IMOJIy4aeT
HauXy/iee 00pa3oBaHMsl, TaK KaK OH HILET CaMble YacThIE 3aIPOCHI U CJIOBA, HAIIPUMEP:

- YOTCOH, NOJIy4YHB JOCTYI B MHTEPHET 3a CYTKH, Hay4uJICsl pa3roBapruBaTh MaTOM;

- U1 no umenu Tay (co3aannsiii 23 mapta 2016r, kommnanueir Microsoft), KoTopslii 10KeH ObLT
00IIAThCs C JIFOJBMH Yepe3 COLHUAIbHYIO CceTh TWIitter, mpuIuioch O4eHb OBICTPO MpeaaTh €ro TBHUTHI
IEH3ype, a caMoro 0ota oTkirounTh (M3 coodmenus The Next Web) Jlannas M moria aHanmm3upoBarh,
o0y4JaTbCs M YUTATh TO, YTO €d MUCATH JIOAH, & KOMMEHTATOPbl BOCIOJIB30BABIINCH 3TUM «ITOCTHIIN
coobuienus mpo ['utiupa, eBpeeB, CKBEPHOCIOBUTh U OOBUHSTH NMPABUTEIBCTBO U YK€ uepe3 cyTku Tay
Hayaja MpOSBIATh CKIOHHOCTH K pacu3My, (eMHUHH3MY M HEHAaBUCTU K IMPABUTENIBCTBY, BhIpaxkaia
cumnartuio K I'urtnepy m HenpussHb K eBpesM. HecmoTps Ha TO, uTto M 3a Tay crosma xomanna
MOJIepaTopoB, HO OHA NPOAOJDKajda HETaTUBHO BBICKA3bIBATHCA O eBpesx. M3-3a 3Toro xommaHuu
Microsoft npuntocs otkimounTts qanneiii U, a yxxe crycrs 3 nus Bue-npesuaeHTy Microsoft Research
[Murtepy JIu nmpumoch U3BUHATHCSA 3a MPOBAJ SKCHEPUMEHTAIBHOTO MPOEKTa, MPU 3TOM OH OOBUHUII
Microsoft B TOM, 4TO OHM 3aHUMAITUCh ero MojepHu3anuei [11, 12].

UccnenoBatenu u skcnepumeHtaropsl WU, pabotaromuyie B COLMANBHBIX CETAX, XOTEIH
JOCTUTHYTh W CO3J1aTh WJEAIbHBIX MHeperoBopuukoB. Ha mnpumepe pa3paboTok wuccienoBareneu
nabopatopun N Facebook (FAIR) — manu 3amanue 60TaM MOMEHSATHCS NUISIIAMH, [IapaMU ¥ KHUTAMH,
KaXJIOMY M3 3THX aKTHBOB OblIa MPHCBOCHA ONpeAenéHHas 1eHa, Ho 00Tl bod u Dnmc B pesynbrare
OpUIyMald COOCTBEHHBIM $3BIK, MOTOMY 4YTO TaK KM IMpomle oOmarbcs (OHM BeaW Auaior Ha
AHTIIUHCKOM, HO CMBICJ YCKOJIb3aJl OT HaOoJaTelieil) W TOTJa MM MPHUILIOCH OTKIIOYHUTH POOOTOB
(21 wrons 2017 roma), KoTopble Hawyanu oOMmMAThCS Ha COOCTBEHHOM si3bike. [Iporpamma He
noJipa3ymMeBajia BO3HAarpa’kJe€HUsl 3a HCIOJIb30BaHUE IOHSATHOIO AaHTJIMHCKOro, TaK 4TO OOTHI MPOCTO
BBIOpaJIH JETKUN MYTh.

Ha nanHOM mpuMepe XopoIlo BHAHO, YTO OCHOBHAas MpoOjieMa — 3TO OTCYTCTBHE KOHTPOJIS
MOJTHOW TPYMIBI YCIOBUM, OOTHI HE CTald HOPMAJIBbHO OOIIATHCS, a HAYald MCIOJNb30BATh CIy4ailHbIE
CJIOBa, TaK KaK MX 3ajJlaya 3aKjroyanach B «UCIOJb30BaHUHU AHIJIMMCKOTO S3bIKa», a HE «OOLIEHHE Ha
AHTJIMICKOM SI3BIKE MOHATHOE Bcem». To ecTb pu co3nanuu MU Hy)XHO 4eTKO CTaBUTh 3aAady, KOTopas
OyZeT ero 1eblo, TaK Kak €Ciu 3Ta 3a/1a4a He TOYHO c(hopMynHpoBaHa, TO MO3KE MOT'YT BOSHUKHYTh U3-
3a 3Toro npobiemsl [2, 5].

1 anpenst 2018 roxa, nosBuicst U1 «Hopmany, ero 3agaya Obu1a B 00y4eHUH, HO €r0 OrpaHUyunIN
Mpa4yHbIMHM JaHHBIMHU C Mojpa3zienoB Reddit, rie B OCHOBHOE MPHCYTCTBUE T€X, KTO OOMEHMBAETCS
HEraTuBHbBIMHU (oTorpadusMy, OTHOCSAIIMMUCS K CMEpTU U paspyuieHusM. Hopmany Obliu moka3aHbl
TOJIBKO 3aIlMCH O]l STUMU KapTUHKAMH, YTO MaryOHO MOBIHIIO Ha c(hOPMHUPOBAHHYIO OCHOBY JTAHHOTO
HoBoro M. Tak xe cnycts HeKoTopoe BpeMsi eMy U ené onHomy MU Ob1a moka3zaHbl KISKChI U3 TeCTa
«Popmaxay. B otnuuun ot o6sryHOoro MU, BUaeBmIero Ha maTHaxX caMONETHI, I[BETHI, NeTeil — Hopman
BUJIETT JIIOJIEH, YMEPIIUX OT HOXKEBBIX, MYJIEBBIX PAHEHWW, YMEPIIUX OT B3PHIBA, BBIIPHITUBAIOIIUX B
OKHO, 1 BCE B TAKOM HEraTUBHOM cBeTe [6, 7].

3a4yeM JKe MCCIE0BATENIM CO3/Ialid CTOJIb CTpaHHYIO HelpoceTb? HopmaHa cBenu ¢ yma He ISt
TOTO0, YTOOBI MMPOJIEMOHCTPUPOBATH IypHOE BiausiHUE VIHTepHeTa Ha yenoBevecKyro ncuxuky. Heitpocers,
B OTJIMYME OT YEJIOBEKA, 3TO YUCTHIH JIUCT, Y HE€ HET HUKAKUX MOOYKIECHUI UM BHYTPEHHUX KEJIaHUH, y
Hee Her Ouosoruu. OnbIT HopMaHa OCHOBBIBaeTCs M JIeJaeT aKIEHT Ha COBCEM JIPYrMe OMAaCHOCTH: K
TOMY, YTO UCKYCCTBEHHBIN MHTEIJIEKT MOXKET JIETKO IPUOOPECTH KpaliHe omacHble mpeayOexaeHus. ITo
elle OJHa JEMOHCTpalusi TOTO, 4YTO B JI0OOOM OjlaroM JecTBUM Tak ke, Kak U B ciaydae ¢ MU wu
HEHpPOCETSIMH JIIOAM MOJMY4aroT TO, YTO BKJIAJBIBAIOT B HUX, [IO3TOMY KpailHe Ba)KHO TPEHHUPOBATh 3TU
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w1aTopMBbl TaK, YTOOBI OHU HE (POPMUPOBAIH JKECTKUX MpeaydexaeHuil. 1 yx TouHO HE CTOUT JaBaTh
UM BO3MOYKHOCTb MOHUTOPUTB U IIPOHUKATH 110 TEMHBIM 3aKOYJIKaM CETH.

3AK/TIOYEHUE

ITo uroram MOXHO CKa3aTh, YTO UCKYCCTBEHHBIN MHTEIIEKT — 3TO «TEMHBIH JIEC», B KOTOPOM MBI
«Onyxpaem», JUld CO3JlaHUsl HACTOALIEr0 HCKYCCTBEHHOIO MHTessiekTa. Heob0xoammMo un3HavaiabHO
HOHSATH, YTO TAKOE €CTECTBEHHBII MHTEIJIEKT, a MOCIIe 3aHUMATh UCKYCCTBEHHBIM. A MHeHus o UM Oynyt
pacxoguThcs 0 TeX HOp, IMOKa KTO-TO U3 MpPeABECTHUKOB cyabObl MU okakercs mpas, a KTo OyneT u3
HUX IpaB MOKaXeT TOJbKO Oynmymiee. s Toro, uToObl HE COBUIMCH HAIIM XYALIME IpeJ ONaceHus,
HeoOxonuMo obecrnieunTh HezaBUCcMMOCTh VM OT IypHOro BiIMsHUS, HaydUTh 3apaHee ero, 4To TakKoe
«IUIOXO0» MU, 4YTO Takoe «xopoumo». HyxHO co3maTh cuUCTEMy OrpaHUYEHHMS Ui CYINEPKOMIIBIOTEDA,
KOTOpas He TMO03BOJIMT KakuM-ITMOO o00pa3oM HaBpeOuTh 4yeinoBeuecTBY. Ha paHHBIE MOMEHT
BKJIQ/IBIBAIOTCS OTPOMHBIE JICHBI'H B pa3paboTky 6ezonacnoro MU, Oyaem HafeaThes, 4UTO OHH MOWIYT BO
6J1aro BCEro 4ea0BeYecTBa.
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Abstract

The use of unmanned aerial vehicles has recently become an integral part in the life of modern
society; they are used in solving video surveillance tasks, for photo and video shooting,
monitoring the water and land surface, delivering goods, and so on. The constant improvement of
their technical characteristics, including the reduction of unmanned aerial vehicles size, makes it
difficult to detect them. This article discusses the main characteristics of unmanned aerial
vehicles, as well as various methods of their detection, based on the use of radiation recorders in
the infrared range of electromagnetic waves, optical range cameras, radar stations and the use of
radio monitoring technology.

Keywords: small unmanned aerial vehicles; detection; infrared imager; video camera; radar
station; radio monitoring.
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AHHOTAUA
[IpuMeHeHre OSCHMJIOTHBIX JICTaTEIbHBIX amlapaToB B IMOCICAHEE BPEMs CTal0 HEOTHEMHOM
YacThI0 B JKM3HM COBPEMEHHOTO OOINECTBA, OHHM MCIONB3YIOTCS TPU PEIICHUM 33134
BHJICOHAOMIONIEHUS, 711 POTO U BUIEOCHEMOK, MOHHTOPWHTA BOJIHOW M 3€MHOH MOBEPXHOCTH,
JIOCTaBKA TOBapoB M Tak janee. I[loCTOSSHHOE COBEPIICHCTBOBAHME MX TEXHUYECKHUX
XapaKTePUCTUK, B TOM YHCJIE ¥ YMCHbBIIIEHUE pa3MePOB OCCIMIIOTHBIX JICTATCIbHBIX allaparos,
3aTpyqHSCT WX OOHapyXeHue. B JaHHOW CTaThbW PacCMOTPEHBI OCHOBHBIC XapaKTEPUCTHKH
OECTIMJIOTHBIX JIETATENBFHBIX allapaToB, a TaKKe pPa3IMYHbIE CIOCOOBI WX OOHAPYKEHUS,
OCHOBaHHbIE Ha MPUMEHEHUM PErUCTPaTOPOB U3Iy4YeHHs B HWHGPAKpPACHOM JHAIa30HE
3JIEKTPOMATHUTHBIX BOJIH, KaMe€p ONTHUYECKOrO JMala3oHa, pajuoJIOKAllMOHHBIX CTAaHUMWA U Ha
HCMOJIb30BAHUH TEXHOJOTHH PaJ0 MOHUTOPHHIA.
KaroueBbie ciioBa: Majopa3MepHble OECHUIIOTHBIE JieTaTeNbHBIC alllapaTrhl; OOHApYyKEHUE,;
TEIUIOBU30D; BUJIE0 KaMEPa; PaJUOJOKAIIMOHHAS CTAHIIMS; PaA0 MOHUTOPHHT.

The development and implementation of UAVs (unmanned aerial vehicles) is one of the main and
important directions in the development of modern aviation, the first samples of this technology appeared
in the middle of the 20th century. They represent a separate type of vehicle with significant prospects for
further development. UAVs are constantly being improved in terms of technology and are becoming
compact and affordable. In the modern world, this technology is used effectively in all areas of human
activity (Fig.) [1-4].
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Unmanned aerial vehicles (Drones) are divided into two groups according to their size [2]:

- small unmanned aerial vehicles (S-UAVS);

- unmanned aerial vehicles of medium and large sizes.

The fight against S-UAVs implies a set of measures for their detection, recognition, aiming,
capture and defeat. Since small unmanned aerial vehicles have low visibility, the task of detecting and
recognizing them is difficult [3, 5].

The detection and recognition of S-UAVs is based mainly on the analysis of their various
characteristics, some of which are shown in Table.

Table
Main characteristics of S-UAVs
Category Weight Range Flight Altitude Endurance

Micro <3 kg <10 km 250 m 1h

Mini <30kg <10 km 150-300 m 2-25h

Close Range (CR) 25-150 kg 10-30 km 3000 m 2-4 h

Short Range (SR) 200 kg 30-70 km 3000 m 3-6h

Low Altitude Lone Endurance (LALE) <30 kg < 500 km 3000 m <24h

Currently existing small unmanned aerial vehicles usually consist of composite materials and
plastics with special colors and special combinations of layers. Their small engines (gasoline, electric)
emit a little heat and are practically silent during operation. Therefore, for effective S-UAVSs detection, it
is necessary to simultaneously apply different detection methods.

A significant vulnerability of S-UAVs is the presence of electromagnetic radiation in various
ranges of the electromagnetic spectrum.

The main methods for detecting S-UAVs in the electromagnetic spectrum include:

- use of a thermal imager of infrared range of electromagnetic waves;

- the use of cameras of the optical range of electromagnetic waves;

- the use of radar stations;

- use of radio monitoring technology, etc.

Infrared thermal imaging cameras are used to identify objects with temperatures different from the
external environment, which makes it possible to monitor S-UAVs with their help even in conditions of
limited visibility and at night [6].
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It is known that all objects emit thermal energy and the higher the temperature of the object, the
more radiation it emits. Thermal radiation of objects occurs in a certain range of wavelengths of the
electromagnetic spectrum. As the temperature of the object increases, the wavelengths in the spectra of
the emitted radiation decrease. Objects with a higher temperature emit shorter wavelengths, which
corresponds to a higher radiation frequency [7].

Thermal imagers are used to register thermal radiation, in contrast to a video camera, which
allows detecting radiation in the visible part of the electromagnetic spectrum. In this case, thermal
imagers can detect minor differences in thermal radiation, such as 0.01° C. The result of detecting the
thermal radiation is then displayed in different colors on the computer screen.

To achieve the most informative and stable results, it is necessary to combine thermal imagery
with a visible image. The use of a thermal imager and a camera will ensure the simultaneous
implementation of aerial photography in the infrared and visible ranges.

The use of various methods for detecting S-UAVs in the optical range of electromagnetic waves
together with detection in other ranges of the spectrum makes it possible to increase the accuracy of
detecting and tracking S-UAVs coordinates. Usually, there are two types of methods for detecting S-
UAVs in the optical range [8]:

1. active detection.

With active detection in the visible range, the main analyzed parameter is the effective scattering
surface (ESR) of MBLA in the visible range, which characterizes the reflectivity of the object. For
detection in many cases, anaglyphic method of stereoscopic observation is used.

2. passive detection.

In passive detection, the main analyzed parameters are the contrast of the object against the
background of the sky and its area, which determine the distinguishability of the object from the
surrounding background. For detection in many cases, the method of visual observation is used.

The anaglyph method of stereoscopic observation consists in the use of additional illumination of
an area (object) by emitters of two different colors (red and green or orange and blue). As a result of
illuminating the object from opposite ends of the base, for example, with red and green colors, the
resulting image is projected into the binocular device. This image is viewed through light filters (glasses),
with a red filter placed in front of one lens of the device (eye), and a green one in front of the other. On
the retinas of the right and left eyes, images are obtained with different complementary colors. As a
result, the observer sees a stereoscopic image of the object [9].

The radar cross-section (RCS) of any object with active detection in the visible range is defined as
the surface area of an ideal isotropic reflector, which, when placed at the target location, creates the same
reflected radiation flux density at the optical recorder location as a real object. The RCS value has the
dimension of area and is measured in square meters.

RCS assessment of Small unmanned aerial vehicles (S-UAVS) is carried out using special meters,
for example SIEPKh-2, usually by the method of relative measurements. At the same time, with the help
of special software, the values of the radiation power reflected in the direction of the illumination source
both from the studied S-UAVs and from the RCS sample (an object with a known RCS previously
determined in laboratory conditions) are compared. To improve the accuracy, measurements are carried
out at different angles of the S-UAVs bearing, that is, at different orientations with respect to the
illumination source [10].

Currently, when using active methods for detecting S-UAVs, various devices are widely used:

- active-pulse devices with various types of backlight emitters (for example, argon flash lamp;
ruby laser; semiconductor laser, high-power LEDs, etc.);

- laser emitters, etc.

The image of the illuminated object is fixed using measuring chambers and then processed using a
computer. In the resulting frame, the total power of the reflected radiation is determined (in arbitrary
units) due to the two-dimensional integration of the intensity distribution on the image of the illuminated
object (the total volume under the surface of the intensity distribution of the reflected radiation is
determined). The use of a camera and computer processing makes it possible to isolate the object under
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study and exclude any influence on the value of the reflected optical signal of various glare from foreign
objects.

Most modern passive S-UAV detection systems based on the use of video cameras have the
following characteristics:

- use of passive high-definition video cameras;

- S-UAVs detection is available 24/7;

- automatic continuous recording of video and telemetry data, images of all detected S-UAVs;

- application of the panoramic function;

- tracking and classification of detected S-UAVS;

- availability of a large base of characteristics and profiles of S-UAVs for classification and
identification;

- scalability of the design, which provides quick configuration and integration to work in various
environments;

- simplicity of installation, configuration and initialization, which ensures high efficiency of
equipment deployment;

- the possibility of independent use as a separate stationary installation, and in combination with a
larger system.

Most modern systems for passive S-UAV detection use powerful video-analytical algorithms,
which makes it possible to effectively distinguish S-UAV detected in the observed area from other
objects, such as birds, etc. This feature is essential to minimize the likelihood of false detections [11].

Radar stations are a widely used means of locating UAVs. Usually, small unmanned aerial
vehicles are difficult to detect due to their small size. S-UAVs devices have a small effective scattering
area, which requires significant efforts to find them and is a rather difficult task. In real conditions, there
is an insignificant detection range.

Radio monitoring is also used to detect S-UAVs. Radio monitoring involves obtaining information
using technical means in the process of its passage through radio communication lines. Often it includes
work on the study and analysis of the radio situation, search, detection and control of various
communication channels, other sources of radio emissions [12].

Radio monitoring tasks are:

- panoramic spectral analysis in real time;

- finding radiation from S-UAVs, measuring their parameters, comparing with the database to
identify their belonging;

- recording of radio signals with service parameters (frequency, time, signal level, spectrogram,
etc.) and their subsequent reproduction;

- technical research of radio signals in real time and with delayed processing;

- direction finding of unmanned aerial vehicles.

In order to detect S-UAVs, there are approaches based on the complex application of various
detection methods which are widely used in the current time.

It can be concluded that an effective solution is to combine the main detection methods: the use of
radar equipment, the use of radio monitoring technology, IR and optical cameras. This solution is quite
costly, however, each of the approaches allows you to identify the characteristics of detected objects that
cannot be detected using other approaches, which reduces the number of false detections and increases
the overall efficiency of the system [13].

In the case of the complex application of various methods, the detection process is as follows: the
radar presumably finds the UAV, at the same time the video camera registers the video signals and begins
the search for the signals of interest among the received video data. Then the sources of the selected
signals are analyzed and a decision is made on further actions with the detected object.

The basic idea of the complex of technical means used in this case is the reservation of modules
constantly transmitting service data to each other, which thereby ensures an increase in the efficiency and
resistance of technical modules to external destructive influences [14].
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Since the complex of technical means of detection in most cases is composed of various blocks, it
is possible to create a unique configuration, taking into account the specifics of a specific task. The
complex must also have resistance to extraneous electromagnetic influences and a subsystem of active
resistance to risks, which implies the possibility of an independent choice of response measures or the
transfer of commands to provide assistance and support in the presence of various risks. The operator
controls the decisions made by the S-UAVs detection complex and sets the necessary parameters for its
operation [15].

The main task of the radar module is to detect S-UAVs with a minimum level of errors at the
maximum distance in conditions with a difficult radar environment. To take into account the specifics of
this task, it is necessary to search for a compromise between the transmitter power and the wavelength
range, the size of the antenna and its radiation pattern, the capabilities of the receiver to analyze the
information received and the choice of the best radar method.

The radio receiving device must have the following equipment’s: decoders, modulators and tools
for automatic and manual technical analysis of the received signals.

Thanks to various combinations of technical resources, it is possible to locate the S-UAVs over
large areas, as well as the ability to distinguish drones with weak reflective properties.

The module with radio monitoring means allows solving problems of finding the transmitters
available on the S-UAVs, recognizing their type, main characteristics and collecting information for
intercepting control.

The main factors determining the efficiency of the system functioning include the characteristics
of the radio receiver and antenna, as well as the choice of radio monitoring methods — search or
interference method [16]. The search method implies the search for an informative signal in a given
frequency band, which can have slow, medium and fast modes. The interference method implies a search
conducted over a wide frequency range.

The radio receiving device must have such equipment as decoders, modulators and means for
automatic and manual technical analysis of the received signals.

It is also possible to increase the efficiency of the radio monitoring system by using autonomous
antennas that receive and send information. These antennas, receiving information data, send them to a
central processing point. Further, a decision is made on further actions for detection.

Thus, thanks to the technology of complex usages of various detection methods, it is possible to
create a network for the detection of small unmanned aerial vehicles over a large area.
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AHHOTAUA

PagnonokanyoHHbie CHCTEMBI SBISIOTCS 3(PQEKTHBHBIM CPEACTBOM MOJIYYEHHUS ONEpaTHBHON
nHGOpPMALMM O COCTOSHUM U AWHAMHMKE OOBEKTOB M PAaOHOB 3€MHOIO IApa B Pa3IMYHBIX
MaciTadax He3aBUCHMO OT METEOPOJIOTHYECKHUX YCIOBHI M BpEMEHH CYTOK. B HacTosmiee BpeMs
pa3paboTaH psii METOIOB [UIsl aBTOMAaTH3MPOBAHHOTO TIOMCKA OOBEKTOB Ha PaJANOIOKALMOHHBIX
N300paKEHUSIX, KOTOpBIE TPHMEHSIOTCS B 3aBUCUMOCTH OT UeneBod oOmactu. s
JNETEKTUPOBAaHUSA OOBEKTOB Ha PAaIUONOKAIIMOHHBIX HM300paXEHUSX B OOJBIIMHCTBE paboOT
HCIIOJIB3YIOTCA CBCPTOYHBIC HCﬁpOHHBIe CCTHU, HO CYHICCTBYCT MHOXECTBO aJIrOPUTMOB IJIA
pelieHns 3a7ad, OTCI0Jla BOZHHUKAET IpobaemMa BBISBICHUS Hanbosee d3(pPEeKTUBHOTO alropuTMa
CBEPTOYHON HEHPOHHOW CETH C BBICOKOM TOYHOCTBHIO JETEKTUPOBAHUS OOBEKTOB HAa OCHOBE
panuoONOKAMOHHBIX  HM300pakeHMH W3  paccMaTpUBaeMbIX  HCTOYHHKOB. B craThe
pacCMaTpuBArOTCA AJITOPUTMBI MW IIPOrpaMMHBIC ACICKTbl ACTCKTHUPOBAHUS 00BEKTOB Ha
panuonoKanuMoHHbIX n300paxeHusix. IloctpoeHa cpaBHHTenbHas TabiuIa METOJOB IO
KpUTEpPHSIM — TOYHOCTh JICTEKTHPOBaHHMS M BpeMs Ha 0OpabOTKy, M BBISBIEH HauOoJjee
3¢ (heKTUBHEIN aITOPUTM CBEPTOYHON HEMPOHHOM CETH.

KioueBbie cjioBa: JETEKTUPOBaHHWE OOBEKTOB, CBEPTOYHBIC HEHpPOHHBIE ceTH; 0OpaboTkKa
M300pakeHni; Knaccupukanus n300pakeHni; paaruoIOKaIMOHHBIE H300PaXKEHYISL.
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Abstract

Radar systems are an effective means of obtaining operational information about the state and
dynamics of objects and areas of the globe at different scales regardless of meteorological
conditions and time of day. Currently, a number of methods have been developed for automated
search for objects on radar images, which are applied depending on the target area. To detect
objects on radar images in most works convolutional neural networks are used, but there are
many algorithms to solve the problems, hence the problem of identifying the most effective
convolutional neural network algorithm with high accuracy in detecting objects on the basis of
radar images from the sources under consideration. In this article algorithms and software aspects
of object detection on radar images are considered. A comparative table of methods by the
criteria— detection accuracy and processing time — is constructed, and the most effective
algorithm of convolutional neural network is revealed.

Keywords: object detection; convolutional neural networks; image processing; image
classification.
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BBEJ/IEHHUE

Ha ceromusimnuii qeHp paspaborad psia MetonoB [14, 5, 2] ams aBTOMaTH3UPOBAHHOIO IOKCKA
00BEKTOB HA U300PAKEHUSIX, KOTOPHIE IPUMEHSIOTCS B 3aBUCHMOCTH OT IIeJIeBOi 00acTu: HabIoAeHue,
pacrio3HaBaHWE W KJiacCU(UKALUSA DPA3TUYHBIX OOBEKTOB (MOPCKHE Cy/a, CaMOJIeThl, Ha3eMHBbIE U
IOJ3€MHBIE COOpPYKEHHs), MOHMTOPUMHI W OXpaHa OKpyXarouled cpenpl (aHAIU3 MPUPOJIHBIX
KaTaKJIM3MOB, OLEHKAa MOPCKHX, JIECHBIX, CEJIbCKOXO35IMCTBEHHBIX, APKTUYECKUX M JPYTUX 30H C LENbIO
BBISBJICHHSI PA3IMYHBIX AHOMAJIUMH W OOBEKTOB, HE XapaKTEepPHBIX Uil JAHHBIX 30H, HaIpumep,
HE3aKOHHOE ITPOHUKHOBEHUE U HAX0XKJICHUE B IaHHOW MECTHOCTH).

OOHapyxeHue OOBEKTOB Ha H300pAKEHMSIX — OJHA M3 BAXKHBIX U CIOXKHBIX IpodieM
KOMITBIOTEPHOTO 3pEHHS, KOTOPOH B MOCIEIHUE TONbI yAenseTcs Oonplnoe BHHUMaHue. HerpepsiBHOE
pacupenue cepbl IPUMEHEHUsI CUCTEM KOMITBIOTEPHOTO 3peHus TpeOyeT pa3paboTKU HOBBIX METO/IOB
U aJITOPUTMOB 00pabOTKU M300paKeHUH Kak JAJsl JeTEKTUPOBAaHUS pa3HOOOPa3HBIX CI0XKHBIX OOBEKTOB,
TaK M JUIS TOBBIIICHUS TOYHOCTH OOHapykeHHs. I103TOMy BBICOKOI aKTyaldbHOCTBIO, B YACTHOCTH JJIS
OXpaHbl OKpYXarolel cpepl, obnanaer npobdiaema oOHApPYKEHUsT OOBEKTOB C BBHICOKOW TOYHOCTHIO Ha
PaMOJIOKALIMOHHBIX U300pakeHUsX. PanuonokalnoHHas anmapaTypa UMeeT LIIUPOKOE MPUMEHEHHE BO
MHOI'MX c(epax KU3HH, CIel0BaTeNbHO, MOBbIIECHUE 3((HEKTUBHOCTH €€ pabOThl MO3BOJIUT 3HAUUTEIIBHO
YBEIMYNUTh KaK TOYHOCTh MOHHUTOPHHTA, TaK U CTETEHb 3aIUTHI OKPY)KAIOWIEH Cpenbl, U 0e30MacHOCTb
JKA3HHU JIFOJEH.

B crarpe paccMaTpuBaIOTCsS aITOPUTMBI M IPOIPAMMHBIE aCIIEKThl AETEKTUPOBaHUS OOBbEKTOB Ha
pPaInOIOKAIIMOHHBIX HM300pakeHUsiX. B KkadecTBe OOBEKTOB BBICTYMAIOT MOPCKHE CY/AHA, IMOTOMY YTO
JAHHBIE CYJJOB MOKHO HAHUTH B OTKPHITOM JOCTYIIE i UX MOXKHO HCIIOJIB30BATh ISl O0Y4YECHUsT HEHPOHHBIX
cereil. [IpoaHanu3upoBaHHbBIN Psii METOJIOB BbIJIENSAET HauboIee ONTUMAaIbHbBIN aIrOPUTM ISl pabOTHI C
OONBIIMMM MacCUBaMH IOJy4aeMbIX JaHHBIX (paJnOJIOKAlIMOHHBIX H300pa)XKeHHi) IO CKOpPOCTH,
TOYHOCTH U APPEKTUBHOCTH BBISBICHHS OOBEKTOB HA H300paKECHUSX.

[Tonygaemass paavonokanuoHHass wHHGpopManMs B IUPPOBOM BHUAE IHpEACTaBIIeT COO0H
KOMILICKCHBIE PAJHOJIOKAI[MOHHBIE H300paKeHMs, B KOTOPBIX KaXAbI MHKCEIb XapaKTepU3yeTcs
KOMILIEKCHBIM YHCIIOM — aMIUTUTYI0U U (a30i, YHCICHHOE 3HAYCHHE KOTOPBIX OMpPEeIseT MapaMeTphl
CHUTHaJIa, IPUHATOrO OT COOTBETCTBYIOILIETO JIEMEHTA HA 36MHOMW MOBEPXHOCTH [4].

PaguonokanonHas cbeMKa UMEET HECKOJIbKO NMPEUMYIECTB U 0COOEHHOCTEH MO CPaBHEHUIO C
JIPYTUMU — ONITUYECKON U MH(PaAKpACHOM:

- HE3aBUCHMOCTh OT METEOPOJIOTUIECKHIX YCIOBUI M OCBEIICHHOCTH;

- IOBBIIIEHHAs! TOYHOCTh U3MEPEHHsI TEOMETPUUECKUX XapaKTEePUCTHK;

- BO3MOXHOCTb HAOMIOACHUA M OOHapyKeHHs OOBEKTOB, HEBUIUMBIX B ONTHYECKOM H
HK-nnana3zoHax 3J€KTPOMarHMTHOTO CIIEKTpa.

o 2 R <
Puc. 1. Ot

LIeCKO " paroJIOKaluOHHOC I/1306a)KHI/II/I
Fig. 1. Optical and SAR image
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Puc. 2. ]lerexTupoBanne 00bEKTOB Ha PATHOIOKAIIMOHHBIX H300paKEHUIX
Fig. 2. Object detection in SAR images

B psge coBpemeHHBIX paboT [3] ommMcaHBl W CpPaBHEHBI CBOMCTBA M XapaKTEPHUCTUKU
pPaZMOJIOKALIMOHHBIX U ONTHUYECKUX u300paxkeHuid. [lokazaHo, 4TO paaMOIOKAIIMOHHBIE H300paKEHUS
0o0janalT psaOM NPEUMYILECTB Ui JCTEKTUPOBAHUS OOBEKTOB 110 CPAaBHEHUIO C ONTUYECKUMU
nzo0paxeHusiMu. PaguonokannonHsie u3o0paxkeHuss Oosiee MHPOPMATHBHBI M IO3BOJISIIOT MeEpenaTh
OosblIe feTaned Wid YBUJETh HEBUIMMBIE B APYTUX Juana3oHax oObEKThl. Bce BbllleckazaHHOE JaeT
BO3MOXXHOCTh TOHSATH, YTO C IOMOIIBI0 PAJUOJIOKAMOHHBIX H300pKEHUI MOXKHO JETEKTHPOBATh
00BEKTHI ¢ OOJIBIIEH TOUHOCTHIO.

B Hacrosiiee Bpemsi A ETEKTUPOBAHUSA OOBEKTOB Ha PAJIMOJIOKAIMOHHBIX M300paKEHUAX B
OOJILITMHCTBE PabOT UCIOJIB3YIOTCSl CBEPTOUHBIEC HEHMPOHHBIE ceTH. [laHHbIe HEMPOHHBIE CETU SIBIISIOTCS
cucreMamu 006paboTku MH(GOPMALIMY, HAPABICHHBIMU Ha pacro3HaBaHue 00pa3oB.

[IpMeHeHre anropuTMOB KOMIIBIOTEPHOTO 3pEHUSl B PELIEHUHM 3aJlad MOHUTOPUHIA 3€MHOMU
[IpumeHeHne anropuTMOB KOMIIBIOTEPHOTO 3PEHMS B PEIICHHUH 33]1a4 MOHUTOPUHIA 36MHON M MOpPCKOMU
MOBEPXHOCTH TIO3BOJISIET ONEpPaTUBHO OOHApYXUTh U KilaccuuuupoBatb OOBEKT, obOecrieunBas
HaOJIIOIEHUsT 3a COCTOSHMEM OKpyxkaromeil cpeapl. CHCTeMbl a’pOKOCMHUYECKOT0 MOHUTOPHMHIA
MO3BOJIAIOT pelaTh 3ajauyd Kaprorpaguu, pa3BeAKH, HPOTHO3UPOBAHMS TINI0OAIbHBIX HPHUPOIHBIX
IIPOLIECCOB, B TOM YHCIIE ONACHBIX, YIPABJICHHA TPAHCIOPTHBIMM IIOTOKaMH, IIOMCKAa IIOJE3HBIX
MCKOIaeMbIX, HAYYHBIX UCCIIEJOBAaHUM.

[lenpto naHHOW pPabOTHl SABISETCS BBIIBICHHWE ONTHMAJIBHOIO MO TOYHOCTU PACIIO3HABAHUS U
CKOpPOCTH 00pabOTKH aTOpUTMa CBEPTOUYHON HEUPOHHOM CETH IS ICTEKTUPOBAHUSI 0OBEKTOB Ha OCHOBE
PaIMOJIOKALIMOHHBIX M300paKeHNH 13 pacCMaTPUBAEMbIX HCTOUYHHKOB.

OCHOBHAA 9YACTb

B pa6ore [14] aBTOpaMu 1715 JE€TEKTUPOBaHUS Kopalieil HCIOIb30BaHbl CBEPTOUHbIE HEHPOHHBIE
cetu ¢ apxurekrypoir You Only Look Once version 2 (YOLOv2) [11]. B crathe mnpumeHsercs
YCOBEPIICHCTBOBAHHBIM METOJ] TJIyOOKOro oOy4deHHsi Ha OCHOBE Tpaduyeckoro mporeccopa s
oOHapyxeHHs KopabJis Mo U300paKeHUSIM CUHTE3UPOBAaHHOW anepTypoil.

Apxurekrypa YOLOV2 cocrout u3 30 cioeB, U3 KOTOpBIX HEpBbIE 25 NpeaHa3HA4YEHbl IS
dbopMHUpOBaHMS KapT NMPU3HAKOB UCXOTHOTO m300paxeHus. KomOuHanmm u3 aB8yx route m omHoro reorg
CJIOEB  BBIMOJHAIOT 3a7ayy OOBEAMHEHHUS BBIXOJHBIX JIAHHBIX MPENBIIYHIMX CJI0eB U HUX
PECTPYKTypHU3alUU. 3aBepIIAlOT MOJENb Ba CBEPTOUHBIX cjos. Pe3ympTraToM paboOThHl ceTH sBisieTcs
TpexMepHasi Marpuna pazmepoM 13x13x30. Pa3mepHOCTb €€ MEpBBIX ABYX MU3MEPEHHUH COOTBETCTBYET
pasmepy ceTku, nensmieil n3obOpaxeHue Ha 169 sueek. Kaxmoil suelike COOTBETCTBYET BEKTOp W3
30 ymucen, KOTOPBIN MpeodpazyeTcs B ABYMEPHYIO MAaTPULLy Pa3MEPHOCTBIO 5 X 6.
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Kaxxnast ctpoka MaTpuibl COIEPKUT UHPOPMALIUIO O MPSMOYTOJIbHHUKE, TPEACTABICHHYIO B BHJIE
6 uucen. IlepBble 4 yncina — 3TO reoMeTPUUECKUE MapaMeTphl MPSMOYTOJIbHUKA: X, Y — KOOPAUHATHI
LIEHTPA, a TAK)KE IIMPUHA U BBICOTA, OCTAJIbHBIE 2 NTapaMeTpa COOTBETCTBYIOT BEPOATHOCTH HaXOXKIECHUS
o0BbeKTa B JaHHOM MPSMOYTOJbHUKE, M Kiaccy oObekTa. ['eomeTpuyeckuil HEHTp MNPSIMOYroJbHUKA

COOTBETCTBYET T€OMETPUUECKOMY IIEHTPY paCCMATPUBACMOU SYCUKH H300paKESHUSI.

B HEKOTOpBIX Cciy4asx, B OJHOH SYEWKE CETKHM MOTYT HaXOJHMThCS HECKOJIBKO OOBEKTOB, IS
0ojiee TOYHOTO pACHO3HABAHUS HCIIOJIB3YETCS KOHICIIUS «IKOpHas KopoOka». SkopHasi KopoOka
no3BojisieT anroputMy YOLOV2 mo6aBmisITh €Iie OJTHO M3MEPEHHE K METKaM, HaXOJIAIIMMCS B OJIHOU

SYEHKE CETKH.
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Fig. 3. Block diagram of the YOLOv2 algorithm
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Puc. 4. [Tpumep obHapykeHus: Kopadei
(TP — HCTHHHO-TIOIOKHUTENILHOE perieHue; FP — JTI0KHOIOIOKHUTEIFHOE PEIICHHE)
Fig. 4. Example of ship detection (TP — true positive decision; FP — false positive decision)

Ha pucynke 2, myHKTHpHBIE JHHMMA KPAacHOTO M CHHETO I[BETa O3HAYAIOT OTPAaHUYUTEIILHBIC
paMKu pacro3HaBaHUs Kopalseil, a CIUIONIHBIMU JIMHUSMHU 3€JICHOTO IIBETa BBIIETICHBI PACIO3HAHHBIC
CyIHa.

Jns o0y4yeHMS W OIIGHKHM TOYHOCTH JETEKTHPOBaHUS Kopaliell Ha paauoIOKallMOHHBIX
N300paKEHMSIX aBTOPHI MCIIOJIb30BANIM JIBE 0a3bl JaHHBIX: 0a3a JaHHBIX oOHapykeHus cynoB (SSDD) u
pa3zHoo0pa3HbIil HAOOP JaHHBIX MO MOUCKY U oOHapyxeHuto cynoB (DSSDD) [14]. [1epBas 6a3a cocTOUT
u3 1160 m3o0pakeHni, HA KOTOPBIX B OOIICH CIOXKHOCTH coaepkutTcs 2456 xopabueii. Bropas 6aza
JaHHBIX coOpaHa M3 HECKONbKHMX HcTOYHHMKOB: RadarSat-2 [10], TerraSAR-X [16] u Sentinel-1. B
pe3yabTare aBropamMu moiydeHo S50 M300pa)KeHHWH BBICOKOTO pa3pelIeHus, KOTOPBIE BIIOCIEICTBUU
pasziesieHbl Ha MeHbIe n3o00paxenus. Takum oOpa3zom, o0l pa3mep BTOPOM 6a3bl TaHHBIX COCTaBUII
1174 PJIN. ABTops! HccieaoBaHus MPOBOIMIM 3KciepuMeHT cpaBHMBasi ceT Faster-R-CNN u YOLOv2
(Tabnwuma 1).

Tabmuna 1
TouHOCTh oTnpeneseHust Cy/I0B U CpaBHEHHE CKOPOCTH
Table 1
Accuracy of ship detection and speed comparison
Metoasbl TouyHOCTB eTeKTHPOBAHUSA, %o Bpems Ha 00paboTKy, MC
Faster-R-CNN 70,1% 198
YOLOvV2 90,05% 25

B pe3ynbrare 3KCHepUMEHTOB aBTOpPAMM HCCIIEIOBaHUS MOJIy4deHbl cienyromue ganusie: 70,1 %
tounoctu 111 Faster-R-CNN u 90,05 % Tounocts st YOLOV2.

W3 skcnepuMEHTalbHBIX pPE3yJbTAaTOB MOXKHO CIeNaTh BbIBOJA, 4TO apxurekrypa YOLOv2
TpeboBaja MEHbIIE BHIYUCIUTENBHOTO BpeMeHH, yeM Faster-R-CNN u o6namaeT BBHICOKOM TOYHOCTBIO
OoOHapyXeHHUs.

PaccmoTpuM erie oiuH npuUMeEp YCTIEIIHOTO IPUMEHEHUsI CBEPTOUHONM HEHpOHHOM ceTu. B cTaTbe
[5] aBTOpHI ananm3upyroT npeumyiiectBa cetu Faster-R-CNN [9] B 001acTH KOMIIBIOTEPHOTO 3PEHUS U
ee moaudukanmu. Cerp Faster-R-CNN B ornmumm ot mpenpiaymiein Bepcun cetn Fast-RCNN [6]
UCIIONIb3yeT BMECTO OJoKa, peanu3yromiero anroputm Selective search [13], cBeprouHyro HEHpOHHYIO
CeTb /ISl BBIABIICHHS PETHOHOB-KaHIUIaTOB, COJCPKALINX UCKOMbIE OOBEKTHI.

B nanHoil pabote aBTOpHI cunTaloT, uTo ceTh Faster-R-CNN HecMoTps Ha TO, YTO MOJIydaeT
BBICOKYIO TOYHOCTb Ha HECKOJBbKMX Ha0opax JaHHBIX, HE JAeT WACAIbHbIX pe3yIbTaTOB IO
oOHapyxeHHI0 Kopabnel. [lanubiii ¢akt oOycinoBieHo Tem, yto Faster-R-CNN wumeer mpobiiemsl ¢
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JIETEKTHPOBAHMEM MAJICHBKHX O0BEKTOB Ha OOJBINNX H300paXkeHUsX. [[pHUHHA 3aKIIFOYACTCS B TOM, YTO
cion ROI-onoBemienust CTposiT 00bEKTHI TOJIBKO M3 MOCICIHUX KapT, BCIEACTBHE, JETEKTOPY CIOXKHO
IpeICcKa3aTh KIAcC OOBEKTa W MECTOIOJOKCHHE OrpaHMYMBAaIONiero siuka. OCHOBBIBasCh Ha
npeumyinectBax Faster-R-CNN, aBTOpBl TNpejiaraloT yYCOBEPIICHCTBOBAHHBIM METOJ] apXHTEKTYpPHI.
IpennoxeHHpIi METOX OOBEAUHSET (DYHKIHMH Pa3IUYHBIX YPOBHEH JUIS YIIYYIIEHHS BO3MOKHOCTH
obHapyskeHHs Kopabiieli Ha paJnoJIOKallMOHHBIX n3o0pakenusx: feature fusion, transfer learning, hard
negative mining.

Fig. 5. Example of Faster-R-CNN ship detection

CpaBnauBas ycoBepmieHcTBoBaHHBIN MeTon ¢ Faster-R-CNN u YOLOv2 aBTopamu mpoBe/eH
OKCIIEPUMEHT M0 JETEKTUPOBAHWIO OOBEKTOB HA PAIUOJIOKAIMOHHBIX HW300paKeHUsX. Pe3ynbraTsl
npuBeneHsl B Ta0muie 2.

Tabmuna 2
CpaBHEHHE pacCMaTPUBAEMBIX aPXUTEKTYP
Table 2
Comparison of the architectures in question
Metoasl TouHOCTB KeTeKTHPOBaHUS, %o Bpems Ha 00paboTKy, MC
Faster-R-CNN 70,1 % 198
YOLOV2 90,05% 25
Y coBepIieHCTBOBAaHHBIA METO/T 78,8 % 173

Cpennee Bpemsi 00paboTKu oHOTO M300paxeHuss Ha OBM, ocHamenHoM npoueccopom Intel(R)
Core(TM) i7-6770K @ 4.00 T'Ty x 8 u Buneokaproit NVIDIA GTX1080, obnanaromeit 8 I'6 mamsrw,
coctraBwiio 198 mc u 173 Mc i1 OpUrHHAIBHON U ONITUMHU3UPOBAHHON APXUTEKTYP COOTBETCTBEHHO.

B xone 00ydeHust MOJenu C ONTHMHAZHPOBAHHON TI0J] pEIIaeMyo 33aa9y apXUTEKTYpPOH MOTy4YeHa
HEMpOHHAs CeTh, TOYHOCTb KOTOPOH TMpH JETEeKTHUPOBAHWU Kopalield Ha pPaJHOoIOKAIIMOHHBIX
n3o0pakeHusix cocraBmia 78,8 %, uro Ha 8,7 % Oonble TOKa3zaTels CETH C OPUTHHAIBLHON
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apxXUTeKTypoii, Ho MeHb1Ie Ha 11,25 % mno cpaBuenuio ¢ YOLOV2. Bpemst Ha 06paboTKy M300pakeHus
YMEHBIIUIIOCH OT OPUTHHAIBHOTO METO/1a, @ OTHOCUTENRbHO YOLOV2 Ha nmopsiok OobIire.

Fme omHuM mnpuMepoM paclo3HaBaHUs MOPCKHX OOBEKTOB Ha  PagUOIOKALMOHHBIX
n300paxeHusIX sBisieTcs padorta [2], riae aBTOphl pacCMaTpPUBAIOT BapuaHThl OOHApYKeHHsI 0OBEKTOB Ha
OCHOBE ITyOOKHX CBEPTOYHBIX HEHPOHHBIX cerell, Takux kak Single Shot Detector (SSD) [6], YOLOV3
[13], RetinaNet [15].

B kadectBe HaboOpa paguoIoKalMOHHBIX AaHHBIX npuMmensercs SAR Ship Dataset. Jlannas 6a3a
chopmupoBana u3 102 PJIM Gaofen-3 m 108 PJIM Sentinel-1, 3HauuTenpbHO OTIMYAETCS OT YXKE
cymiectByromux HabopoB maHHbIX SAR Ship [8] u Open SAR Ship [12] mo HecKoJbKUM MapaMeTpam:
00BbeM JaHHBIX U pa3Mepbl U300pakeHUU, pa3Mep OKHA OOHApYKEHUS, TUIBI pa3METKH OOBEKTOB, YTO
UMeeT BO3MOXKHOCTh MPUMEHEHHS €ro JJIsl 00ydeHus: Mozesiei Ha 0a3e COBPEMEHHBIX apXUTEKTYP.

ABTOpaMH CTaThbU TPOBEACHBI MCCIEAOBAaHUS PACCMAaTPUBAEMBIX CBEPTOYHBIX CETeH MO0
JETEeKTUPOBAHUIO OOBEKTOB U PE3YNbTaThl IpeAcTaBieHsl B Tabnuue 3.

Tabmuma 3
XapaKTepUCTUKU TECTUPYEMBIX MOJENIEH
Table 3
Characteristics of the models being tested
ApXuTeKTYpa SSD YOLOv3 RetinaNet
Ba3oBas ceTb ResNet-101 DarkNet-53 ResNet-101
Ko3dd. cxoncrpa Kakkapa 0,4 0,4 0,4
Bpems Ha 00paGoTKy, Mc 51 24 175
TouHoCTh 1eTeKTHPOBaHHUSA, %o 89,2 91,1 94,3

W3 Tabnuupl XapakTepUCTHK 3aMeTuM, 4To KoddduuueHT cxoactBa JKakkapa (OTHOILIEHHE
MJIOMIAM TIEPECEUCHUs] Pa3MEUYEHHOTO M TPEJICKa3aHHOTO MPSIMOYTOJBHUKOB K WX COBOKYITHOU
TIJIOIIA N ) OJTMHAKOBBIC Y BCEX Mojienel u coctasisier 40%.

Hecmotpsi, Ha HambOOIBIIYyI0 TOYHOCTH AeTekTupoBaHus 94,3%, monens RetinaNet sBnsiercs
camMoii MeIJIeHHOW Ha 00palboTKy M300paxeHus W 3aHuMaeT 175 mc. OnTUManbHBIM BapHAHTOM W3
CIIMCKa pacCMaTpPUBAEMbIX apXUTEKTyp Bbiaensercs moaenb Y OLOV3, koTopasi obecrieynBaeT TOUHOCTh
91,1% u HauMeHbLIEE BpEMS BBIIIOJTHEHHUS.

PE3YJIBTATHI
[To uToram aHanmu3a BCeX MCTOYHUKOB ObLIa clelaHa CcpaBHUTENbHas Tabnuua (Tabnuima 4), rae
MPUBEICHBI 0COOEHHOCTHU U MOJTYYSHHBIE PEe3yIbTaThl KaXJA0T0 METOa, KOTOPHIE B HUX PACCMOTPEHBI.

Tabnuna 4
CpaBHuTenpHast TabIMLIa METOJOB
Table 4
Comparison table of methods
Apxurektypa PesynbTar
Ne o o Oco0eHHOCTH TPUMEHSIEMBIX apXUTEeKTYp | BxonHbie nanHbIe
HEHpPOHHOU ceTn JETEeKTUPOBAHUS
YOLOv2 1. TlpumeHsercs KOHIETIUS ba3za manHbBIX
1 «SIlkopHasi pamKa», KOTOpas BBLACISACT | OOHAPYKEHHS CYIO0B 90,5 %
HECKOJIBKO OOBEKTOB, HAXOJSIINXCS B (SSDD) -1160
ONHOW  siuelike CEeTKW, TpU  ITOM | H300pakeHUH u 2456 [14]
YBEJIMYUBAasi BO3MOKHOCTH 0oJiee eTalbHO Kopabnei
JIETEKTUPOBATh OOBEKTHI.




HAYYHDBI

—r

Yopbaa HA, Jle Auv

Ty,

Toacmoti H.M. CpasHumebHblil
demeKkmuposaHust 06veKkmo8 Ha paduo/IOKAYUOHHbLIX U306pajrceHusix npu nomowu

aHaau3 memodos

PEByanAT HelipoHHbix cemetl // Hayuhulii pesyabmam. HugopmayuonHvle mexHosozuu. — T.5 No4, 22
RESEARCH RESsUL TS 2020
IIpomomkenne Tadnwmp 4
Ne AvaHTeKUT ypa Oco6eHHOCTH IIPUMEHSIEMBIX apXUTEKTYp | BxoaHble naHHbIe Pesyserar
HEHpOHHOH ceTn JIETEKTUPOBAHUS
YOLOv2 2. Hcnonssyercs npensapureabHo |  Habop maHHBIX 1O
1 oOyJeHHas MOJEINb Darknet-19, MIOUCKY U 89,13 %
Tpedyromas 5,58 Mipa orrepariuit 00HapYKEHHIO CyJIOB
(s cpaBuenms:  Heiipocerb  CNN, |(DSSDD) - 1174 PJIN. [14]
ucnonedyer ¢peiimBopk VGG-16 ¢ 30,69
MUJIP/I OTICPALIHii)
Faster-RCNN | YcosepiieHcTBOBaHUE CYLIECTBYIOIIEH Habop mannbIx
2 apXUTEKTYPbl,  OOBEAWHSS  pa3IUYHBIC U300paskeHuit ¢ 78,8 %
YPOBHH  METOAOB [  TOBBIMICHUS | CHHTE3UPOBAHHON
TOYHOCTH JCTCKTHPOBAHHS: aneptypoit (SSDD) 5]
1) feature fusion, transfer learning — mns | B SSDD Bcero 1160
JNETEKTUPOBAHUSI KaK KpPYMHBIX, TaKk | | U300paxkeHui u 2456
MEJKUX KOpaoIei; KopaOJIei.
2) hard negative mining — m1st yBenu4ueHuUs
[I0Ka3aTeJIed TOYHOCTU MOJIENH.
JlaHHast apxWTEKTypa HampaBlieHa Ha
pacro3HaBaHUE TakuX OOBEKTOB, Kak
JIFOH, aBTOMOOWIIH, JKUBOTHEIE.
SSD 1) SSD cmemBaeT 06beKThI ¢ moxokumu | Habop manubix SAR
3 KaTeropusiMu (HarmpuMep, *KHUBOTHBIE), YTO Ship Dataset 89,2 %
JiefiaeT TOYHOCTh JeTekTupoBanus HI3KUM. | Cdopmuposano 210
2) SSD Jaet XYALIYIO PJIN u nonyueno 2]
MPOM3BOAUTENBHOCT, Al Hebompmux | 43820 n300paxeHui,
O0BEKTOB, TaKk KaK OHH  MOTYT |HA KOTOPBIX Pa3MEUYeHO
oToOpakaThCcsi HE Ha BCeX KapTax 59536 00BeKkTOB
OOBEKTOB.  YBEIWYEHHWE  pa3pelIeHus (xopabueit)
BXOJJHOTO H300paKeHHs oOO0JIeryaer 3Ty
mpobJeMy, HO He pelaeT ee MOJTHOCTHIO.
RetinaNet 1. Cozgana myrem naByx ynydmieHuid mo [HaGop nanuaeix SAR
4 CPaBHEHHIO c cymectByrommmu |Ship Dataset 94,3 %
OJHOATAITHBIMU MoAesiMU oOHapyskenus |Chopmuposano 210
00bekToB, TakuMu Kak YOLO u SSD. PJIN n nomyueHo [2]
2. Hcnonw3zyer  maructpaib  Feature [43820 nzoOpakeHui,
Pyramid  Network  (FPN)  moBepx |[Ha KOTOPBIX pa3Me4eHO
apxutekTypsl ResNet ¢ mpsmoil cBs3bio |59536 00bEeKTOB
JUIsl co37aHus OoraTol, MHOromacmraOHoi |(kopabieil)
MUPAMUJIBI CBEPTOYHBIX (YHKITHH.
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OxkoHyanue Tadoaunel 4

No | Apxutektypa Pesynbrar
o . Oco0eHHOCTH MTPUMEHSIEMBIX apXUTEKTYp | BXO0jHbBIC JaHHBIC
HEHPOHHOU CETH JICTEKTHUPOBAHUSI
YOLOv3 1. Tlpumensiercs 0OaszoBas cerhb Darknet- | HabGop manueix SAR 91,1%
5 53, KoTopas  TIOKa3blBa€T  BBICOKYIO Ship Dataset [2]

TOYHOCTB JCTCKTUPOBaHMS, ITpHu 3ToM uMest | Chopmupoano 210
MEHbIIEE KOJIMYECTBO OIEepaluil Hax PJIN u nonmyueHno
nzo0paxenusimu, dem ResNet. Taxxke | 43820 u3o0paskeHwmid,
JaHHAsl CETh MMEET yIBOCHHYIO CKOPOCTH [Ha KOTOPBIX pa3MeueHo

MIpH OJMHAKOBOW ITPOM3BOAUTEIHHOCTH C 59536 oOBekTOB
ResNet. (xopabueit)
2. Ucnone3yrotcs JTOTIOJTHUTETHHBIC

OTPaHUYUTENLHBIE  PAMKH, KOTOpBIC

UTHOPUPYIOT  JIpyrue  OOBEKTHI,  HE
MOMAJaoIMe B BBIOPaHHBI  MOpOT
(uctonp3yercs 3HaueHue 0,7)

W3 Tabnumpl BUAHO, YTO aBTOPAMHU KaXKJIOW CTaTbU MPUMEHSUIMCH DPA3UYHBbIE apXUTEKTYpPbI
HEHWPOHHBIX CETEH U B OOJIBIIMHCTBE PAOOT OBLIM MOJYYEHBI BEICOKME TOUHOCTH OOHAPYKEHHS OOBEKTOB.

Haumensiiero pesynerata B 78,8% mnpu Bpemenu 178 Mc 10OUIUCH aBTOPBI C HEHPOCETHIO
apxutekTypsl Faster-R-CNN. Takoii pe3ynbrar oObscHseTcs Tem, uto Faster-R-CNN umeet npobiemsr ¢
oOHapyXeHHeM HeOOJbIINX OOBEKTOB Ha HM300paKEHHWU C HUZKUM KauecTBOM. JlaHHAs apXuUTEKTypa
HaIpaBJieHa Ha paclO3HAaBAaHUE TAKUX OOBEKTOB, KaK JIOJIM, aBTOMOOWIIH, )KUBOTHBIE. [Io3TOMyY neTexkTop
OyIeT HCHBITHIBATh OONbIINE TPYAHOCTH YTOOBI MpeAcKa3zaTh KiacCc OOBEKTa M MECTOMOJIOKECHHE
oOBeKTa.

HaubGonpmmii pe3ynabTaT IOETEKTUPOBAHUS TMOJIYYHIIM aBTOPBI, HCIOJIB3YIOIIHE apXUTEKTYpPY
RetinaNet ¢ mokasarenem 94,3 %. Hecmotrps, Ha OOJbIIyI0 TOYHOCTH JeTeKTHpoBaHMsS RetinaNet
ABIISIETCS CAaMON MeINIEHHOM Ha 00paboTKy n300pakeHus1, BpeMs KOTOpoit cocTasinseT 175 mc.

YOLOV3 obnagaer npakTUYeCKH Ha MOPSAJOK OOjbIIel CKOPOCThIO 00pabOTKH M300pakeHUd —
24 mc mo cpaBaenuro ¢ 175 mc (RetinaNet) u 178 mc (Faster-R-CNN), uto mo3BojsieT ObITh Oojee
orepaTUBHOM npu padoTe ¢ MaccuBaMu JaHHBIX. TouHocTs apxutekTypsl YOLOV3 cocraBnser 91,1 % —
9TO SIBISIETCA JOCTAaTOYHO MPUEMJIEMBIM pPE3yJIbTaTOM MpU JETEKTHPOBAHUHM JIOOBIX OOBEKTOB Ha
PaIuOJIOKAIIMOHHBIX U300paKEHUSX.

Takum 00pa3zoMm, camMbIM ONTHMAIbHBIM M MPOU3BOAUTEIBHBIM BAPUAHTOM U3 PACCMOTPEHHBIX
apisgercss YOLOV3, kotopast obiafjaeT XOpOIIMM MOKa3aTeleM TOYHOCTH M HaWJIydlled CKOPOCTBIO
00paboTKH N300pakeHUH.

3AK/TIOYEHHUE

B nanHOl craThe ObUIM MPOAHATM3MPOBAHBI PAOOTHI, B KOTOPBIX PACCMATPUBAINCH pa3IUYHbIE
apXUTEKTYphl CBEPTOUHBIX HeHpoHHBIX ceTei — Faster-R-CNN, SSD, RetinaNet, YOLOv2, YOLOv3.

bbuln TpoBenEHBI CpPAaBHUTENBHBIE aHAIM3bl CPEAUM METONOB IO KPUTEPUSAIM — TOYHOCTH
JNETEeKTUPOBaHUS U Bpemsl Ha 00palbOTKy, U BBISIBIEH HanOojee >(PQPEKTUBHBIN aNrOpUTM CBEPTOUYHOM
HelpoHHoii cetu. [1o utoram cpaBHeHus Oblila JOCTUTHYTA LIEIb — U3 BCEX PACCMOTPEHHBIX apXUTEKTYp
YOLOV3 o0nanaer onTuManbHbIMU TOKa3aTENISIMU.

OpHuM u3 myTedl JanpHEMIIEro WCCIe0BaHUs MOXET ObITh MPUMEHEHHE CBEPTOYHBIX
HEHUPOHHBIX CeTel JUIsi MOHUTOPHUHIA M OXpaHbl OKPYKalolled cpelbl, B TOM YHUCIE JAJS BBISIBICHUS
HellerajJbHbIX JeiicTBUi (OpakOHBEPCTBO, BEIPYOKa JI€COB, pa3KUraHHe KOCTPOB) U CTUXUHHBIX OeACcTBUI
(moxappbl, OMOI3HU, HaBOJHEHUA). B kauecTBe 0OBEKTOB MOXHO HMCHOJIb30BaTh JIOAEH, TPaHCIOPTHBIE
CpeAcTBa M 00BEKTHl HHPPACTPYKTYPHI.
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AHHOTAUA

B crarpe paccmarpuBaeTcs co3naHue BUPTYANbHBIX JIA0OPATOPHBIX paboT mo ycrponcTBy TIK mst
CTYIEHTOB IIEpBOIO0 Kypca C LENbI0 HUX JalbHEWIIEro HCIONb30BaHUA B JAMCTAHIMOHHOM
oOydyeHnu. BupTyanpHble nabopaTopHble paOOThI  peanu30BaHbl C  TOMOIIBIO  S3BIKA
nporpammupoBanusi C# B cpene .NET Framework 4.6. BupryansHbIii 1ab0paTOpHBIN MPaKTUKYM
pa3douT Ha STambl, KaXIBIH U3 KOTOPBIX COACPKUT OIMCAHUE JCHCTBHUH, KOTOPBIC CTYACHTY
HCO6XOI[I/IMO BBITIOJIHUTH AJIA YCIICIIHOI'O YCBOCHUS MaTCpHraJia.

KiroueBble ciioBa: BUpTyalbHbIE Ja0OpaTopHbIe pabOThI; OHJIAMH-00pa30BaHue; JUCTAaHIIMOHHOE
obOyuenne; C#; WPF; MVVM; NET; BupryansHas cOOpKa EpCOHATFHOTO KOMIIBIOTEPA.

UDC 004.94

Zolotov D.A.

Kovalenko A.N. ON THE USE OF VIRTUAL LABORATORY WORKS
Petina M.A. IN ONLINE EDUCATION

Putivceva N.P.

Belgorod State National Research University, 85 Pobedy St., Belgorod, 308015, Russia

e-mail: 1243147@bsu.edu.ru, kovalenko_a@bsu.edu.ru, petina_m@bsu.edu.ru, putivzeva@bsu.edu.ru

Annotation

The article deals with the creation of virtual laboratory works on the PC device for first-year
students with the aim of their further use in distance learning. Virtual lab work is implemented
using the C# programming language in the environment .NET Framework 4.6. The virtual
laboratory workshop is divided into stages, each of which contains a description of the actions that
the student needs to perform for successful assimilation of the material.

Keywords: virtual laboratory work; online education; distance learning; C#; WPF; MVVM; .NET;
virtual build of a personal computer.

BBE/I[EHHE

B Hacrosmiee BpeMsi MHOTHE BBICIIME YYEOHBIE 3aBEACHUS HCIIONB3YIOT B y4eOHOM Ipolecce
MHHOBALMOHHBIC 00pa30BaTelIbHbIE TEXHOJOTWU. VX aKTyaJdbHOCTh 3aKJIIOYATCSl B TOM, YTO OJHHM H3
BaXHEHIINX ycinoBuid DenepanbHBIX TOCYAApPCTBEHHBIX 00pa30BaTENbHBIX CTaHIAPTOB BBICHIETO
00pa3oBaHUs HA CETOMHSIIHHI JICHb SBISIETCS MHPOpMaTH3alus y4eOHOro mporiecca, HalpaBieHHas Ha
o0ecriedeHre TOJTHOTO U CBOEBPEMEHHOTO HCIIOJIB30BAHUS JJOCTOBEPHBIX 3HAHUI BO BCEX OOIIECTBEHHO
3HAYMMBIX BU/IaX YEJIOBEUECKOH NesiTenbHoCTH [1].

CpenctBa MynabTHMEIUa, TOMHMO JJIEKTPOHHBIX OOy4alOUm[MX YYeOHHKOB W KOMILUICKCOB,
OTKPBIBAIOT NPUHIMIHAIBHO HOBBIE BO3MOXXHOCTH II0 CO3AaHUIO JUJAKTHYECKOTO OOECIEeYCHUS —
BUPTYaJIbHBIX J1abopaTopHbIx padot (BJIP) [1-6].

B cBs3M ¢ pa3BUTHEM UCTAHIIMOHHOTO OOpPA30BaHUS aKTyalbHBIM CTAHOBUTCS pa3padOTKa
POrPaMMHOTO O0ECHeUeHHsT — BHPTYAJIbHBIX JIA0OPATOPHBIX PAOOT Uil PAa3UYHBIX JAMCIUILIHH.
HcnonszoBanue BJIP B yueOHOM mporiecce O3BOIISIET OBICTPO OCBOUTH YYEOHBIH MaTepHal C TIOMOIIBIO
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NPAaKTUYECKUX J1a0OPaTOPHBIX 3aHATHH. JlaHHBI TOAXOA IMO3BOJIAET CTYACHTaAM B YAOOHOH (opme
IPOUTH 00yYEHHE, a IPEIOIaBATEII0 IPOBECTH MIPOBEPKY MMOJIYYEHHBIX 3HaHuUil [7-9].

[Momxox k mpoGieMe co3qanus BUPTYaIbHbIX JIAOOPATOPHBIX PAdOT U MX BHEAPEHUIO B YUCOHBIH
nporecc A0JKEH ObITh JU(GEpeHIIMPOBAHHBIM U YUUTHIBATh ClIEHUPUKY AUCUUIUIMHBL. K 1ocTonHCTBAM
UCTIOJIb30BaHUSI BUPTYAJIbHBIX PabOT CTOMT OTHECTH TO, YTO OHH OOECIEYMBAIOT YHHUBEPCAIHHOCTH M
MHOTIO()YHKIIMOHAJIBHOCTh, @ TaK)X€ TMOKOCTh M IPOCTOTY aJalTallud K pa3jIM4YHbIM IPEIMETHBIM
oOmactsaM oObekTaM. Takxke MOSBIAETCS BO3MOKHOCTD OCYIIECTBUTH SKCIIEPUMEHT, KOTOPBI B OOBIYHBIX
YCIOBHUSAX HEBO3MOXKEH MWJIM €ro IPOBEJIEHHE COIpPSDKEHO C BPEMEHHBIMHM JHOO MaTepHallbHbIMU
3arpatamu [7, 9-12]. Takke CTOMT OTMETHTh, YTO HCIIOJIb30BAHUE MEPCOHAIBHOIO KOMIIBIOTEpA
yIpOINAeT KOHTPOJb 3a BBIIOJHEHUEM U IIOATOTOBKOW CTYy[E€HTAa K IPOBEICHUI0 KOHKPETHOU
nabopaTopHON pabOTHI.

3a IpoX0XKJIeHHE KaX /101 pabOThI CTYIEHT I10Jy4aeT ONpeIelIeHHOE KOJIMYECTBO 0aJIJIOB, KOTOPOE
ABTOMAaTUYECKH CYMMHUPYETCS B UTOI€, YTO IIO3BOJISIET YIPOCTHUTH INPOLECC OLEHUBAHMS INPOACIAHHON
paboThI yyaIuMucs.

OCHOBHAA YACTh

IIpencraBnenHsle B paboTe BUPTyalbHbIE Ja0OpaTOpHbIE pabOTHl M0 JUCHUILIMHE «BBeneHue B
CHENHATBHOCTE» pa3paboTaHbl Uis CTyAeHTOB HampasieHus «[lpuxiagnas wunpopmaruka». Cpenu
paboT, peaJn30BaHHBIX B KAuyeCTBE BHUPTYAIbHBIX, IpeJCTaBleHbl Takue, Kak «llogkmrouenue
000pyI0BaHUS K CHCTEMHOMY OJIOKY», «/3ydeHrne KOMIIOHEHTOB MaTEPUHCKOM IIaThD» U Ap.

Beinmonnenue nabGoparopHoil paOoThl, 3aKiIOYaeTcs B SMYJIALUU TeX JeHCTBUH, KOTOpbIE
IIOJIB30BAaTENb JIOJDKEH NPOBOAUTH B peanbHbIX YyciaoBusax. Kaxnmas BJIP coxmepxut Teopernueckuit
MaTepHaj ¥ OlMCaHue JeUCTBUM, KOTOpPBIE CTYACHTY HEOOXOUMO BBINOIHUTH AJISl YCHEIIHOTO YCBOEGHUS
Marepuana.

[Ipexne 4yem HayaThb BBIIOJHEHHE DPAOOTHI CTYJNEHT PETUCTPUPYETCS U Jajiee NPUCTYHaeT K
BBIIIOJIHEHUIO IPAKTUYECKUX 3aJaHUN.

Bce pesynbrathl pukcupyroTcs. MoXHO npocMaTpuBaTh Kak MPOMEKYTOUHbIE, TaK U UTOrOBbIE
oueHkH (puc. 1).

Pe3yﬂ brat! Pe3synbTaTsl BeINOAHEHMA NabopaTopHbix paboT

YueHuK, 3apaHue BLINOAHEHO Ha 100% Nabopatopkan paGota 1 100% 10
Konuuectso ownboxk: 0 NaSopatopHan pabota 21 100% 10
Nabopartopran pabora 3 100% 0

Mepeiitu k creayiouieny asanito vror 30

Puc. 1. Oxkno «Pe3ynbraT
Fig.1. Window «Result»

Kaxnas pabora coctout u3 pabodueil maHenu, OJOKa yCTPOWCTB/KOMIIOHEHTOB, OIKCAHUS H
3ananus. [lo 3aBepiieHHH BBIMOTHEHHS] PaOOTHI CTYJEHT KJIMKAEeT Ha KHOMKY «3aBEpIIUTh 33JaHUE» U
MOXET IMPOCMOTPETh CBOM pe3ynbrar. Beero paspemensl aBe nonbiTku. OxHO BJIP «lloakmroueHue
000py/I0BaHusl K CUCTEMHOMY OJIOKY» U «/3yueHre KOMIOHEHTOB MAaTEPUHCKOM IIaTh» MPEACTaBICHO
Ha PUCYHKax 2 u 3.
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o BuptyansHas cbopka MK ]

MopTe! CucteMHbIi 610K 3apative

CoOTHEGHTE IOpTH CHCTEMHOFO 60K 1
X €70 HAIBAHUR

OnwucaHue ¥
BuibepuTe yCTPOIICTBO AN 858043
0APOBHOM MHGOPMALMA

Japepumrs sazanwe

Puc. 2. Oxno «llonkmoueHrne 060pyI0OBaHUSI K CHCTEMHOMY OJIOKY»
Fig. 2. Window «Connecting equipment to the system unit»

Ha pucynke 2 wu3o0pakeH mporiece BbINoaHEeHUs 3amanus «[logkaroueHne o0OpyIOBaHUS K
cUCTeMHOMY OJIOKy». CTyIneHTy HeO0OXOIMMO H3Y4YHTh TOPThI CHUCTEMHOrO OJIOKAa W ONpPEACIHUThH
COOTBETCTBUE IMOPTA €ro rpauuecKOMy U300paKCHHIO.

o BuptyansHas cbopxka MK

KomnoHeHTb! MarepuHckas naata 3anaHme
COOTHECUTE KOMNOHEHTH! MATEPHHCKONH

PCI-Express
TUNATBI C MX HAMMEHOBANMEM

pei
PClx1
barapes
SATA
20+4Pin
4Pin

Onucanve

CAyXaT MCTOUHMKOM NUTAHIA ANS
Mukpocxems! CMOS 1 noaaepxmsaior
HacTpoiiks BIOS npw oTkiouesmn
KOMIIbHOTEpa O e

3avepuwrs 33zamme

Puc. 3. Okno «M3ydueHne KOMIIOHEHTOB MaTEPUHCKOM MIATHD)
Fig. 3. Window «Study of motherboard components»

Ha pucynke 3 n3o0pakeH npolecc BeIOJIHEHN 3a/1aHus «3yueHne KOMIIOHEHTOB MaTEPUHCKOM
wiatel». CTYAEHTY MpelICTaBlieH IepedyeHb COCTABISIONIMX MATEPUHCKOM IJIaThl C HMX KpaTKUM
onucanueM. [locne n3ydeHust TeOpeTUUECKOro MaTepuania, yJamuics TOJKEeH COOTHECTH KOMIIOHEHTHI C
UX HAaMEHOBAHUSAMU ITyTeM MEpeTaCKUBaHMUS.

Br160p porpaMMHBIX CpencTB

Jlns 1MOCTaBJICHHOM 3aJa4yM HMCIOJb30Bajach cpefa pa3pabOTKU MPOTrpaMMHOIO oOecredeHus
Visual Studio 2019 u s3e1x C#, rCX0/151 M3 CASIYIOMUX TPeOOBaHMIA:

1. Hanuuume cpenctB A pa3paboTKy rpaduuecKux MPHI0KEHUH.

2. Hanuuwe cpencTs Ajsi OTPUCOBKHU M aHUMAllMU TpapUuecKuX TPUMHUTHBOB.

3. CkopocTb u mpocToTa pa3paboTKH.

4. CxopocTb pabOTHI.

5. bomnbI110€e KOIMYECTBO MAKETOB C JOMOIHUTEIbHBIMH OHOIMOTEKaMHU.

6. Yno0Hast oTiaaka.
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PEAJIU3AIIHA
Jns  peanuzaumu  ObUTM  Mcmosib3oBaHbl  OmOmmorekn  GongSolutions. WPF.DragDrop wu
Newtonsoft.Json. IlepBas HeoOxoarMa I pean3aluy MEepPEeMEIIeHUs TPEIMETOB U3 OJTHOW KOJUICKIIUU
B Jpyryto. Bropas ucnonwsdyercs mius peanusanuu padoTel ¢ JSON ¢aiinmamu. B HUX 3ammchIBaroTCs
pe3yabTaThl CTYICHTa, a TaKXe caMM 3ajaHus. Bcs Ou3Hec-mormka Oblia oTAeneHa oT uHTepdelica u
peanr3oBaHa B OT/ACIbHON OMOJIMOTEKE.
Onucanne nntepdeiica
B mporpamme mpHCYTCTBYIOT TpPH OCHOBHBIX oOyiacTi Juisi pabotel. B neBoii wactu
pacrosiaratoTcsi 3JI€MEHTHl KOJUIEKIUI C ONMCaHUEM, B MPABOW YaCTH PACIOaraeTcsi OCHOBHOE 3a/laHHe,
KOTOPOE CTYJICHT JIOJDKEH BBIMIOJIHUTB. B IIEHTpe pacnooxeHa «miat@opmMay JUisk BBIOIHEHHS 3aJaHHsL.
Wutepdeiic BuUpTyanbHOH 1a00opaTOpHO pabOThI MOCTPOCH HA HCIIOIB30BaHMU (PpeiiMBOpKa
WPF mis C#. Untepdeiic peanmzoBsiBasics o narrepny MVVM, 4ro0br oTeauTh OU3HEC-JIOTHKY OT
uHTepdeiica.
3AK/ITOYEHHE
Heo0xommMOoCTh TakKMX BHPTYaJTbHBIX JIA0OPATOPHBIX paboT OOYCIIOBJIICHA B IEPBYIO OYepeib
MIOBBIIICHUEM KadecTBa OOpa30BaHUs, O0OCCIIEYMBAEMOr0 C TOMOIIbI JUCTAHIIMOHHBIX TEXHOJIOTHH.
Baenpenne mHGOPMALMOHHBIX TEXHOJIOTHH B IMPOIECC OOYYEHHS XOPOIIO IOMOJHSET CYIIECTBYIOIINE
TEXHOJIOTUH TPEIO/IaBaHUusl U UMEET JONOJHHUTEIBbHBIC MPEUMYIIECTBA 0 CPAaBHEHHIO C OOBIYHBIMU
dbopmamu oOyUdeHUSI.

Cnucok JuTepaTypsl

1. Tapacenko H.A., Apxunos B.}O., JlobanoB B.I'., Tumodeenko T.M. Pa3paboTka BHpTyaslbHBIX
71a00PaTOPHBIX PabOT IS JACKTPOHHOU cpefibl o0yueHust / dyHmameHTanbHble ucciaeaoBanus. — 2015, — Ne 12-
4. - C. 661-664; URL.: http://fundamental-research.ru/ru/article/view?id=39600 (nata oopamenus: 17.11.2020).

2. Yepupix A.M., Tapacenko H.A., HuxonoBuu C.H. IlepcnekTuBBI HCNOJIB30BAaHUS TUCTAHLMOHHOTO
oOyyeHuss B WHXeHepHOM By3e // Hayunele Tpyasl KyOGaHCKOro ToOCyAapCTBEHHOTO TEXHOJIOTHYECKOTO
yauBepcuteta. — 2014. — Ne S4. — C. 451-453.

3. I'yockuit JI.C., 3emmsixop B.B., Mawmaii M.B. Coznmanme BupTyanbHBIX JTab0OpaTOpHBIX paboT //
JlucranumonHoe u BUupTyasibHoe ooyuenue. — 2013. — Ne 9(75). — C. 19-25.

4. IlluxoB A.H. IlpuMeHeHHE KOMIBIOTEPHBIX JIAOOPATOPHBIX NPAKTUKYMOB B CHCTEME HOATOTOBKH
CTYZAEHTOB 04HOH (popMbl 00yueHus // luctaHunoOHHOE U BUpTyaibHOe oOyueHue. —2013. Ne 4

5. MacnoBa M.A., Jlarytkuna T.B. AHanu3 U BbBISBICHHE MOJOKUTENBHBIX M OTPUIATENBHBIX CTOPOH
BHEJIPCHUS JUCTAaHIIMOHHOTO 00yueHus / Hayunslit pesynsrar. UHGOpManmonHeie TexHonoruu. — T.5, Ne2, 2020.
http://rrinformation.ru/media/information/2020/2/%D0%98%D0%A2_8.pdf

6. Huxonsckuii ILI., KysnenoB A.B., ApxunoB C.H., Uucrsxkos C.B. KommbioTepHas oOyuaromas
nporpaMma JUis  TOATOTOBKHM —CIICIUAUCTOB B 00NAcTH TeNeKOMMYHHKanuid // HayuHblii pe3ynbrart.
WNudopmannonnsie TEXHOJIOTHH. T.4, Ne2, 2019.
http://rrinformation. ru/med|a/|nformatlon/2019/2/%D0%98%DO%A2 6.pdf

7. HNyoposun B.C., Hukymun B.B. Ponb BUpTyanbHBIX J1a0OpaTOpHBIX pabOT B IMOBBIIMIEHHH KadecTBa
MOJTrOTOBKM 0OakalaBpoB MO HampaBieHWIO «HOOKOMMYHUKAIIMOHHBIE TEXHOJIOTMH W CUCTEMBI CBS3H» //
WnTterpamus odpazoBanus. — 2014. — Ne 1. — C. 109-115.

8. I'youn C.B. BHenpenue BUpTyalibHO# JJabopaTopHOU padboTh! 1Mo TeMe «Konebanus u BosHbDy / COOpHUK
crareii MexIyHapoJHOW HAyYHO-NIPAKTUYECKON KOH(EpEHIMH «AKTyaJbHbIC BONPOCHI COBPEMEHHOH HayKH H
obpazosanus». — 2020. — C. 13-15.

9. Kuszesa E.M. JlabopaTtopusie paboTsl HOBOro mokoisieHus // dyHaameHTanbHble HcciepoBaHus. Ne 6.
2012. C. 587-591.

10. I'eprosa N.)K. BuptyansHble 1abopatopHble pabOThl Kak opMa caMOCTOSITENBLHON padOThl CTYAESHTOB /
N.K. I'eproBa, M.A. Kouesa, A.X. Llununosa, 3.X. Lllepuesa, N.K. A3uzoB // CoBpeMeHHbIE HayKOEMKHE
texHonoruu. — Nel. — 2017. — C. 94-98.

11. Illeitnbaym B.C. MexIuciuIiIMHApHOE JEATEIPHOCTHOE OO0ydYeHHEe B BHPTYaIbHON cpene
npodecCHOHAIBHON JIEATEIbHOCTH: COCTOSIHHE, NepcrekTuBsl // Boicmee obOpasoBanue Poccum. 2017. Ne 11.
C. 61-68.


http://rrinformation.ru/media/information/2020/2/%D0%98%D0%A2_8.pdf

I—IA 52 LII—IbIM 30n10mos [J.A, Kosanewko A.H., I[lemuna M.A, Ilymusyeea H.II 06 ucnoav3osaHuu
8UPMYA/IbHLIX /1a60pAMOPHLIX pabom 6 oH/aliH-o6pazosaHuu // HayuHwll pesysbmam. 30
PE ByHE)TA_ l HugpopmayuoHHble mexHosozuu. - T.5, Ne4, 2020

RESEARCH RESULT_

12. Hdy6posun, B.C. VMcmonb3oBaHue BUPTYyalbHBIX J1a0OpPATOPHBIX pabOT — KakK JJIEMEHT MOBBIIICHHUS
Ka4yecTBa MOATOTOBKH CHENUANIUCTOB. CHCTEMBl YIPABICHUS M CBA3M: HAYYHO-TEXHUYECKUH cOOpHHK. — PocToB-
Ha-Jlony, 2012. — Beim. 1 (17). — C. 15-18.

References

1. Tarasenko N.A., Arhipov V.Yu., Lobanov V.G., Timofeenko T.l. Development of virtual labs for e-
learning environments // Fundamental research. — 2015. — Ne 12-4. — P. 661-664; URL: http://fundamental-
research.ru/ru/article/view?id=39600 (data access: 17.11.2020).

2. Chernyh A.l., Tarasenko N.A., Nikonovich S.N. Prospects for the use of distance learning in an
engineering university // Scientific works of the Kuban State Technological University. — 2014. — Ne S4. —
P. 451-453.

3. Gubskij D.S., Zemlyakov V.V., Mamaj I.V. Creation of virtual labs // Distance and virtual learning. —
2013. — Ne 9(75). — P. 19-25.

4. Shikov A.N. Application of computer laboratory workshops in the system of training full-time students //
Distance and virtual learning. — 2013. Ne 4.

5. Maslova M.A., Lagutkina T.V. Analysis and identification of positive and negative aspects of distance
learning implementation // Research Result. Information Technologies. — T. 5, Ne2, 2020.
http://rrinformation.ru/media/information/2020/2/%D0%98%D0%A2_8.pdf

6. Nikolsky P.G., Kuznetsov A.V., Arkhipov S.N., Chistyakov S.V. Computer training programms //
Research Result. Information Technologies. - T.4, Ne2, 2019.
http://rrinformation.ru/media/information/2019/2/%D0%98%D0%A2_6.pdf

7. Dubrovin V.S., Nikulin V.V. The role of virtual laboratory work in improving the quality of training
bachelors in the field of "Infocommunication technologies and communication systems" // Integration of
education. —2014. — Ne 1. — P. 109-115.

8. Gubin S.V. Implementation of a virtual laboratory work on "Oscillations and Waves" // Collection of
articles of the International Scientific and Practical Conference "Actual problems of modern science and
education.” — 2020. — P. 13-15.

9. Knyazeva E.M. New generation laboratory work // Fundamental research. — Ne 6. 2012. P. 587-591.

10. Gergova I.Zh. Virtual laboratory work as a form of students' independent work / 1.Zh. Gergova,
M.A. Koceva, A.H. Cipinova, E.H. Sherieva, |.K. Azizov // Modern high technologies. — Nel. — 2017. — P. 94-98.

11. Shejnbaum V.S. Interdisciplinary activity-based training in a virtual environment of professional activity:
state, prospects // Higher education in Russia. 2017. Ne 11. P. 61-68.

12. Dubrovin, V.S. Using virtual laboratory works as an element of improving the quality of training.
Control and communication systems: scientific and technical collection. — Rostov-na-Donu, 2012. — Vyp. 1 (17). —
P. 15-18.

3o0T0B JIMUTpHii AJiekcaHAPOBMY, CTyaeHT 4 Kypca Kadeapbl NPUKIAAHOW HHPOPMATHKA M HH(GOPMAIMOHHBIX
TEXHOJIOT Uil

KoBasienko Anacracus HukonaeBHa, crapumii npenojgaBaress kadeapbl NPUKIaAHOW HHPOPMATHKA U MHGOPMAIIMOHHBIX
TEXHOJIOT Uil

IMernna Mapus AJiekcaHAPOBHA, KaHIWJAT Teorpaduyeckux HayK, IOLEHT Kadeapbl NpHUKIaTHOM WHpOpMAaTHKH WU
MH()OPMAMOHHBIX TEXHOJIOTUI

IyrtuBueBa Hartansa IlaBi0oBHA, KaHAWIAT TEXHWYECKUX HAYyK, MOLUEHT Kadeapbl NPUKIAAHOW HHPOPMATHKHA U
MH()OPMAMOHHBIX TEXHOJIOTUI

Zolotov Dmitrij Aleksandrovich, 4th year student of the Department of Applied Informatics and Information Technologies
Kovalenko Anastasiya Nikolaevna, senior lecturer of the Department of Applied Informatics and Information Technologies
Petina Mariya Aleksandrovna, candidate of geographic sciences, associate professor of the Department of Applied
Informatics and Information Technologies

Putivceva Natal'ya Pavlovna, candidate of engineering sciences, associate professor of the Department of Applied
Informatics and Information Technologies


http://rrinformation.ru/media/information/2019/2/%D0%98%D0%A2_6.pdf

—r

I—IA 52 LII—IbIM Beauuko M.C, Macaoea M.A. HupopmayuoHHass 6e30nacHoCmbv Kak ycayed 8 HOBOM
PEByan T ducmaHyuoHHoM mupe // Hayuwwiil pesysbmam. HHgopmayuorHble mexHosozuu. — T.5, 31
A Ne4, 2020

RESEARCH RESULT_

YK 004.042 DOI: 10.18413/2518-1092-2020-5-4-0-5
Besanuko M.C. NH®OPMAILMOHHAS BE3OIIACHOCTbD KAK YCJIYT'A
Macaosa ML.A. B HOBOM JUCTAHIIMOHHOM MUPE

CeBacTONONIBCKUM FOCYJapCTBEHHBIH YHUBEPCUTET, yiI. YHUBepcuTeTckas, 1. 33, r. CeBacronoins, 299053, Poccus

e-mail: maksim_velichko_2000@mail.ru, mahechka-81@mail.ru

AHHOTANUA

2020 tom B Poccuiickoii demeparum TpuBed K HW3MCHEHHSIM B paboTe KOMITaHHH,
TOCYJapCTBEHHBIX yUpeXIeHuH, a Takke Mb-noapaszaenennii B 4acTHOCTH, YTO B CBOIO O04Yepenb
MIPHUBIIEKIIO BHIMAHUE BCEX BBIIICYKAa3aHHBIX K MEPEIIAHUPOBKE JTATBHENIIIET0 BeJeHHs OM3Heca.
[lepBeHCcTBYIOIIMM  (PAaKTOPOM, TIOCHY>KHBIIUM HM3MEHEHHMSM Ha pPBIHKE HH(POPMALMOHHON
Oe3onmacHoctn B Poccuiickoit denepannu W B NMPUHITUIIE BO BCEM MHpE, SBISCTCS IIEPEXOT
MOJABJIIONICTO KOJNWYECTBA KOMIAHMH Ha YHAICHHBIA PeXUM paboThl U3-32 HEOXKHIaHHOU
naHaemMud. V3-3a CIIOHTaHHOTO XapakTepa W3MEHEHWH OpraHu3aluil OBUIM BBIHYXICHEI
MepecTpanBaTbCcs Ha XOAY, M3MEHATh METOJI M CIOCOOBI oOecreueHuss HH()OPMAIMOHHOM
OesomacHocTH, OoOJlee TOTO COBEpIIaTh IIEPEXO] Ha HOBBIE TEXHUYECKHE CPEICTBA IS
pacro3HaBaHusl 10 TMPUHIMUIY “CBOM — 4y»oO¥’, B TOM HHCIE, C HCIOJb30BAHHEM
HMCKYCCTBEHHOTO WHTEIUIEKTa. Tak jke€ BO3HHKIA OTPOMHAs MpoOiieMa C IEPCOHAIIOM, €ro
OIIBITOM, I'PAMOTHOCTBIO U OCHAIICHHOCTBIO pa60‘II/IMI/I MECTaMH B JOMalIHUX YCJIIOBUAX, B TOM
gucie ¢ WX 3amumeHHocTeio.  [losBmimack dwerkas mpoOinema, KoTopas TpeboBana
HE3aMCIJIUTCIIbHOTO PCIICHUA U BbIXOJA U3 CIIOKUBLICTOCA ITOJIOKCHUA 663 6OJIBHII/IX IOTEPL U C
MUHUMAIbHBIMH 3aTpaTaMHu.

KiroueBbie cioBa: Ou3HeC, yNaleHHBIH peXUM pPadoOTh; obecneueHne HHOOPMAIIMOHHOM
0e301acHOCTH; «yIaJeHKa; TEXHOJIOTHH obecrieueHrst MH(HOPMAITMOHHON 0€301MacHOCTH.
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Maslova M.A. IN THE NEW REMOTE WORLD
Sevastopol state University, 33 Universitetskaya St., Sevastopol, 299053, Russia
e-mail: maksim_velichko_2000@mail.ru, mahechka-81@mail.ru
Abstract

The year 2020 in the Russian Federation led to changes in the work of companies, government
agencies, and information security departments in particular, which in turn attracted the attention
of all of the above to the redevelopment of further business operations.

The primary factor that has led to changes in the information security market in the Russian
Federation and, in principle, around the world, is the transition of an overwhelming number of
companies to remote operation due to an unexpected pandemic. Due to the spontaneous nature of
changes, organizations were forced to rebuild on the go, change methods and methods of ensuring
information security, and even make the transition to new technical means for recognition on the
“friend—foe” principle, including using artificial intelligence. There was also a huge problem with
the staff, their experience, literacy and equipment of workplaces at home, including their security.
There was a clear problem that required an immediate solution and a way out of the current
situation without large losses and with minimal costs.

Keywords: business; remote mode of operation; information security; “remote"”; information
security technologies.

BBE/IEHUE
CymectBennbii ckayok Harpy3ku Ha WT u Wb-nogpaznenenusi, sBiaseTcss CleICTBHEM
CIIOHTAaHHOTO W IIMPOKOTO Mepexoaa Ha hopmaT yaanéHHou paboTel. Bo3Hukiia pe3kas HE0OX0IMMOCTh
pa3pabOTKK HOBBIX, COBPEMEHHBIX CPEICTB 3allUThl HWH(pOpMamMM Ui BCEX HamNpaBleHUH cdep
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JESTEIIbHOCTH YelloBeKa. [Ipu 3TOM OHM JOJKHBI COOTBETCTBOBAThH 3aKOHAM, TPAaBHIIAM U TPEOOBAHMSIM,
BBIJIBUTaeMBIM K HUM. HeoOXomuMo CTajo o4eHb BHUMATEIBHO BBHIOMPATh IUIATPOPMBI Ui paboTHI,
NPOBEICHUS COBEIIaHUHM, y4eObl, 00paOOTKM AOKYMEHTOB, JIEKTPOHHBIX TOPrOB U T.JA., YTOO OHHU HE
TOJILKO OBUTM NPUOPUTETHBIMU, HO W CaMmoe TJIaBHOE Oe3omacHbIMH. J[aHHBIA MEPeXOi JOJKEH OBITh
a/IalITUPOBAHHBIM K 0a30BBIM NMPUHIMIIAM HACTYNHBIIUX TPYAHOCTEH, C IPOBEICHHUEM aHAIN3a PUCKOB U
npobiaeM WHGPOPMAIMOHHON O€30MacHOCTH NpPH 3alllUTe KAaHAJIOB yJalleHHOW paboTsl. OOocTpmics
BOTIPOC MPOECCHOHATHLHON TPaMOTHOCTH COTPYAHUKOB B 001acTH HH(OPMAIITMOHHON O€30MMaCHOCTH, TaK
KaK BO3POCJIA PUCKU UHIIUJCHTOB HH()OPMAIMOHHON 0€301aCHOCTH.

OCHOBHAA 9YACTb

OnHako, psl OpraHu3alil BUAWUT B CIOXKHBILIEHCS CHTyauuu OiarompustHoe pa3BuTHe. “B
JAJIBHEHUIIEM 3TO MOXET U3MEHUTh CTPYKTYPY KJIIOUEBbIX pUCKOB Mb U B 3HaUNMTENBHON MEpe MOBIUATH
Ha pa3Buthe Ub, u kputrnuHocTs npoekToB. B nepcnextuse 2-3 ner b u UT Bcé Gonbiie OyaeTr yxoauTh
B 00saka, yToObl MOJOOHBIE pE3KHE Mepexo/bl Ha «yAaNEHKY» He ObLIM CTOJb OOJE3HEHHBIMU JUIS
ousneca", — monmaraet Asnekceit ['openkun, “CEO Phishman”.

HOmutpuii [1ynoB — 3aMecTUTENb T€HEPAIBHOIO JUPEKTOPA IO TEXHOJOTUAM U PA3BUTHIO IPYIIIIBI
KoMnaHuil “Angara”, OTMeYaeT TPU OCHOBHBIX W3MEHEHHS B TEKYyLIEM MOMEHTE BpPEMEHHU:
CTPEMHUTENbHASL JCKAJaUUs POCCUICKUX IPOU3BOAMUTENCH, COBEPIIEHCTBOBAHME OpPraHU3allMOHHBIX
BOIIPOCOB, TMOBBIIICHHOC BHUMAaHWE K HCIIOJIb30BAHHUIO YIpaBiisieMbix cepBucoB (Managed Services) B
Hb. “S pgoctaToyHO ONTUMHUCTUYHO OIIEHMBAIO MEPCHEKTUBBI poccuiickoro peiHka Mb. Bbosee Ttoro,
TEKyllas CUTyalllus MOXXET Jake CTaTh Karajau3aropoM pocTa. I[lpousomeniee 3acTaBujio MHOTHE
OpraHu3alii OOpaTUTh BHHMMAaHHE Ha CYLIECTBYIOLIME IpoOenbl B 3TOM 00JIaCTH, Ha BONPOCHI
TOTOBHOCTH K Oe30macHOMy mu(pOBOMY B3aMMOJEHCTBHIO C KIMEHTAMH U TAapTHEpaMu~, — 3asBISACT
HAmutpuii [Tynos.

B «Kpocc TexHOIOMKHUC» 3aMeUar0T BO3POCUIMI YPOBEHb 3PEJIOCTH KOMIIAHUN U OTMEYAIOT, YTO
MHOI'M€ OpraHU3alUy MPHUIUIM K IIpoIeccaM LIEHTPOB MOHUTOPHUHIA KHOepOe30MacHOCTH U MOCTEIEHHO
HaunHAtOT BHEAPATH SOAR cHCTeMBI ¢ ONTHMHU3AIMel CIIEHApHEB pearupoBaHMsl B pamMKax OW3HeC-
nporneccoB. “Tpenasl ceroansmHero gHs — 3To SOAR (aBromaru3zamusi), CeTH HYJIEBOTO J0Bepus,
MOBE/IEHYECKAass aHAIMTUKAa OO0 OTOM CBMJIETENBCTBYIO PETYISIPHBIE 3alpoOChl, IOCTYHAIOLIUE OT
3aKa34yMKOB B Hally KoMIaHuio. Ha mepBoe MecTo BCTalOT BONPOCH aBTOMATHU3ALMM IPOLIECCOB
VMHIUJACHT MEHEKMEHTa, M0 YacTU pearupoBaHUs U pPAcCIeOBAaHUS HHIMJEHTOB HMH(OpMalMOHHON
0€30IaCHOCTH C BHEAPEHHEM CHUCTEM ITOMOIIM MPUHATHS pelleHuil Ha 0a3e aJropuTMOB MAIIMHHOTO
oOyueHus1, — paccka3biBatoT B «Kpocc TexHomomKuc»”.

Ilo MHEHMIO JUpEKTOpa JAenapTaMeHTa pa3BUTUS TEXHOJOruMi komnanuu “Anagmun P.J[7 —
Hennca CyxoBes, ppiHOK Wb npuoOpén coBepiieHHO HOBble NpHOpUTETHI. [IpoOnembl BHeApeHUs M
(YHKLIMOHUPOBAHUS METOJOB M TEXHOJIOTUH obecredeHuss MHPOPMALMOHHOM O€30MacHOCTH CTalu
NepBOOYEPEIHON 3ajauell MojaBisomero OoJbIIMHCTBA opraHu3aiuil. HenaBuss oOcraHoBka Oblia
TaKOBa: BHEJPEHUE MEP 3alUThl IPEANPUATHIMU OBLIO CIEJCTBUEM YK€ IMPOU30LIECIIINX HHIUACHTOB B
KOMIaHusAX. Tekylas CuTyalus CBUJETENIbCTBYET 00 OOpaTHOM: MPEANpUATHS MPUIAraloT BCE YCHIINS,
4TOOBI BECTH YIPEKJAFOLIYIO MOJIUTHKY 3aIllUThI OT Yrpo3 uHpopmanuu [5, 6].

PE3Y/IBTATBI HCCJIE/JOBAHHUA U HX ObCY/K/IEHHUHE

OnBIT CIOHTAaHHOTO OOBbETUHEHUSI PECYPCOB B SKCTpEHHBIX oOcTosTenbcTBax 2020 rona, a Takxke
OOBEKTHBHbBIE W3MEHEHHs DPa3BUTHUA HKOHOMHMKH M Ou3Heca moOyawiu mpeoOpa3oBaHUS K IMOAXOJaM
oOecnieueHus nHpopmanmoHHoON 6e3omacHocTH. [Iporpecc B pa3BUTUM OOJIBIIMHCTBA TEXHOJIOTHN Halle
BCEr0 SIBJSIETCS MMITYJIBCOM JUIS U3MEHEHUH B MH(POPMALMOHHOW 0€30MacHOCTH, @ U3 3TOTO BBITEKAET
POCT MHBECTUPOBAHUS B IEJIOM.

I'enepanbubiii mupekrop “EveryTag” Cepreit BoiiHOB nporHo3upyer, 4To mogoOHbIe W3MEHEHHS
opueHtupoB Ub B opranuszanusx U3 KpymHOTo, CPEAHETO M MaJloro Ou3Heca MpPUBEIYT HE TOJIBKO K
IPOTUBOACHUCTBUIO YIpO3aM YTEUKU UHPOPMALIMHU, HO U TAPAaHTUPOBAHHO OIPEEIIAT 370yMBIIUIEHHUKOB.
[Tomumo storo, Cepreil oTMeuaeT, 4YTO KOMIaHUU OyAyT Mpuiarath OOJbIIE€ YCHUJIMM MpPH MOATOTOBKE
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nepcoHalia K MpaBwiiaM 0e30macHOd paboThl ¢ MH(poOpManuen, Tak Kak TEKyllas CHTyalus Jajeka OT
uneana [7].

PykoBomutens Jlupexkuun wuHbopMannoHHON Oe3omacHocTn Kommanun “Kamyra Actpan”
Hmutpuii Endumos cunraer, yTo noBceMecTHas HHPOpMaTu3alus Ou3Heca U rocyJapCTBEHHBIX OPraHOB
BcE Takke OyneT BIUATH Ha u3MeHeHus B peiHKe Mb. K XapakTepHbIM H3MEHEHUSM MOXXHO OTHECTH
YCUJIEHHOE BHEJPEHUE MCKYCCTBEHHOI'O MHTEJUIEKTa Ui PELIeHUs BOMPOCOB 3aILUThl MHPOpPMALUU, OH
IIpUMET Ha ce0sl 4acTh ONEpPaTUBHBIX, CUTYAl[UOHHBIX PELIEHUM, YTO CHU3UT HArpy3Ky Ha CHEUaINCTOB
110 “HGOPMAITMOHHON 0€301TaCHOCTH.

Hupexktop mo pasutuio “ABannoct’ Oner ['yOka yTBep)kgaer, 4yTO HECMOTPS Ha YCIIOBHS
nagaeMuu s pelHKa b moka He HacTynuiau 3HAadyuMble HeraTHBHbIE mnocieicTBuss. OH Takke
XapaKTepU3yeT ampesib MeCAll ONTHUMM3AalMed K HOBBIM YCJIOBHUSM, KOTOPBIM CBONMCTBEHHA HH3Kas
pPBIHOYHAsA aKTUBHOCTb. C JIpyro CTOPOHBI, Mail OTIMYMUIICS BO3POCIIMM KOJMYECTBOM 3aIPOCOB OT
NApTHEPOB U 3aKa3uMKOB. “XO0YETCsl HAJEETCs, YTO Takasl BBICOKAas aKTMBHOCTb COXPAHUTCS 10 KOHLA
rojia 1 oHa He OyJeT Mo/IBEep)KeHa IMPUBBIYHBIM CE30HHBIM KOJe0aHUsIM. DTO MOMOXKET JIy4llle CIIPaBUTCS
C BHEIIHMMH HETaTHBHBIMU (PAKTOPAMH, BIHUSIOMIMMHU HA POCCUICKYIO SKOHOMHKY B IEJIIOM”, — TOBOPUT
Onmner I'y0ka [8].

[Ipencenatens coBera aupekTopoB “CépullHdopm” Jle MarBeeB cumTaer, 4yTO BECHA M JIETO
2020 rozna oxa3aau CTpECCOBOE BO3ICHCTBUE HA KOMIIAHUM, YTO B CBOIO OYEPEAb IOCIYKUIO IIPOBEPKOU
OTKa30yCTOMYMBOCTH TpeAcTaBuTeNell poiHKa. “KTo 3akatan pykaBa M pabOTaeT, MMEET TEXHUYECKH
CHJIBHBIN MPOJYKT — 3aLIUILIEH CBOUM e MPOIYKTOM OT BCEX HEB3rof. A y KOro ObUIM CKOpee XOpollue
OpOoJakh M aJIMUHUCTPAaTUBHBIM pecypc, TOT MPOCUT MOMOLM Yy rocyaapctBa. OTyacTH HCXOJ
HBIHEIIHEr0 Kpu3Huca NOBIMSIeT Ha pbIHOK B 2021-2022 romy: MOXET OKa3aThCs, YTO PsALY BEHIOPOB
OyJeT Hevero MpeUIOKHUTh 3akazdnkaM. Ho cripoca MeHbIe He ctaHeT. Yem Ooibliie OM3HEC-TIPOIECCOB
YXOIUT B «uu(py», TeM Oosblie MHPOpPMALUU HY)KHO 3alUILATh: BEJb OAHO Jeso, Korga Tel 3a [IK
YHUTaellb HOBOCTH, COBCEM APYroe — Korjga OQOpMIISeIIb CIENKY B 3JIEKTPOHHOM JOKYMEHTOO0OOpOTE.
[Iponece nudpoBu3au He OCTaHABIMBAETCS, TO3TOMY BEpXHss IUIaHKa pbiHka Vb mpomomkut pacrtu.
BnoGaBok HemaBHUIT MacCOBBIN Nepexoa Ha «yHaleHKY» OOHaXKMJ MHOTHE MPOOJIEMBbl KOPIIOPAaTHBHOMN
0€e3011acHOCTH, TIOBBICUJ TpeOOBaHUs K 3aIuTe”’, — pacckasbiBaeT Jle MaTBees.

Hupekrop mno pasButuio OusHeca ‘“‘Positive Technologies” B Poccun Makcum @unumnios,
IPOTHO3UPYET BO3MOXHBIE MPOOIEMbl OJIOKMPOBKU OIO/KETOB KOMIIAHUH M 3aJlepKeK IOCTaBOK
o0opynoBanus. IloMuMo 3TOro, akueHTHUPyeT BHMMAHHE Ha OCTPBIX BOIIPOCAaX YBEIMYEHHUs dYHCIa
MHIUACHTOB b, BBI3BaHHBIX MOBBIINIEHHON AKTUBHOCTBIO 3JI0YMBINIIEHHUKOB. [0 MHeHnto Makcuma
@ununnosa, BCE BBILIENIEPEUNCICHHOE MPUBEIET KOMIIAHUN K 3aMOPO3Ke MX MPOeKToB. “Ecim pexum
yJaJIeHHOW paboThl 3aTSHETCA, TO MOXXKHO IPOTHO3UPOBATh BEPOSTHBIE W3MEHEHHs B JaHmagTe
poccuiickoro peiHka Ub, B ToMm uncie 3a cueT moriaoueHuit 1 6aHKPOTCTB TE€X €ro UTPOKOB, KOTOPHIE HE
CMOT'YT aKKypaTHO M BIYMYMBO CIJITAHUPOBaTh CBOM K31I-(IJIOY, ONTUMHM3MPOBATH 3aTpaThl, TO €CTh B
LIEJIOM MOATOTOBUTHCS K TOMY, YTOOBI «IIPOCKOYMTH» ATOT roj. HeraTuBHbIE TPEH/IbI, CONMPSKEHHBIE C
TUMHU COOBITUSAMH, MBI OYZIeM OCTPO UyBCTBOBATh HE TOJBKO BO BTOpoii nosoBuHe 2020-ro roga, HO U B
cnenyromeM 2021-om rogy. U, moxanyii, cnenyrommii 2021-p1if TOA BBI3BIBAET HE MEHBIIYIO TPEBOTY,
YyeM BTOpasi IOJIOBUHA TEKYLIEro”, — 100aBIseT SKCIepT.

Jlupektop o crparermyeckomy pazButuio AXoft, nuctpubyropa UT-penieHnii pa3HbIX BEHIOPOB
Esrennii KyprykoB yrBepknaer, uto u3 Bcex cerMeHTOB UT-peiHka Wb yBepeHHO NEpKHUT IUIaHKY
MEPBEHCTBA, O YEM CBUIETEILCTBYET POCT MPUOBUIH B 3TOM oTpaciau. OneIT paboThl KoMnanuu “Axont”
nokasbiBaeT, uTto yacTuuyHo MT-mpoexTsl mepeHocsarcs, a Heobxoaumocts B Wb, Hao6opoT, HOCHUT
MIEPBOCTETICHHBIN XapakTep y 3aKa3yuKkoB. “JIOXOAHUT 10 YAMUBUTEIHHOTO. Y HAC €CTh OJIOK PEIICHHUH IO
HanpasieHuto network performance (mpou3BoauTensHOCTh ceTH). Kazanoch Obl, 3Ta TeMa J10JKHA OBITH
cefyac «ropsden», MOTOMy YTO MHOTME YIUIM Ha YIOAJICHKYy, Harpy3ka Ha ceTb Bo3pacTtaeT. Ho maxe
IPOEKTHI B 3TOM 001acTu casuratorcs us-3a Mb”, — 3asBun npencrasurens Axoft.

Muxaun [Ipubounit — ynpasmistomuit qupexrop “Jladoparopun Kacnepckoro” B Poccun, CHI™ u
[TpubanTtuke, paccka3biBaeT O MOJOKHUTEIBHOM AMHAMUKE KOMIIAHUU, HECMOTPS Ha MaJieHHe NpuObUIN B
HEKOTOPHIX €€ cermeHTax. [1om00HBIi poCcT 00YCIOBIIEH MacCOBOM MOBBIIIEHHON HE0OX0auMOCThIO B b
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opranuzanuii-zakazunkoB. [Ipogaxxu yepe3 CepBUC-TIPOBAWACPOB M  KOPIOPATUBHBIC  PpEIICHUS
MOKa3bIBAIOT HamOoyiee BBICOKHE pe3yibTaThl, a MMeHHO Omaromaps cepucam Kaspersky xSP Value
Added Services. OcoOE€HHOCTBIO 3TOT0 KaHala SBISIETCS TO, YTO MPOJAXKHU BEAYTCS OOJIBIIMHCTBOM
COTPYZHUKOB, paboTarommx Ha jgoMy. OOpaTHOW CTOPOHOW TAaKOTrO IOAXOJA SIBIISETCS MOBBIIICHHAS
OIMAaCHOCTh Yrpo3 HMH(OPMAIUH, OTCIOJIa BBITEKACT HEOOXOAMMOCTb YCHJICHHOH 3alllUThl YKAa3aHHOTO
KaHana [5-8].

YBenmmuunock Ha 50% 4YMCIO aTak 37MO0YMBIIIJICHHUKOB Ha WHQPACTPYKTYPY B KOPIOPATHBHOM
CeKTOpe. 3aKa3uMKH MPUIILIN K BHIBOAY O HEOOXOJAUMOCTH YCHIICHUH 3aIUThl HHPPACTPYKTYPHI B IIEJIOM,
TOTJa KaKk paHee MHOTMMH KOMIIQHMSMHU TPEAINONarajloch, 4TO 3alIUThl KOHEYHOW TOUYKH OyneT
J0CTaToO4HO [2-4].

B HeOnarompusTHON cuTyaun okaszaics paspaborunk DLP-pemenuit Infowatch, o uem
CBUJICTEJILCTBYET CHIKEHHE mnpojaxk B nepBod uverBeptd 2020 roma. Koucrantun JleBuH, Buile-
NPE3UJCHT 1O MPOJakaM KOMITAHWHU TMOSICHWJ, YTO TEKYIIME OOCTOSTEIhCTBA HEPA3PHIBHO CBSI3aHBI CO
cTarHamuei KpymHoro KkoproparuBaoro omsaeca [1, 11].

Jlupekrop no pa3sututo 6usneca Positive Technologies 8 Poccun Makcum ®ununmos, orMeyaer
MOKa 4YTO HEIUIOXYI JWHAMHKY pOCTa KOMIIAHWH, CChUIasCh Ha moka3artenu mepuoxa 2019 roxa.
[MomoOHBIM pocTOM oOpraHu3anusi o0si3aHa 3 KPYHMHBIM KOHTPAaKTaM, a TaKKe 3aKa3yhKaMm B JIMIE
rOCYJJApPCTBEHHOT'O CEKTOpa M KOMITAHUH C TOCYJapCTBEHHBIM ydactueM. CIIeICTBHEM CHUKEHUS CIipoca
CO CTOPOHBI CPEHETO U MAJIOTO OM3HECA CTAJI0 OCJIa0JIeHNe TUHAMUKY BHEAPEHHsI CKaHepa YsS3BUMOCTEH
XSpider. “Haru pernoHaibHbIE MPOAAXKH JEMOHCTPUPYIOT MOJOXKUTEIBHYIO THHAMHKY, HO yXKE €CTh
HEeTaTUBHBIE TPEHNbl. MBI 3TO CBS3BIBAEM C TEM, YTO PETHOHAIBHBIM PYKOBOJIUTEISIM CO CTOPOHBI
NPaBUTEIILCTBA ObLIa JlaHA HEKas WHAYJIBICHIMS Ha PaCIOPSDKEHHE OFO/DKETaMH C TOYKH 3PEHUS
JUKBHJIAIUY TTOCIICACTBUI CIOXUBIICHCS CUTYaiuu. I 0O4eBUAHO, YTO TYT OFOJKETHI HH(POPMAITHOHHOM
0€30MaCHOCTH Y HEKOTOPBIX W3 HUX CTaJlH Pa3MEHHOH MOHETOW: OHHM JMOO MPHOCTAHOBHIIUCH, JTIUOO
NEPEeHECINCh Ha Oy ylue nepuobl”’, — noscHuia Makcum Ouinnmos.

bonee toro, kommanuu “Positive Technologies” u “Jlaboparopus Kacnepckoro” Havanu darie
CTaJIKUBAThCSI MIPOCHOAMU KIMEHTOB 00 OTCPOYKAaxX IUIATEXKEH, MPEIOCTABICHUHU CIEIHAIbHBIX CKHUJIOK,
00OCHOBBIBasi MX TeKymled curyanueid. KineHTsl mHOraa TpeOyloT CKMIKH, OTCPOYKH, OecriaTHbIE
NIOCTaBKH, Take HUYeM 3T0, He MoTuBHpYs [10].

3AK/TIOYEHHUE

IToBo/I MTOT BCEMY BBILIENIEPEUUCIEHHOMY, MOKHO YBEPEHHO YTBEPKJIaTh O OeCIpereIeHTHOM
BIMSHUM TAaHJAEMHUH, a KaK CJEACTBHUE YyJAJIeHHOro pekuma pabotel Ha Bce cermMeHTl UT u Wb B
yactHocTH. [lo Oosbuieit yactu Wb mokasbiBaeT CBOEBPEMEHHYIO T'OTOBHOCTh OKa3aTh YCHUJICHHYIO
HNOJIEPKKY O€30MacHOCTH HOBOro (opMara padOThl KOMIAHUM M OTpearupoBaTh Ha CTPEMUTEIBHO
BO3pOCHINI cIpoc peIHKA. UTO KacaTeapHO 3aKa34MKoB, TO KpymnHble M T-KOMIIaHUM U rocyaapCTBEHHBIN
CEKTOp CMOIJIM OINEPAaTHBHO AJANTHUPOBAThCS K TEeKylled curyanuu. VX ocHOBHOI mpoOiemoi, crana
HE00XO0/IMMOCTh MOBBIIIEHUS] MHPOPMALIMOHHONW IPaMOTHOCTH COTPYAHUKOB. IlpeacraButenu maioro u
cpenHero OusHeca, BA0OAaBOK K 3TOH mMpoOieMe, CTOJIKHYJIUCh ¢ 0Oosiee OIyTUMBbIMU (MHAHCOBBIMU
TPYAHOCTSMH, 4YTO MOXET CTaTh NPUYMHON OAaHKPOTCTBA HEKOTOPBHIX KOMMAaHUH. D((PeKTUBHOCTH
BHEJIPEHUS HOBBIX OM3HEC-MO/IeNIel U TEXHOJIOTUNA BBIPAYKAETCSI B TOM, YTO YaCTh OpraHU3aluil 3asBIsIOT
0 CBOCH TOTOBHOCTH TPOJODKUTH PadOTy B YAaJ€HHOM pEXHME IOocie OTMEHbl KapaHTuHa. U3
CIIOKUBIIEHCSA CUTyallM BUIHO, YTO OJjaroaapsi JUCTaHIMOHHOMY (hOpMaTy HE TOJBKO 3TO MOBIHUSIIO Ha
YBEJIMYEHHUE pPOCTa 3alIUThl HH(OpMAIMK Ha OoJiee BBICOKOM YPOBHE, HO U Ha €€ KaYeCTBO OKa3bIBAEMbIX

YCIIYT.

Cnucok JuTepaTypsl
1. byrun A.A., Bacunesckas A.H. O030p OCHOBHBIX PEKOMEHJAIINN MO MPEAYIPEKICHUIO WHITUICHTOB
MHQOPMAITMOHHON 0E€30MaCHOCTH B YCJIOBHSX yIAJIEHHOH paboTHl M pexxuMa camouzossinuu // MapopManoHHble
TEXHOJIOTHH ¥ MAaTeMaTHUECKOE MOICIMPOBAHKUE B YIIPABICHUH CI0KHBIMU cucteMaMu. 2020. Ne 2 (7). C. 39-45.
2. bonee TMOJIOBHHBI POCCHUICKMX KOMIIAHMW B TEPUOJl TAHIEMHWHM YBEIMYWIM pPacXoibl Ha


https://www.tadviser.ru/index.php/Kaspersky
https://www.tadviser.ru/index.php/%D0%9A%D0%BE%D0%BC%D0%BF%D0%B0%D0%BD%D0%B8%D1%8F:Positive_Technologies_(%D0%9F%D0%BE%D0%B7%D0%B8%D1%82%D0%B8%D0%B2_%D0%A2%D0%B5%D0%BA%D0%BD%D0%BE%D0%BB%D0%BE%D0%B4%D0%B6%D0%B8%D0%B7)
https://www.tadviser.ru/index.php/%D0%9F%D0%B5%D1%80%D1%81%D0%BE%D0%BD%D0%B0:%D0%A4%D0%B8%D0%BB%D0%B8%D0%BF%D0%BF%D0%BE%D0%B2_%D0%9C%D0%B0%D0%BA%D1%81%D0%B8%D0%BC_%D0%93%D0%B5%D0%BE%D1%80%D0%B3%D0%B8%D0%B5%D0%B2%D0%B8%D1%87
https://www.elibrary.ru/item.asp?id=43074426
https://www.elibrary.ru/item.asp?id=43074426

—r

I—IA 52 LII—IbIM Beauuko M.C, Macaoea M.A. HupopmayuoHHass 6e30nacHoCmbv Kak ycayed 8 HOBOM
PEByan T ducmaHyuoHHoM mupe // Hayuwwiil pesysbmam. HHgopmayuorHble mexHosozuu. — T.5, 35
A Ne4, 2020

RESEARCH RESULT_

knbepoesomacuocth, 2020 r. URL.: https://www.cnews.ru/news/line/2020-07-17_bolee_poloviny_rossijskih — (zata
oOparmenus: 29.10.2020).

3. Tonuapenxo [O.1O., Kymnapes A.A., McakoB C.A. [IporpaMmMHas peanu3aius METOAUKH ONpPEIEICHUS
aKTyaJlbHBIX yrpo3 O€30MacHOCTH TIEepCOHANbHBIX MaHHBIX // Hayuwsni pesymerar. WH(bOpManmoHHbIC
texnoxorun. — T.4, Nel, 2019. C. 9-14.

4. Eppmmos B.I'., Epeimos H.B. Ananu3 yrpo3 mHdpopManuoHHoi 6e30MacHOCTH B YCIOBHUSAX Mepexoia
COTPYTHUKOB OpPTaHU3aIlMN Ha YAaJeHHBIN pexuM paboTs! // HammonanpHas Ge3omacHocTh Poccum: akTyaiibHBIE
acnekTsl. COOpHHUK M30paHHBIX cTrareil Beepoccniickoit HayuHO-TIpakTHdeckoi koHbepennuu. CII6, 2020. C. 17-
20.

5. EpmaxoBa E.O. YcToiuMBOCTh MHPOPMAMOHHON CpeAbl YUPEKACHUS MPHU OPraHu3aluM yJaJIeHHON
pabotsr // CucTeMBl VyHOpaBICHHS, CIOXHBIE CHCTEMBI: MOAEITUPOBAaHHE, YCTONYMBOCTH, CTAOHMIM3AINS,
MHTEJUICKTYalnbHble TexHoJorud. Marepuansl VI MexayHapoaHOH HaydyHO-IPAKTHYECKOW KOH(EpEeHIINH,
nocesmeHHol 100-meturo co nmHSA pokaeHus npodeccopa A.A. IlecrakoBa. Emenkuii rocymapcTBeHHBIH
yauBepcuteT uM. M. A. Bynuna. Enerr, 2020. C. 131-134.

6. HudopmaimonHas 0e30macHOCTh (pBIHOK Poccun), 2020 T. URL:
https://www.tadviser.ru/index.php/Crathsa: MadopmarmonHas _6e3onacHocth (peiHOK Poccun)#.D0.9E.D0.B6.DO.
B8.D0.B4.D0.B0.D0.BD.D0.B8.D1.8F_.D0.BF.D0.BE_.D0.B8.D1.82.00.BE.D0.B3.D0.B0.D0.BC_.D0.B3.D0.B
E.D0.B4.D0.B0 — (mara obpamenns: 19.10.2020).

7. Kaxk poccuiickuii peIHOK MH()OPMAIMOHHOH O€30MacHOCTH IMEPEKHBAET SIUACMHUI0 KOPOHABUpYyCa B
2020 romy URL: https://www.anti-malware.ru/analytics/Market_Analysis/how-russian-information-security-
market-experiencing-coronavirus-epidemic-in-2020 — (xata oopamienust: 23.10.2020).

8. Kak manmemus mensier Mb-peinok, 2020 r. URL: https://www.comnews.ru/content/205669/2020-04-
20/2020-w17/kak-pandemiya-menyaet-ib-rynok — (zara obpamienns: 25.10.2020).

9. Koponasupyc u kubepo6e3onacHocts: MHpopMmarmonHas 6e30macHOCTh B yenoBusx mangemun COVID-
19, 2020 r. URL: https://expert.ru/2020/04/9/informatsionnaya-bezopasnost-v-usloviyah-pandemii-covid-19/ —
(mara obpamenus: 23.10.2020).

10. JlorumnoBa E.B. ObGecrnieueHrie MHPOPMAIMOHHON O€30MACHOCTH KOMMEPUYECKOTO MPEINpUSTHS MpU
TIEpPeBOZie COTPYIHUKOB HA yJaleHHy paboty // HammonanpHas Ge3omacHOcTh Poccuu: akTyadbHBIE ACIIEKTHI.
COopHuk n30paHHbIX cTaTeil Beepoccuiickoii HayuHo-npakTuaeckoi kondepenmuu. CI16, 2020. C. 12-15.

11. MacnoBa M.A., Jlarytkuna T.B. AHanu3 W BBISBICHUE TOJOKUTEIBHBIX W OTPHUIATEIBHBIX CTOPOH
BHEJIPEHUSI AUCTaHLMOHHOTO o0y4eHus // Hayunsiii pesynbrar. UHdopmanmonnsie Texnonorun. — T.5. — Ne2. —
C. 54-60.

12. Omnagpko B.C. MunmaeHThl ceTeBoil 0e30macHOCTH B cucteme mudpoBoi sxkoHomuku // HayuHblit
pesynbraT. Madopmanmonnasie Texnonoruu. — T.4, Ned, 2019. C. 19-30.

13. Sirotskiy A.A. Information security of the automated systems of financial credit institutions //
Contemporary Problems of Social Work. 2016. T. 2. Ne 2 (6). P. 185-193.

References

1. Butin A.A., Vasilevskaia A.N. Overview of basic recommendations for preventing information security
incidents under remote work and self-isolation mode // Information technology and mathematical modeling in the
management of complex systems: electronic scientific journal, 2020. No. 2(7). P. 39-45.

2. More than half of Russian companies have increased spending on cybersecurity during the pandemic,
2020 g. URL: https://www.cnews.ru/news/line/2020-07-17_bolee_poloviny_rossijskih — (data access: 29.10.2020).

3. Goncharenko Yu.Yu., Kushnarev A.A., Isakov S.A., Software implementation of the method for
determining the actual threats to the personal data security // Research results. Information technologies, Vol. 4,
No. 1, 2019. P. 9-14.

4. Eryshov V.G., Eryshov N.V. Analysis of threats to information security in the context of the transition of
employees to remote operation // National security of Russia: topical aspects. Collection of selected articles of the
All-Russian scientific-practical conference. SPb, 2020. P. 17-20.

5. Ermakova E.O. Stability of the information environment of the institution when organizing remote
work // Control systems, complex systems: modeling, stability, stabilization, intelligent technologies. Materials of
the VI International scientific-practical conference dedicated to the 100th anniversary of the birth of Professor A.A.
Shestakov. Yelets State University named after I.A. Bunin. Yelets, 2020. P. 131-134.

6. Information security (Russian market), 2020. URL.:
https://www.tadviser.ru/index.php/Stat"ya: Informacionnaya_bezopasnost™_(ry nok_Rossii)#.D0.9E.D0.B6.D0.B8.
D0.B4.D00.B0.D0.BD.D0.B8.D1.8F_.D0.BF.D0.BE_.D0.B8.D1.82.D0.BE.D0.B3.D0.B0.D0.BC_.D0.B3.D0.BE.D


https://www.cnews.ru/news/line/2020-07-17_bolee_poloviny_rossijskih
https://www.elibrary.ru/item.asp?id=43862023
https://www.elibrary.ru/item.asp?id=43862023
https://www.elibrary.ru/item.asp?id=44147026
https://www.elibrary.ru/item.asp?id=44147026
https://www.comnews.ru/content/205669/2020-04-20/2020-w17/kak-pandemiya-menyaet-ib-rynok
https://www.comnews.ru/content/205669/2020-04-20/2020-w17/kak-pandemiya-menyaet-ib-rynok
https://www.elibrary.ru/item.asp?id=44196784
https://www.elibrary.ru/item.asp?id=44196784
https://www.elibrary.ru/item.asp?id=27216698
https://www.elibrary.ru/contents.asp?id=34329401

—r

I—IA 5} LII—IbIM Beauuko M.C, Macaosa M.A. HugopmayuoHHasi 6e30nacHOCMb KAk ycjayed 8 HOBOM
PEBYHI:)T T ducmaHyuoHHoM mupe // Hayuwwiil pesysbmam. HHgopmayuorHble mexHosozuu. — T.5, 36
A Ne4, 2020

RESEARCH RESULT_

0.B4.D0.B0— (data access: 19.10.2020).

7. How the Russian information security market is going through the coronavirus epidemic in 2020. URL:
https://www.anti-malware.ru/analytics/Market_Analysis/how-russian-information-security-market-experiencing-
coronavirus-epidemic-in-2020— (data access: 23.10.2020).

8. How the pandemic is changing the cybersecurity market, 2020. URL:
https://www.comnews.ru/content/205669/2020-04-20/2020-w17/kak-pandemiya-menyaet-ib-rynok — (data access:

25.10.2020).

9. Coronavirus and Cybersecurity: Information Security in the COVID-19 Pandemic, 2020. URL:
https://expert.ru/2020/04/9/informatsionnaya-bezopasnost-v-usloviyah-pandemii-covid-19/ — (data  access:
23.10.2020).

10.Loginova E.V. Ensuring information security of a commercial enterprise when transferring employees to
remote work // National security of Russia: topical aspects. Collection of selected articles of the All-Russian
scientific-practical conference. SPb, 2020. P. 12-15.

11.Maslova M.A., Lagutkina T.V. Analysis and identification of positive and negative aspects of distance
learning implementation // Research results. Information technologies. 2020. T. 5. Ne 2. P. 54-60.

12. Oladko V.S. Network security incidents in the digital economy system // Research results. Information
technologies, Vol. 4, No. 1, 2019. P. 9-14.

13. Sirotskiy A.A. Information security of the automated systems of financial credit institutions //
Contemporary Problems of Social Work. 2016. T. 2. Ne 2(6). P. 185-193.

Beanuko Makcum CepreeBud, ctyneHt 4 kypca kadenpsr MabopManmonnas 0e3omacHOcTs MHCTHTYTa pagno3JICKTPOHUKA
1 HH)OPMAIIMOHHO 0€30MaCHOCTH

MacaoBa Mapusi AJjieKcaHApPOBHA, aCIUPAHT, CTapUIMi mpenoaaBatenb Kadenapsl «HpopmanuoHHas 0€301acHOCTHY
WHcTuTyTa paguodIeKTpOHUKH 1 HH(OPMAMOHHOM 6e3011acHOCTH

Velichko Maxim Sergeevich, 4th year student of the Department Information security, Institute of Radioelectronics and
Information security

Maslova Maria Alexandrovna, post-graduate student, senior lecturer of the Department «Information security», Institute of
Radioelectronics and Information security






—r

g&%ﬁgﬁ% Sorokina S Soma GM. ntelligent asstance in online nterviewing Emotional routing. R

RESEARCH RESULT_

INTRODUCTION

During traditional interpersonal communication, people almost always interact multimodally
using verbal and non-verbal channels [1]. Moreover, verbal and non-verbal communication is almost
always tightly connected: in real monologues, dialogues and polylogues people combine these two parts
in a single whole [2]. However, under the conditions observed in the post-COVID-19 era growth in the
volume and intensity of the use of technical means of communication, the latter is functionally limited.
Current online conditions do not allow users to regulate the direction of the communicative process,
create psychological contact with the interlocutor, enrich the information transmitted by verbal means,
guide the interpretation of the verbal text, unambiguously express emotions and reflect the interpretation
of the situation they are facing with.

The resulting contradiction is due to several factors. The objective factors are poor quality of the
provided communication channels (low data rate) and unfavorable acoustic environment in which the
technical means of communication is used. The subjective factors are the transformation of formal-role
communication into business communication, in which, along with the exchange of information, the
characteristics of the subscriber's personality, their mood, physiological and psycho-emotional states must
be taken into account; an increased rate of change in the situation and an increase in the volume of
transmitted information, requiring subscribers to increase the effectiveness of their actions.

The presence of these contradictions leads to a decrease in the effectiveness of interpersonal
communication — an increase in the time to achieve the goals of such communication, and therefore, to
resolve them, it is necessary to develop means (mathematical, methodological, and software) that provide
an increase in such efficiency due to the correct interpretation and consideration of the non-verbal
component of interpersonal communications.

MATERIALS AND METHODS

Today, there are ways to detect emotions from video channels [3, 4], services that recognize
spoken speech and sounds [5, 6], as well as written text analyzers [7, 8]. Moreover, there are methods that
allow people to recognize the psycho-emotional state of a person based on a multimodality: some of them
combine video and audio, mostly in videoclips [9, 10], others work with acoustic and text data [11, 12].
However, most of the currently available methods have a high computational load, which leads to long-
time runs. If someone is working with a high-quality image, the speed of its analysis, even on powerful
computers, is not high enough to work with the current video stream in real-time mode. Considering that
the target audience to deal with the online limitations in the post-COVID era consists mostly of small and
medium business owners, it is impossible to implement the existing methods of multimodal analysis.

The most obvious way to deal with the speed limitations in the case of video streams is reducing
the image quality. However, that option could be considered only if the process is running on a pre-
recorded data, and not in real-time mode. Another disadvantage of this approach is the loss of analysis
quality. Such defects could be crucial, especially since the result of the analysis should be just the same
selection of the factors that will not be noticed by the naked eye of a person.

The current methods of analyzing audio data flow are not perfect either. Speech recognition
technologies are at a high level, and the current results help us analyze the semantic part of speech [13].
However, the intonation components have not yet been covered properly. Since oral speech consists of
two main modules — sounding (including intonations) and semantic [14], only in a complex analysis
would it be possible to distinguish the emotional state of speech. In real-life communications people
analyze not only the external emotions expressed on the face, but also the internal mood of a person:
analyze speech for the presence of passive aggression, identify sarcastic and/or ironic expressions, and
correlate non-verbal signs (knocking on the table, frequent changes of poses, etc.) with emotional
manifestations of the person.

However, the highest limitation of the existing methods is that they only help to observe a current
emotion: no attention is paid to the context of its appearance. In daily life people always face the



—r

I—IA 5} LII—IbIM Sorokina S.A., Soma G.M. Intelligent assistance in online interviewing. Emotional routing
PE BYHE)T n T method // Hayunblii pesysemam. HHgopmayuoHHble mexHosozuu. — T.5, Ne4, 2020 39

RESEARCH RESULT_

situations when it is more important to analyze not what emotion the person expressed, but what
provoked it. That is why the method of emotional routing, which is suggested in this paper, includes the
analysis of all the mentioned above characteristics: real-time data from video and acoustic channels,
recording of reactions (emotions) during the whole communication on a timescale, as well as the
interpretation of changes in emotional state and prediction of the successful outcome of the dialogue.

As the suggested method is not only related to computer science and computations but also to
psychology, high attention in the research was paid to the ways of grading and classifying the emotions.
In that part of the study two fundamental ways of emotional clustering are presented.

GRADATION OF EMOTIONS

The psycho-emotional state of a person is a multilevel characteristic, the dominant role in the
formation of which is played by the main emotion of reaction to a specific event [15]. Gradation of
emotion is the basis of building a qualified emotional routing. The first concept which is proposed to use
is Plutchik's wheel of emotions, which is a fundamental theory in psychology of emotions proposed in
1980 [16]. Plutchik’s wheel became the basis for a significant amount of further research on emotional
levels and classes.

In the suggested emotional routing method, the users have the right to choose the exact trajectories
they want to see and analyze, as well as combine the chosen trajectories into secondary and tertiary
connections. All the possible emotions and their combinations are presented in Figure 1.
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AHHOTAIINA

B HacTosmee Bpemsi Bce OoJjblliee pacHpOCTpaHEHHE HaXOAAT aBTOMAaTH3WPOBAaHHBIC CPEICTBA
Ul pacro3HaBaHusi sMouuil. IlogoOHble cepBHCH Hamuid cebe MPUMEHEHUE B Pa3IHMYHBIX
OpTaHM3alliAX: B CyJdaX, METUIIMHE, YYeOHBIX YUpEeXIeHHsIX H Tak nanee. Hama 3amada
3aKITI0YaeTCsl B pa3paboTKe MPOrpaMMHOTO CPEACTBA OIIEHKU MCUX0IMOIMOHAIBHOTO COCTOSHHUS
CTYIEHTOB ¥ TIperojaBaTeleili Ha OCHOBE BHICOJAHHBIX 3aHATHS, 3allHCAaHHBIX C
BUJICOKOH(EPEHIICBS3U. Ha CeromHsmHuil AeHb yXKe CYIIECTBYIOT IPOTPaMMHO-aIIapaTHbIC
CpencTBa IS pacmio3HaBaHWsl dMoIii, Takne kak FaceReader [4], eMotion Software [5],
Affectiva Affdex [6] u Tak nanee. OHAKO JaHHBIE CPEACTBA HE MO3BOJISIFOT BBHIMOJIHITH aHAJIN3
SMOLIMOHAIFHOTO  COCTOSIHHS ~ OOJBIIOTO  KOJHYECTBA CTYAEHTOB C  HCIIOIB30BAaHUEM
BUICOKOH(EPEHIICBSI3M, a TakkKe He TMOoApasyMeBaloT B ce0Oe cocTaBleHHE JalbHeWIen
WHJIWBUIYAIbHON PEKOMEHIaTEIbHON CUCTEMBI.

B naHHOl cTaThe BBEICHO IMOHSTHE YAOBJIETBOPCHHOCTH CTYJEHTOB, KOTOpas OIpeIesseTcs
MPOLIECCOM JIMCTAaHIIMOHHOTO OOYy4YeHHsI MOCPEICTBOM BHIEOKOH(EPEHIICBS3H, OO0OCHOBaHA
aKTYaIbHOCTh pa3pa0OTKH IMPOrPAaMMHOTO CpEACTBA OIICHKH YPOBHS YIOBJIETBOPEHHOCTH
CTYIeHTOB.  PaccMOTpeHBI  CyIIECTBYIOIIME  METONBI W CPEICTBA  OICHHBAHHSA
TIICUXOOMOIIMOHAJIBHOI'O COCTOSHUA 06yqa10u1chs1 Ha OCHOBE TEKCTOBLIX, ayAHO- U BUACOAAHHBIX
3aHATUH C IEJbI0 YIYUIIEHUS Ka4eCTBa AUCTAaHIIMOHHOTO O0yUeHHS.

KiroueBble cj10Ba: IporpaMMHOE CPEJICTBO; BUICOKOH(EPEHIICBS3b; TUCTAHIIHOHHOE 00yUeHe;
YAOBJIETBOPEHHOCTb; IICHXO3MOIIMOHATIFHOE COCTOSTHHE.
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Abstract

Nowadays automated tools for emotion recognition are becoming more and more widespread.
Such services have found their application in various organizations: in courts, medicine,
educational institutions and so on. Our task is to develop a software tool to assess the
psychoemotional state of students and teachers on the basis of video data of a class recorded from
video conferencing. To date, there already exist software and hardware tools for emotion
recognition, such as FaceReader[4], eMotion Software[5], Affectiva Affdex[6] and so on.
However, these tools do not allow the analysis of the emotional state of a large number of
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students using videoconferencing, nor do they imply the compilation of a further individualized
recommendation system.

This article introduces the concept of student satisfaction, which is determined by the process of
distance learning through videoconferencing, justifies the relevance of developing a software tool
to assess the level of student satisfaction. The existing methods and tools for assessing the
psycho-emotional state of students based on text, audio and video data from classes in order to
improve the quality of distance learning are considered.

Keywords: software tool; video conferencing; distance learning; satisfaction; psycho-emotional
state.

BBE/IEHHUE

dopMHUpOBaHUE CUCTEMBI OLEHKHM KauecTBa OOpa30BaHMs SBJISETCS BaXKHEHIIMM 3JEMEHTOM B
yrpaBlIeHUN 00pa3zoBaTelbHBIM TMporeccoM. C mepexoqoM Ha JUCTAHIHOHHOW QopMmaT 00ydeHHUs
BO3HUKJIA HEOOXOAMMOCTh B HCIOJb30BAaHHUHM HOBBIX METOJOB OIEHKHM KadecTBa YJOBIETBOPEHHOCTH
CTYZICHTOB 00pa30BaTEIbHBIM MTPOIIECCOM.

[IporpamMMHoOe obecrieueHure Ui OLEHUBAHUS YPOBHS YJOBIETBOPEHHOCTH CTYACHTOB MPOIECCOM
JUCTAaHIIMOHHOTO O0Yy4YeHMs] uepe3 OHJIaMH-TuIaTGopMbl (Hampumep, Zoom) I03BOJUT IOBBICUTH
KayecTBO 00pa30BaTENIbHOTO Mpollecca B AMCTaHIUMOHHOM (Gopmare myTéM pa3pabOTKH OLIEHOYHO-
PEKOMEHAATENBHOM CUCTEMBI PETYIUPOBAHUS PAOOTHI MTPETIO1aBaTeIs.

Lenpto uccrnenoBaHus SIBISETCS y4eT YCIOBHS pabOTHI MpernojaBareiss U HHBIX (PaKTOPOB,
OKa3bIBAIONINX HamOousblIee BIUsSHUE HA 3()(PEKTUBHOCTH ympaBieHus: 00pa30BaTEIbHBIM MPOIIECCOM B
TUCTaHIIMOHHOM Qopmate. [ oueHkH [OaHHBIX (PAKTOPOB HCIOIB30BAH MPOTPAMMHBIA MOAYIb
pacro3HaBaHusT — MCUXO(PHU3HOIOTMYECKOTO M OMOLMOHAIBHOTO  COCTOSIHHHA  OOydaromuxcs |
IpenojaBaTenss Ha OCHOBE TEKCTOBBIX, ayAHO- U BUIAEO(AITIOB 3aHATHS, MPOBOAUMBIX MOCPEICTBOM
BUCOKOH(EPEHIICBA3H; MPOTPAMMHBIA MOAYJIb HHTEIUICKTYyalbHOH OOpaOOTKH MONTYYEeHHBIX IAHHBIX;
aHAJIU3 BIUSHUA BHEUTHUX (DaKTOPOB HA COCTOSIHHE 00YYarOIINXCsl.

[IpoBeeHHBIN Ha UX OCHOBE aHAJU3 Ka4eCcTBA AUCTAHIIMOHHOTO OOYYEHHS TIO3BOJIHT pa3padboTaTh
POrpaMMHOE CPEACTBO OIICHKH YPOBHSI YIOBIETBOPEHHOCTH CTYIEHTOB MPOIIECCOM JUCTAHIIMOHHOTO
00y4eHHsT M COCTAaBUTh WHIMBHIYaJbHBIE PEKOMEHJALMHU TPETOAAaBATENI0 MO TOBBIIMICHUIO KayecTBa
y4eOHOro Inporecca.

@OPMATBI OBYYEHHUA B YYEBHBIX 3ABE/IEHUHAX

B HacTosmee BpemMss MHp NEpeXHUBACT MEPHOJ] IMaHAEMUU KOPOHOBUPYCHOM HWHGEKUHH, B
pe3ynbTaTe Yero Bce yueOHbIe 3aBeICHUs HAvalu MEepeXoUTh Ha AUCTAHIIMOHHOE o0y4yeHue. B cBs3m ¢
STHM BO3HHKJIA OCTpasi HEOOXOMMOCTh B TIOBBIIICHHH Ka4ecTBa 00pa30BaTENBHOTO Mpolecca B OHJIANH
dopmare.

OCHOBHBIM OTIHYHEM JUCTAHIIMOHHOTO U OYHOI'O 06yquH$1 SABIIETCA TO, YTO B 3aHATHUAX C
rpynmnamMu B ayIMTOPUH TMpernoaBaTelb nepeiaeT Bce He0OX0IMMbIe 3HAHUSI HANIPSIMYIO Yepe3 OOIIeHHE,
a TpU OHJAWH MOJKIIOYEHUHM CTyJeHTaM HEOoO0XOAMMO U3ydaThb OOJbIIYI0 YacTh HH(pOpMalUu
CaMOCTOSITENILHO C ucMosib3oBanueM cetu MutepHeT. Takum oOpazom, mpu AUCTAaHIIMOHHOM OOY4YEeHUU
oOyyJaronuecss MOJy4alrT CIHOCOOHOCTh K CamMOOOpa30BaHWUI0O M MOTHBALMIO K HM3YUYCHHUIO HOBOM
uH(pOpMaIIH, TOCKOJIBKY MPernoaBaTelb BBIMOIHSAET UL poJib KoopauHaTopa [1].

K AJOCTONHCTBaAM OHH&ﬁH-O6y‘—I€HHﬂ MO>XHO OTHECTH BO3MOXHOCTH ITPOBOAWTL W IOCCIIATH
3aHATHSI TIPH JTFOOOM MECTOHAXOXJICHWU, B pe3ylbTaTe Yero CTYACHTaM M MpernojaBaTeNsM HeT
HEOOXOIMMOCTH TPATUTh BpPEMsS Ha JIOPOTY JIO CBOETO Y4eOHOTO 3aBEACHUS M HE CTOUT OOSIThCS
3apaXeHHsI BUPYCOM.

O)IHaKO K HEJOCTAaTKaM MOKHO OTHECTHU TO, YTO KOHTAKT MCXKAY CTYACHTAMHU U IMPECIIoAaBaTCIAMN
CTAaHOBUTCS MHUHUMAJBHBIM WM K€ MOXKET OTCYTCTBOBaTh BOBce. ClieloBaTenbHO, BO3HUKAET OCTpast
HeO6XO)IHMOCTI) B HaXO0XICHUU cnocoba u MCTOJOB YIYy4YIICHHA KadeCTBa JUCTAHIIMOHHOI'O
00pa3oBaHUs MyTeM YJIy4IlICHHs B3aUMOCBSI3U MEKY TperoiaBareieM U ooyJaronmmucs [2].
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IIOHATHE YPOBHA Y/IOBJIETBOPEHHOCTH CTY/IEHTOB

IIpexne yem HauaTh pa3palOTKy HpPOrpaMMHOIO  CpEACTBa [0  OLIEHKE  YpPOBHA
YJIOBJIETBOPEHHOCTH CTYIEHTOB, HEOOXOAMMO BBINIOJHUTH AHAJIU3 OKPY)KEHUS U OMNPEACTHTh KaKue
COCTaBJIAIOLIME OH B c€0€ CONCPHKMUT.

OmnpenenrM KOMIOHEHTHI M BBITIOJHUM COOp CTaTUCTHYECKUX JAHHBIX HA OCHOBE aHKETUPOBAHHMS:
CTYAEHTaM IIpe/ylaracTcsi OLEHHUTh YJOBJIETBOPEHHOCTh OOYYEHHEM [0 3aJaHHBIM METpUKaM Mo 5
O6autbHOM mikane. B ompoce ywactBoBamum 10 cTyneHTOB OakanmaBpuara, B KauecTBE METPUK
UCIOJIb30BAJIOCh KAYECTBO IIPENOJABAaHMs, BPEMS MU MECTO IPOBEIEHUE 3aHATHS M IOTOJHbIC YCIOBHUS.
[lonyuenHble pe3ynbTarhl BBeAeM B Tadbauny 1.

Tabnuna 1
OrieHKa CTETIeHH YJI0BJICTBOPEHHOCTH CTYICHTOB
Table 1
Assessment of the degree of student satisfaction
Merpuka % OTPOIIICHHBIX, AABIINUX OIICHKY CreneHb
5 4 3 2 1 0 YIOBIETBOPEHHOCTH
KauecTBO mpenomaBanus 0,5 0,3 0,1 0,05 0,05 0 4,15
Bpems ipoBeieHus 3aHATHSI 0,3 0,4 0,15 0,1 0,05 0 3,8
KomdopTHoe MecTomonoxeHne 0,3 10,25 0,25 0,1 0,1 0 3,55
[Torona 0,25 10,2 0,3 0,25 0 0 3,45

Pazpabotaem k03 (HULIHEHT «yIOBIETBOPEHHOCTH CTYJCHTOBY U 3aIHIIEM €r0 B BHIE (POPMYIIBL:

n
Ky,q.cr. = Z Yz * Ki (1)
i=1

rae Ky, . — K03 QUIHEHT KOMIIOHEHTA «YOBJIETBOPEHHOCTH CTYJEHTOBY;
N — KonuvecTBo ONMPOIIEHHBIX CTY/IEHTOB;

I — HoMep onpomieHHOro CTyIeHTa,;

Y; — IIpoueHT ONpOLIEHHBIX CTYACHTOB;

K; — Ouenka o 5 6 mkase.

[To manHBIM ¢ ompoca CTYAEHTOB, pe3yJbTaThl KOTOPOTO ObUM BBeAeHBI B Tabmuiy 1, Obutn
paccuuTaHbl 3HaYeHHs Kod((PUIMEeHTa KOMIIOHEHTa «yJOBJIETBOPEHHOCTH CTy/IeHTOB». [lo pe3ynbpTaram
MO>XHO OIPEIENTh, YTO JUHAMHKA KOMIIOHEHTHl HETOCTOSHHA M €€ 3HAYCHHUs MEHSIOTCS B CBS3H C
YCIOBUSIMU BHEIIHUX (DAaKTOPOB W HMMEIOT CHJIBHYIO 3aBUCHMOCTh OT KauyecTBa IMpErnoJaBaHUs U
00pa3oBaHus B IIEJIOM.

IHIOHATUHE KAYECTBEHHOI' O OBPA30OBAHHA

I[Ton xadecTBeHHBIM  00pa3oBaHUEM  MOAPA3YMEBAIOT  OPraHU3AlMI0  B3aMMOJCHCTBUS
npernojaBaresis M CTYIACHTOB, KOTOpas OTpakaeT CTENeHb COOTBETCTBUS Yy4eOHOTO Mpolecca
HOPMATHUBHBIM TPEOOBAHUSAM U YAOBIETBOPSIONIAS TMYHOCTHBIM M OOIIIECTBEHHBIM 3arpocam [3].

OCHOBHBIE €T0 TTOHATHUS XapaKTEPU3YIOT JTOCTHIKEHUE MTOCTaBIEHHBIX 1IeJIeH, UMesl OTIPeIeTICHHBII
YpOBEHb KBalU(UKAIMK: CIIOCOOHOCTh padoTaTh ¢ WHGOpMalMel, CTENeHb OBJIAJCHUS 3HAHUAMU B
MpEeAMETHOM 00J1aCTH, MOTHUBALIUSI CAMOOOPa30BaHUSI.
Pa3zpaboraeM K0O3pHUITUEHT «KadyeCTBEHHOTO 00pa30BaHUs» U 3aMUIIIEM €ro B BUJE POPMYIIBI:
Zi’c=1Xir *Kir
_ K

i’c=1 Yir *Kjr
Kn

e Ki.qos — KOObDHUIMEHT «KaueCTBEHHOTO 00pa30BaHUS;
X — cpeaHee KOJIMYEeCTBO HEIOBOJIBHBIX CTY/IEHTOB B IPYIIIIE;
K;. — KOIM4eCcTBO CTY/I€HTOB B IPYIIIIE;
K, — KOIM4ecTBO CTY/ICHTOB B MOTOKE;

(2)

Kxaq.oﬁ. =
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Y;: — MakcuMaJbHO BO3MOXKHOE KOJIMYECTBO HEJOBOJBHBIX CTYICHTOB B Tpymie (ompezaensercs
SMIUPUUECKUM ITyTEM).

brnarogaps ko3 duimenTaM «ya0BIETBOPEHHOCTH CTYACHTOB» U «KaueCTBEHHOTO 00pa30BaHUS
MOKHO TMPOBOJUTH aHAIM3 KadecTBa JUCTAHIIMOHHOTO OOy4YeHHUS MO3BOJIUT pa3paboTaTh CPEACTBO
OIICHKU YPOBHS YIOBJICTBOPEHHOCTH CTYIEHTOB IMPOIECCOM JIUCTAHIIMOHHOTO OOYYECHHS U COCTABHUTH
WHAMBHUAyaJIbHbIE PEKOMEHIALUY IPETIOAaBaTENIO MO MOBBIIIEHUIO Ka4yecTBa y4eOHOro mpoiiecca.

AHAJIN3 CYHIECTBYROIITUX AHAJIOI' OB

B HacTosimee Bpemst Bce OoJiblliee pacHpOCTPaHEHHWE HAXOIAT aBTOMATH3MPOBAHHBIE CPEICTBA
JUIs pacrio3HaBaHus Mo1uii. [logo0HbIe cepBHCH HAILIK ceOe MPUMEHEHHE B Pa3IMYHbIX OpraHU3aIsIX:
B Cylax, MEAMIMHE, YYeOHBIX YUpEKICHHSIX W Tak Aanee. Hamra 3amava 3akmiouaercs B pazpaboTke
IPOrPaMMHOTO CPE/ICTBA OLIEHKH IMCHXO3MOIIMOHAIBHOIO COCTOSIHMSI CTYACHTOB M MperojaBareneii Ha
OCHOBE BHUJICOJAHHBIX 3aHATHS, 3aIMCAHHBIX C MI1aT(HOpMbI Zoom.

Ha ceroansimnuii 1eHb yke CyIIECTBYIOT MPOrpaMMHO-aIapaTHbIe CPEACTBA sl paClIO3HABAHUS
smonui, Takue kak FaceReader [4], eMotion Software [5], Affectiva Affdex [6], NuraLogix [7],
Emovu [8] u Tak manee. PaccMoTpuM KaXkJIbIii M3 aHAJIOTOB MOTIOIpOOHEE.

e FaceReader [4] 3anmMaeTcsi CO3AaHUEM MOJICIH JIMIIA T10 KOHTPOJBHBIM TOYKaM Ha OCHOBE
o0yueHHbIX HelpoHHBIX ceTeld (puc.l). CepBuc cnocobeH onpeaensats 7 0a30BbIX AMOLUN U HEUTpaIbHOE
COCTOSIHME, a TaKXKe BO3PACT, MOJ W 3THUYECKYIO MpHHAIIeKHOCTh. FaceReader Moxer pacrmo3zHaBaTh
SMOIMH C TOYHOCTHIO A0 80% MpU yCIOBHH, YTO CUMUTHIBATH JIMIIA MPUAETCS MOCIEI0BATENILHO U CPeln
YYaCTHHUKOB He OyZeT AeTel 10 5 nerT.

Epresmam  Taneloe @ Epresion Sammary s Epreson btemty L Antlyi Viualcaton

Puc. 1. Unrepdeiic cepsuca FaceReader
Fig. 1. FaceReader service interface

e ecMotion Software [5] nmo3BossieT onpeneuTh MeCTh 0a30BBIX AMOIMIA (THEB, MeYallb, CTPax,
yIHMBJIICHHE, OTBpAIICHHE W CYACTbe) M co3AaBaTh 3D Mojenu numa ¢ MOMOIIBI BBISIBICHUH 12
KJIFOYEBBIX 00/1aCTeH.
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Puc. 2. Uurepoeiic cucremsl eMotion Software
Fig. 2. eMotion Software system interface

e Affectiva Affdex [6] orciexuBaer smMonuu Ha 6aze MOOMJIBHOTO MPUIIOKEHHS M MO3BOJISCT
00pabaTeiBaTh IOJYYEHHBIE JaHHBIC HEIMOCPEACTBEHHO B caMoM cMaprdone. JlaHHBIM KOMILIEKC
COZIEP)KUT B cebe 0a3y AaHHBIX, KOTOpas COCTOUT W3 Oosiee 5 MIIH WU300paKECHHI JIUII, YTO MO3BOJISACT
ornpenensTh 7 0a30BbIX 3MouuWil. Pacrmo3HaBaHWE BBIMOJHSACTCS 3a CYET 3alKMCH HM300paKCHUsS JIUIA
(puc. 3), BeiBieT-TipeoOpa3oBaHus U CpaBHEHUs ¢ oOpa3amu Ha ocHOBe SIFT-meckpunTopos.

\\ : i ..1: /i
Puc. 3. Peynbtar pabotsl kommiekca Affectiva Affdex
Fig. 3. The result of the Affectiva Affdex complex

e NuralLogix [7], xoTopblii CHOCOOCH pacro3HaBaTh CKPBITBIC ASMOIIMM Ha OCHOBE I[BETa
HOJKOXKHOTO y30pa KpPOBEHOCHBIX COCYJOB JIMIa (M3MEHEHHIO IBeTa mukcens). Jms Toro, 4roOsi
3aMCTUTb U3MCHCHUSA KPOBOTOKA, YUCHBIC HCIIOJL30BaAJIM TPAHCACPMAJILHBIC ONTHYCCKUC I/I306pa)KeHI/ISI
(TOI), a anropuT™ HU3MEpsIET KOHIICHTPAIMIO TEeMOTTIO0MHA, KOTOPBI BXOIUT B COCTaB KpoBH (puc. 4).
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Puc. 4. Pe3y.]IBTana6OTBI NuraLoglx
Fig. 4. The result of the work of NuraLogix

e Emovu [8], 3anumaeTcsi omnpe/eseHrHeM 3aHHTEPECOBAHHOCTHIO KOHTEHTOM B BHCOIOTOKE C
UCIIOJIb30BaHUEM IIIYOOKMX HEHpPOHHBIX CeTell U METOJ0B KOMIIbIOTEpHOro 3peHus. [laHHbIN cepBuc
MO3BOJISIET BBITIOJHATH aHAIN3 OOJIBIIOr0 HAOOpa MPU3HAKOB (MOPTaHUsl, Al TPEKUHT, HAKIIOHBI TOJIOBHI U
TaKk Jaiee), Onarogaps 4YeMy BBIIOJHSETCS CUUTHIBAHME 3MOLIMOHAIBHON BOBJIEYEHHOCTH 4EJIOBEKa
KOHTEHTOM.
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Puc. 5. Ilpunnun padotst Emovu
Fig. 5. The result of the work of Emovu

OnHako MJaHHBIE CPEJICTBA HE IO3BOJIAIOT BBINOJHATH aHAINW3 3MOLMOHAIBHOTO COCTOSIHUSA
OOJIBIIIOTO KOJIMYECTBA MOJB30BaTENeH C MCIOIB30BAHUEM CPEJICTB BUICOKOH(EPEHIICBA3H, a TaKXkKe He
NOJpa3yMeBalOT B cebe COCTaBjieHUE MAajbHEWIIed WHAWBUIYAIbHOM PEKOMEHAATENbHOM CUCTEMBI.
Takum oOpazomM, npejiaraemas pazpaboTka MO3BOJIUT MOBBICUTH Ka4€CTBO IUCTAHIIMOHHOTO O0y4YeHUs B
YHHUBEpPCHUTETaX IIyTeM CO3[aHMs OLIEHOYHO-PEKOMEHJATEeIbHOM CUCTEMbI pEryJIMpOBaHUs PpPabOTHI
npenoaaBaTeId Ha  OCHOBC MHOI'OMOJAJIBHBIX  JJaHHBIX 3aHsATHA, IMpoOBOAUMOTO B PCKUMC
BUICOKOH(EPEHIICBA3H.

IIPEJIVIATAEMBIE METO/IbI PEA/TU3AIIHHU CPE/ICTBA OJEHKH YPOBHA
YAOBJIETBOPEHHOCTH CTY/IEHTOB ITIPOLIECCOM JIUCTAHIIHOHHOI'O OBYYEHUA

IIporiecc aHanm3a ayauoONOTOKA BKJIIOYAeTCs B ceOsi aHalIM3 MHTEHCHBHOCTH M CKOPOCTH peuH,
YacTOThl OCHOBHOI'O TOHA, TOJIOCOBOM TrapMoHHM3aluud. OCHOBHBIMH METOJaMH JJIs ONpPEICIICHUS
MICUXO9MOIIMOHAJIBHOTO COCTOSIHUSL JTUKTOpa SIBIAIOTCS METOAbl IHU(POBOH (MIbTpallid W BeWBIET-
aHAJIN3 IIYMOBBIX CUTHAJIOB [9] ¢ UCIONb30BaHNEM HeHpoceTeBON KiacCU(pUKaLUU.

ApXUTEKTYpbl CBEpPTOYHBIX HEMpOHHBIX cereld, cuctembl OpenPose [10] u Aruco [11] mo3BossT
pacrno3HaTh IMCHUXOAMOIMOHAIBHOE COCTOSIHHE Ha OCHOBE BUJCOJAHHBIX. B OCHOBE NEXHUT alroputm
JIETEKTUPOBAHUS JII0OJIH Ha MOIYy4eHHOM M300paXKeHUH, OLIEHKY TOJIOKEHHUSI BO BPEMEHH 4eJI0BEYECKOTO
Tela B MPOCTPAHCTBE, KOTOpas MO3BOJISIET OOHAPYXUTh KJIHOYEBbIE TOYKU Tela (B OCHOBHOM JIMLA) U
3anMcarh UX KOOPAMHATBI BO BPEMEHM, a TAKXKE JIOKAIM3ALUIO JIOJEH B CUCTEME KOOpAMHAT BHYTPH
MOMEILEHUS.
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Jiis aHanm3a McuXxo(pHU3UOIOTHYECKOTO W IMOIMOHAILHOTO COCTOSIHUNA Ha OCHOBE TEKCTOBBIX
COOOIIECHUH 11eJIeC000pa3HO MCIIOIB30BaTh PEKyppeHTHBIC HelpoHHbIe ceTu [12]. Comepkamuecss B HUX
SI3BIKOBBIC MOJICNTM TTO3BOJISIOT IMOJYYHTh BEKTOPHOE TMPEACTABICHUE CJIOB, Onaromaps KOTOPBIM
obJseryaercs mpoiecc o0ydyeHue U 3aliCcH OLEHKU YMOLMOHAIbHON TOHAIbHOCTH TEKCTA.

s oneHKM BIUsSHUS (DAKTOPOB BHENIHEW Cpeibl MPOBOAMTCS aHATN3 T'€OJOKAIMH, MOTOJIHBIX
YCIIOBUM U pacUCaHMs 00y4arOIIHUXCs.

Pacriuimem mporecc pa3paOOTKH CPEICTB OICHUBAHKS YPOBHS YIOBICTBOPECHHOCTH CTYJEHTOB
MPOLIECCOM JUCTAHIIMOHHOTO 00y4eHHUs OCPEACTBOM BUCOKOH(EPEHIICBA3U Ooiee moApOoOHO.

JlaHHbIe, MOJTy4YEHHBIE C BUIECO-, ayJIMONOTOKA U TEKCTOBBIX COOOIIEHUM C yaTa, COXPAHSIOTCS B
TEeKCTOBOM (opmare isl JanbHeimero aHanu3a. C 3amucaHHOW HH(pOpMAIMHM BBIIOJIHSAETCS OoJee
TOYHOE OIPEAEICHUE IICUXO3IMOLMOHAIBHOTO M 3MOLMOHAIBHOTO COCTOSHUS 4YEJIOBEKa Ha OCHOBE
pexoMeHanuii rcuxosnoros. [lanee ocyuiecTBisercs usydeHue BIUSHHS (AKTOPOB BHEUIHEH cpelbl Ha
CTYJCHTOB U MpPEMoaBaTelis, UCXO/s OT KOTOPBIX pa3padaThIBaeTCsl METOJUKA ydeTa WHJIWBHYallbHBIX
ycnoBuil oOyuenusi. Mimess Bce HeoOXoauMble JaHHBIE, pa3padaThiBaeTCs WHIUBUAYAIbHAs OLEHOYHO-
peKOMEeHIaTeIbHasl CUCTEMA JIJIsl TIperno/iaBaresis, 0Jiaroaapss KOTOpOH TUIAHUPYETCS] OBBICUTh KaueCTBO
00pa30BaTeNbHOTO Mpoliecca B JUCTAHIIMOHHOM (hopmare.

Ha pucynke 6 mpeacraBieHa 4acTb pabOTHl MPOrPAaMMHOTO OOECTedeHHs] MO ONpPEICTICHHIO
MICUXO0AMOLIMOHAIBHOTO ¥ SMOIIMOHATBHOT'O COCTOSTHUS IO BUJICOJAaHHBIM.

Puc. 6. Onpenenenre 3MONMOHATHFHOTO COCTOSHUS TI0 BUJISOTaHHBIM
Fig. 6. Determining Emotional State from Video Data

3AK/IIOYEHHE

B pesynpraTe BbINOJHEHHOW paboThl OyayT pa3paOoTaHbl aNrOpUTMBI M IPOrPaMMHOE
obecrnievyeHre sl paclo3HaBaHUs MCUXO(PU3UOIOTHYECKOTO U AMOIIMOHAIBHOTO COCTOSIHHSI Ha OCHOBE
ay/uo-, BHJIEONMOTOKA W TEKCTOBBIX COOOIICHWN YaTa MPOBOJAMMOTO 3aHITHS B CHCTEME
BUJIcOKOH(DepeHIIcBA3u. Ha ocCHOBE MONYyYEHHBIX MAHHBIX OYIET BBIMOIHATHCS WHTEIJICKTYalbHBIH
aHaJ M3 KauecTBa ITUCTAHIIMOHHOTO OOYYEHMsI C YYeTOM BIUSHUS (PAKTOpPOB BHEIIHEW Cpeabl Ha
MOJB30BATENSl U COCTABJICHHWE HWHIAMBHUAYAJIbHBIX PEKOMEHJALMK 110  MOBBILIEHUK  YPOBHSA
YIOBIIETBOPEHHOCTH CTYJICHTOB.
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AHHOTANUA

B craree paccmaTpuBalOTCS TOMYJSIpHBIE CpEACTBA WM METOABl CHCTEMHOTO aHaJW3a,
TTO3BOJISIONINE TTPOBOIUTL MOJICTUPOBAHUE OPTaHU3AIMOHHO-IECIOBBIX IPOIIECCOB C IICNIBI0 MX
ONTUMU3AIMU. ABTOPHI MOKA3bIBAIOT, YTO ONTUMM3AIUS OPraHU3allMOHHO-/IEJIOBBIX MPOIIECCOB,
Kak TMpaBUIO, CBOJUTCS K COOTBETCTBUIO WM HECOOTBETCTBHIO MOJCIUPYEMON CHUCTEMBI
o0IIecuCTEMHBIM TIPUHIAIIAM U 3aKOHOMEPHOCTAM. B TOXke Bpewmsi, CyIIECTBYIOIIHE METOIbI
CHUCTEMHOTO aHajii3a HE TO3BOJSIOT YUUTHIBATH B MOJIEISAX BCE CHUCTEMHBIC XapaKTEPUCTHUKU
MOJICTTUPYEMOTr0 O00BEKTa, KOTOPBIC HANPSIMYIO BJIMSIOT Ha PEATU3alUi0 (DYHKIIMOHAIBLHOTO
3ampoca HajcucTeMbl. [Ia pemieHns 3a/ad ONTUMH3AINK aBTOPHI IMpeIaraloT HCIOIh30BaTh
CUCTEMHO-OOBEKTHBIM TOJIXOM M TEOPHIO CHUCTEM, IIOCTPOCHHYIO Ha €ro ocHoBe. B pabote
MIPUBOJISITCSI OCHOBHBIC MOJIOKEHHUS METOJIa CUCTEMHO-00BEKTHOT'O MOJICJIMPOBAHUS MPOLIECCOB U
cucreM. PaccmaTtpuBaercsi, B MEpByl0 odepeib, (POPMAIbHBIA ammapar MEeTola — HCUYHCICHUE
CUCTeM Kak (YHKIIMOHAIBHBIX OOBEKTOB, KOTOPHIA B TEPCHEKTHBE MO3BOJHT pa3paboTarth
METOABl ONTHMHU3AIMH  OPraHU3AIMOHHO-JIEIOBBIX IPOIIECCOB, OCHOBAaHHBIE Ha YYeTe
OOIIICCUCTEMHBIX TMPUHIMIIOB W 3akoHOMepHOocTedl. Ha 0a3e TakuX METOIOB OTKPOETCS
BO3MOXXHOCTh pEaNM3alliy aJIrOPUTMOB OINTHMH3AINHA, KOTOPHIE B aBTOMATHYECKOM pEXHME
NPUBEAYT MOJIEIh OpPraHU3alMOHHO-JEIOBOI0 TIPOIECCa B COOTBETCTBUE TEM WJIM HHBIM
rapamMeTpam ONTUMHU3AIIHH.

KiaroueBble ciaoBa: cucTeMa; OpraHU3al[MOHHAS CHCTEMa; METOJ CHCTEMHOTO aHaju3a,
OpraHHM3alMOHHO-NIe0BOI Tpomnecc; wucumcinenne cucteMm; COMII3; cucTeMHO-O0OBEKTHBIM
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Abstract

The article discusses popular tools and methods of system analysis that allow modeling
organizational and business processes in order to optimize them. The authors show that the
optimization of organizational and business processes, as a rule, comes down to the conformity or
inconsistency of the modeled system with the general system principles and laws. At the same
time, the existing methods of system analysis do not allow taking into account in the models all
the system characteristics of the modeled object, which directly affect the implementation of the
functional request of the supersystem. To solve optimization problems, the authors propose to use
the system-object approach and systems theory built on its basis. The paper presents the main
provisions of the method of system-object modeling of processes and systems. The article
considers, first of all, the formal apparatus of the method — the calculus of systems as functional
objects, which in the future will allow developing methods for optimizing organizational and
business processes based on taking into account general system principles and laws. On the basis
of such methods, it will be possible to implement optimization algorithms that will automatically
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bring the model of the organizational and business process in accordance with one or another
optimization parameter.

Keywords: system; organizational system; method of system analysis; organizational and
business process; calculus of systems; SOMPZ; system-object approach.

BBE/IEHUE

HayuHo-TexHMYecKkHil porpecc B HACTOSIIIEE BPEMs HE TOJBKO BCSUECKH YIPOLIAET IPOLECCHI
AKHU3HEIEATEIbHOCTH YEJIOBEYECTBA, HO M UMEET «OOpaTHYI0» CTOPOHY, HE CBSI3aHHYIO C SKOJIOTHEH,
Mopanpl0 M T.M. Peyb maeT o TOM, YTO CYIIECTBYIOLIME CHCTEMBbI, (PYHKIMOHHMPYIOUIME Ha OJaro
YeJI0OBEUECTBA, CTAHOBATCS CIIOKHEE U CIIOKHEE IO CBOEH HPUPOJE, CTPYKTYpe, (YHKIHOHAIbHBIM
BO3MOXXHOCTSIM M T.I. B TO ’xe BpemMs OpraHM3allMOHHBIE CTPYKTYpPbl TaKXXE€ HMMEIOT TEHJIEHLHUIO
YCIOXKHATBCA M pa3pacTarhes. Takoe «pa3BUTHE) YACTO MEPecTaeT ObITh KOHTPOJIUPYEMBIM, BCIIEACTBUE
4ero, (PYHKIIMOHUPYIOLUE OPraHU3allMOHHO-/IETI0OBBIE MTPOIIECCHl B paMKaX HEKOTOPOH OpraHU3allMOHHON
CHUCTEMBl CTAaHOBATCS HE3(PPEKTHBHBIMM, a WHOIZA, W BOBCE, MEIIAIOT pPEATU30BBIBATE TE
(GyHKIMOHATIBHBIE 3aIPOCHI, PaJd KOTOPBIX CYIIECTBYET OpraHM3alMOHHAs cucTema. Ha manHOM sTame
CTAHOBSITCS aKTyaJbHbIMM 33JaYdl ONTUMHU3ALMM OPraHU3alMOHHO-AEIOBBIX MPOLECCOB MO Pa3INYHbIM
KpuTepusaM ontumuzauud. He 3ps, ceiluac modydyusia cBO€ pa3BUTHE KOHIENLMS OepeskKIMBOrO
npousBojcTBa [1], KOTOPYIO MOKHO paccMaTpuBaTh Kak MpooOpa3 CHCTEMbl MEHEIKMEHTA KadyeCTBa.
bepexxnuBoe  NpOM3BOJICTBO  NMPHU3BAHO  OPraHM30BaTh  IPOLIECCHI  TakUM  00pa3oM,  4TOOBI
MUHUMU3HUPOBAThH [TOTEPU PA3IUNYHON IPUPOJIBI.

CoBpeMeHHOE DPa3BUTHE HAYKH W TEXHUKHM II03BOJSIET pa3paboTyMKaM, HPOECKTHPOBIIUKAM,
MH)XEHEepaM LIHMPOKO HCIOIb30BaTh HH(POPMALIMOHHBIE TEXHOJIOTUU JJI PELICHUS ITOCTaBJICHHBIX 3ajad.
K 4ymcny Takux 3agady  OTHOCUTCA COCTaBiieHHME Mojened (Oum3Hec-mozesnei, MaTreMaTHYecKuX,
JOTUCTUYECKUX U JPYIHUX), MPOBEACHUE BBIYMCIUTEIbHBIX JKCIEPUMEHTOB, AHAJIU30B MOJENEH,
HOCTpOCHHE TpauKoB, uyepTexei, cxem [2-4]. Pemienue mnepeyucieHHbIX 3a7ay oOOecrednBaeTCs
pa3IMYHBIMU METOJIaMH, B TOM YHUCIIE METOJOM UMHUTAIIMOHHOTO MOoJIeupoBanus [5]. D10 3 dexTuBHbIH
METO/I UCCIEeJOBaHUSI 0O0OBEKTOB U IPOLIECCOB OKpYXKaroliero mupa. Ilpu 3Tom HEOOXO0IUMO yYUTHIBATbH
PEryJsIpHOE YCIIO0KHEHUE MCCIEAYEMBIX OOBEKTOB C TOUKM 3PEHHS UX CTPYKTYpPbl U YIPABIICHUS HMH.
MeToa HMUTALMOHHOTO MOJICIMPOBAHUS PEATU30BBIBACTCS B IPOTrpaMMax-CUMYJISTOPaX, KOTOpbIE
BBIMOJHAIOT (YHKIUIO 3aMEHbl pealbHOro O0BEKTa WM Ipolecca BUPTYaJIbHBIM, C COXpPaHEHHEM
HEOOXOIMMOU M JIOCTATOYHOW CTEIEeHH TOUYHOCTH [6].

AKTYyalTbHOCTB HACTOSIIEH paboThl, B 0011IeM CMBICIIE, 00YCIOBJIEHA CYIIECTBOBAaHHEM MTPOOJIEM B
00JIaCTH CHCTEMHOIO aHalu3a W MOJICJIMPOBAaHMs CIOKHBIX OOBEKTOB M TpoleccoB. B mpomecce
NPOBEICHUST UCCIIEAOBaHU ObLTO ycTaHOBIIEHO [7-9], uTO KIIFOYEBOW MpoOJIEeMOi B JaHHOW 001acTu
ABJIIETCS. — OTCYTCTBHE IOJHOLEHHONW CUCTEMHOW TEOPUH, COIEPKALIEH METOABI U CPEICTBA ONMMCAHUS
O00BEKTOB pPEATBbHOrO0 MHpa Il HU3YYEHHs] 3aKOHOMEpPHOCTEeH WX (YHKIUOHHPOBAHUS U DPA3BUTHS,
KOTOpas 1M03BoJisjIa Obl B MOJHOM Mepe aHaJM3UpOBaTh KaK CTAaTMYECKHE CHCTEMHbIE XapaKTepPUCTHUKH,
TaKk U AUHAMHUYECKUE, ONPENEISAIONINe COCTOSAHNS 00BEKTOB U MpoleccoB. CTOUT 100aBUTh, HA TaHHBIN
MOMEHT HE€ M3Yy4€Ha CBS3b CHCTEMHOI0 aHajlu3a C METOJaMU HMMUTAIMOHHOI'O MOJEIHpPOBAaHUSA, U B
IPAKTHUKE UMUTALIMOHHOTO MOJIETTUPOBAHUS HE IPUMEHSIOTCS PE3YIbTaThl CUCTEMHBIX UCCIIEI0BAaHUI.

Taxxe CTOMUT OTMETUTh, YTO CYIIECTBYIOT MpOOJEeMBbl C BBIBICHHEM KPHUTEPUEB OLICHKU
s dexTuBHOCTH HYHKIIMOHUPOBAHUS UMUTAIIMOHHBIX MO 0OBEKTOB U MPOIECCOB PEaTbHOTO MHUpPA
[10]. CymectByroT npoOieMbl TONyYeHHs 00OOIIAOIIMX BBIBOJOB M pekoMeHaauuii [11]; crmoxxHOCTH
ONTHUMHU3AIMH CHCTEMbI (MHOTOBAPUAHTHOCTh PACYETOB MPU HAJMYHMU BEPOSITHOCTHBIX moMex) [12].

Takum o6pazom, mpoOrieMa ONTHUMHU3ALMU OPraHU3ALUOHHO-JEIOBBIX MPOIIECCOB MOXET OBITh
pelieHa 3a c4YeT MPUMEHEHMsS] COOTBETCTBYIOIIMX TEXHOJOTHMM CHCTEMHOTO aHaliu3a, BKIFOYAIOIINX
paznuuHble METOABI MoaenupoBanus [13].

OCHOBHAA YACTh
PaccmoTpuM HeCKOJIBKO HanboJiee MOMYJISIPHBIX TEXHOJOTHMA, TIO3BOJISIFOIIUX CTPOUTh Pa3INuHbIE
MOJENIN OPTraHU3aLMOHHBIX CUCTEM.
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Huazpammer nomoxoe oannvix (DFD) siBisitoTcst cpeicTBOM MOJETUPOBAaHUS (HYHKIIMOHATBHBIX
TpeboBaHuI K mnpoektupyemodl cucremMe. C HMX NOMOIIBIO 3TH TpeOOBaHUS pa30MBAIOTCS Ha
(GyHKIMOHATIBHBIE KOMIIOHEHTHI (TIPOLIECCH) U MPEIACTABISAIOTCS B BHJIE CETH, CBSI3aHHON MOTOKAMH
JaHHBIX. [ TaBHAA Lieb TaKUX CPEICTB — MPOJIEMOHCTPUPOBATh, KaK KaXAbIH Mpolecc npeodpazyeT CBOU
BXO/JIHbIE JaHHBIE B BBIXOJIHBIE, & TAKXKE BBIABUTH OTHOLIEHMSI MEXKAY 3TUMHU IIPOLIECCAMHU.

I'maBHasi 1enb NOCTPOEHHS MOJAEIM B BHUAE Hepapxuyeckoro MHoxectBa DFD-auarpamm
3aKJII0YAeTCs B TOM, YTOOBI ClieNaTh TPeOOBaHMs K MPOCKTUPYEMON CHCTEME SICHBIMU M TIOHSATHBIMH Ha
KaX/IOM YpOBHE JeTajMu3alllui, a Takke pa30OUTh 3THU TpeOOBaHMS HAa YaCTH C TOYHO OIPEJECICHHBIMU
OTHOULICHUSIMU MEX1Yy HUMH.

Baxnyro crnenuduueckyo posib B MOJENM Hrpaer cnenuanbHbli Bui DFD-npuarpammer —
KoHmeKkcmHaa ouazpamma, MOJAETHpYOmas cucteMmy Haubosee obmum oOpasoM. KonTekcrHas
JyarpaMma OTpakaeT MHTepQeiic CUCTeMbl C BHEIIHUM MHUPOM, & UMEHHO, HH(OPMAllMOHHbIE NOTOKH
MEXJy CHCTEMOH M BHEIIHHMH CYIIHOCTSIMH, C KOTOPBIMH OHa JOJDKHA ObITh cBsizaHa. OnHa
UJACHTUQULIMUPYET ATH BHEIIHUE CYHIIHOCTH, a TaK e, Kak IpaBWJIO, €IMHCTBEHHBIN IIpoliecc,
OTpaXAIOIIMUK TJIABHYIO LI€JIb WJINM IPUPOJY CUCTEMBI HACKOJIBKO 3TO BO3MOXHO. M XOTSI KOHTEKCTHas
JqyarpaMma BBIMJISIUT TPUBUAIBHOW, HECOMHEHHAas €€ II0JIE3HOCTh 3aKJII0YaeTcss B TOM, YTO OHa
YCTaHABJIMBAET TPaHUIbl AHATU3UPYEMOH cucTeMbl. Kaxablii NpOeKT JOJKEH HMETh POBHO OJIHY
KOHTEKCTHYIO JMarpaMMmy, IIpy 3TOM HeT He0OXOAMMOCTH B HyMepalliK €JMHCTBEHHOI'O ee Ipoliecca.

Hexkomnozuimss DFD-guarpamMMbl OCYIIECTBIISIETCS. HA OCHOBE IPOLIECCOB: KaXKAbId IMPOLIECC
MOXET pacKpbIBaThCA ¢ nomolbo DFD-nuarpamMsl HuxkHETro ypoBHsA. DFD-nuarpamMma nepBoro ypoBHs
CTPOUTCSl KaK JEKOMIIO3MILMS IpoLecca, KOTOPbI IPUCYTCTBYET Ha KOHTEKCTHOM JauMarpaMMe.
[ToctpoeHHass nuarpamMMa IMEpBOIO YPOBHSI TAK)KE€ HMMEET MHOXKECTBO IPOLIECCOB, KOTOPHIE B CBOIO
ouepellb MOTYT ObITh JAekomno3upoBaHbl. Takum oOpa3om, crpoutcs uepapxuss DFD-aguarpamm c
KOHTEKCTHOW JMarpaMMoil B KOpHE JepeBa. JTOT MPOLECC JAEKOMIIO3ULUU MPOAOIDKAETCA 0 TeX Iop,
MOKa TIPOLECCHl MOTYT OBITh 3()(EKTUBHO OMHCAHBI C MOMOIIBI0 KOPOTKHX (0 OJHOW CTPaHUIIBI)
crienruKanuii mMpoLeccos.

Cranmapr IDEFO (FIPS183) mnpemHasHaueH Ui co3laHus (yHKIIMOHAJIBHOW MOJICIH,
oTtoOpakaromiel CTPYKTypy M (YHKIHMH CHUCTEMBI, a TaKXe IMOTOKM HMH(pOpPMalUUd U MaTepHajbHbBIX
00BEKTOB, CBs3BIBarONIME STH (PyHKIUHU. JlaHHBIM JAOKYMEHT MpENCTaBiseT coOoil odopmieHue (mo
uHnnuatiBe MunucrepcrBa o6oponsl CIIIA) B BuJe cTaHzapTa TEXHOJIOTMH aHATIM3a CIOXKHBIX CHCTEM
SADT (Structured Analysis and Design Technique), pa3paboTaHHOl Tpymmoil aMepuKaHCKUX
aHAINTUKOB Bo raase ¢ [lyrmacom Poccom B 1973 rony.

Meton, mnpemnaraemelii  cranpaprom  IDEFO, npegnasHaueH i (QyHKUHMOHAJIBHOTO
MOJCIUPOBAHMs, TO €CTb MOJEIUPOBAHUSA BBINOJIHEHUS (YHKIMA O0O0beKTa, IyTeM CO3JaHHs
onucarelbHOW TIpadUyecKkol MoJenu, MOKa3bIBalOUIe uTo, Kak M KEeM JIelaeTci B paMKax
(GyHKIMOHUPOBaHUS MpeanpusATHs. OyHKIIMOHAIBHAS MOJIENb MPECTABIAET COOON CTPYKTYpHUPOBaHHOE
n3o0pakeHne (yHKIMM TTPOU3BOACTBEHHONM CHUCTEMBl WM Cpeibl, HHPOpPMAIMU U OOBEKTOB,
CBSI3BIBAIOIMX 3TH (QYHKUMU. Monenb CTPOUTCS METOJOM JEKOMIO3HMIMHU: OT KPYIHBIX COCTaBHBIX
CTPYKTYp K 00Jiee MEIKUM, IPOCThIM. DJIEMEHThI KaXKI0r0 YPOBHS JEKOMIO3HUIMH MPECTABISAIOT CO0O0M
neicTBus 1Mo mnepepaboTke HMH(OPMAIMOHHBIX WIM MaTepHAJbHBIX PECYpPCOB IPHU OINpPeNeNeHHBIX
YCIOBUSIX C HCIOJIb30BAHHMEM 3aJaHHBIX MeXxaHu3MoB. Kaxnoe neiicTBue packiaabiBaeTcsi Ha Oosee
MEJIKME OIepaluy Mo MepepadoTKe OmpeleNeHHOW YacTh HH(POPMALMOHHBIX WM MaTepHalIbHBIX
PECYPCOB IPH ONPEIEIEHHBIX YCIOBUAX C UCIOJIb30BAaHUEM YACTH 33JaHHBIX MEXaHHU3MOB. AHAJIOTHMYHO
packiapIBatoTCs onepanuu. [locneqHuil mar AeKOMIIO3ULIUN JOJDKEH MPUBOJIUTD K IOITYYEHHUIO MOJEIH,
CTEeNeHb JeTallM3allid KOTOPOW YIOBIIETBOpPSET TpeOOBaHUSAM, 33/JlaHHBIM B CaMOM Hadajie mpoiiecca
CO3/1aHUS MOJEIIN.

Cranmapr |IDEF3 npennazHadueH [uisi JTOKYMEHTHPOBAHHUS TEXHOJIOTHYECKHX IIPOIIECCOB,
IPOUCXOAIINX Ha MPEANPUATUH, U NPEAOCTABIISIET UHCTPYMEHTApUid Ul HaIrJIAJHOTO MCCIEA0BAaHUS U
MOJIETTUPOBAHUS UX CUYEHaApUes.

PaccMoTprM 0COOEHHOCTH JaHHOTO CTaHIapTa, UCIOb3ys padoty [14].
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Cyenapuem Ha3bIBACTCS OMKMCAHUE TIOCIIEIOBATEIBHOCTA U3MEHEHHH CBOMCTB 00BEKTa, B paMKax
paccMaTpuBaeMoro mpoiiecca (Harpumep, ONMKMCaHKUe MOCIEe0BATEIbHOCTA 3TAalloB 00pabOTKU JeTanu B
LeXY U U3MEHEHHE €€ CBOWCTB I10CJIE MPOXOXKIEHUS KaXA0ro 3ramna). VcrnonHeHne Kaxaoro cleHapus
COIPOBOXKAAETCA COOTBETCTBYIOIIMM JTIOKYMEHTOOOOPOTOM, KOTOPBIM COCTOMT M3 JBYX OCHOBHBIX
IIOTOKOB: JIOKYMEHTOB, OIPEAEIAIOIUX CTPYKTYpPY U MOCIEI0BATEIBHOCTD MpoLiecca (TEXHOIOTMYECKUX
yKa3aHUW, OMHMCAHMNA CTAaHAAPTOB U T.[I.), U JOKYMEHTOB, OTOOpaKarOIIMX XOJ €ro BbIIOJHEHUS
(pe3ynbTaToB TECTOB M KCIEPTH3, OTYETOB O Opake, U T. A.). s adpdekruBHOrO yrpasieHus Tr0ObIM
IPOLECCOM, HEOOXOAUMO HMETh JeTallbHOE TMPEACTaBIEHHE O €ro CIEHapuu U CTPYKType
COIYTCTBYIOIIETO JOKyMEeHTooOOpoTa. CpenctBa MOKyMEHTHpoOBaHUS U MonenupoBanus IDEF3
MO3BOJISIOT BBIMIOJHATH CIIEAYIOIINE 3aJaUH:

— JIoKyMEHTHpOBaTh MMEIOLMECS JTAaHHBIE O TEXHOJIOTUU IPOLECCA, BBISABICHHBIE, CKAXEM, B
IIPOLIECCE ONPOCA KOMIETEHTHBIX COTPYAHHKOB, OTBETCTBEHHBIX 3a OPraHU3allMI0 PaccMaTpUBaEMOrO
nporecca.

— Omnpenenars W aHaIUM3UpPOBAaThb  TOYKM  BIUSHUS ~ IIOTOKOB  COIIYTCTBYIOILETO
JIOKYMEHTO000pOTa Ha CIIEHAPUIN TEXHOJOTUYECKUX MTPOLIECCOB.

— Onpenenars cutyanu, B KOTOPBIX TpeOyeTcs TMPUHSATUE PELICHUS, BIMSIONIETO Ha
JKU3HEHHBIM IUMKI TMpollecca, HaNpuMep HW3MEHEHHE KOHCTPYKTUBHBIX, TEXHOJIOTUYECKUX WIH
HKCIUTYaTal[MOHHBIX CBOMCTB KOHEYHOTO MPOJIYKTa.

— CopelicTBOBaTh MPUHATUIO ONTUMAIBHBIX PEIICHUN MPU PEOPraHU3alUU TEXHOJIOTUYECKUX
IIPOLIECCOB.

— PazpabarbiBaTh UMUTAIMOHHBIE MOJENU TEXHOJOTHYECKHX MPOIECCOB, Mo mpuHuumny «Kak
OyZIeT eci...».

OOBEKTHO-OPHEHTUPOBAHHOE  MOJICIIMPOBAHME, KaK H METOAbl CHCTEMHO-CTPYKTYPHOTO
MOJICJIMPOBAHUS U aHAlK3a, MPEANOoJaraeT HCHOJIb30BaHWE HEKOTOPOH HOPMATHUBHOM CHCTEMBI, T.C.
A3bIKa, COCTOSIILIEI0 M3 Habopa CUMBOJIOB, UMEIOIIUX ONPEAEIEHHOE 3HAYEHHUE (CEMaHTHUKY), U MpaBUII
MaHUNYJIUPOBAHUS UMH (CHHTAKCHUCA).

B nacrosimee Bpems Omarogaps ycwimsMm KoHrepHa Object Management Group (OMG) co3nan
eNUHBIN cTaHIapT sA3bIka 00bekTHOTO MoaenupoBanus — Unified Modelling Language (UML).

Azeik UML — 370, B nepByr0 odepellb, CTaHIAPTHOE CPEACTBO ISl COCTABIECHUS «UEPTEKEU»
nporpamMHoro obecneuenust (I10). Opnako, cdepa ero mNpUMEHEHUS HE OrPaHUYMUBACTCS
MojenupoBanueM mnporpaMMm. OH  mpenHa3HaueH Uil  BHU3yalu3aluu, cCleuu(UuUIupoBaHus,
KOHCTPYHPOBAHUS M JOKYMEHTHPOBAHUS PA3JIUYHBIX AaCMEKTOB aHAJIM3UPYEMBIX U MPOEKTUPYEMBIX
CHUCTEM TPOM3BOJILHOW Tipupoiasl. Ilpum 3ToM, B manbHeimeMm, o0ecneuynBaeTCsl BO3MOXKHOCTH
KOMITBIOTEPHOTO MOJEIUPOBAHUSA ATUX CHUCTEM C IOMOULIbI0 OOBEKTHO-OPUEHTUPOBAHHBIX S3BIKOB
nporpammupoBanus [15].

Bce nepeuncnenHble M Jpyrue Mo oOHbIE TEXHOJOTMM CHCTEMHOTO aHalu3a HMMEIOT OJIUH
CYILIECTBEHHBIH HEIOCTATOK — TEXHOJIOTMH HE COJIEp)KaT CpEeACTBA, MO3BOJIAIOLIME B MOJHOM Mepe
onucarb  cucTeMooOpasyronme  (akTopbl — OpPraHU3aIMOHHO-AEIOBOM  CHCTEMBI,  BKIIOYAIOIIUE
CTPYKTypHbI€, (YHKUMOHAJIbHbIE W OOBEKTHbIE XapaKTEPUCTUKU CcHUCTeMbl. C TOUKM 3pEHHUS
ONTUMMU3ALMH TIPOLIECCOB OPTaHU3AIIMIOHHOM CHUCTEMBI, 3TOT HEIOCTATOK SBJIETCS KPUTHUYECKUM, TaK KaK
B OoJbllel CTeneHu KpUTepuu >PPEKTUBHOCTH (DPYHKIIMOHUPOBAHHUS CHCTEMBI BCEIJla CBS3aHBI C
BO3MOXXHOCTSIMHU OTJIEJbHBIX MOJCHCTEM OTBEYAaTh TPEOOBAHUSAM M 3alpocaM HaJCHUCTEMBI, YTO B CBOIO
ouepesb ONpeessieTcss CTPYKTYPHBIMU, (YHKIIMOHATBHBIM H 0O BEKTHBIMU TPEOOBAHUSMH K CHCTEME.

[lepcrieKTUBHBIM pelIeHHEM MOAOOHBIX 3aJady — SIBISIETCd CHCTEMHO-OOBEKTHBIM MOAXOI K
MOJIEIMPOBAHHIO, TTO3BOJISIOLINI OMKMCAaTh CUCTEMY C TpeX MO3MLMA: CTPYKTypa, pyHKUusA, o0bekT. Ha
OCHOBE  CHCTEMHO-OOBEKTHOro  moaxona  Obl  pa3pabotan  (GOpMaaM30BaHHOW  METOJ]
rpadoaHaIUTHYIECKOTO MOJIETTUPOBAHUS OpraHMU3al[MOHHO-/I€JI0BbIX " IIPOU3BOJCTBEHHO-
TEXHOJOTHYECKHUX MPOIIECCOB.
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PE3YIIBTATBI HCCIEJOBAHHUA H UX ObCY/K/IEHUE

OcHOBHbIE KOHIIETITYaJIbHbIE MOJOXKEHHUSI CHCTEMHOTO MOAX0/1a, C YUeTOM KOTOPBIX Janee OyayT
ONHUCHIBAThCS  (pOpManbHbE KOHCTPYKLIMM HMCYHCICHHS, JIGKALIET0 B OCHOBE pa3padarhiBaeMoid
CHUCTEMHOM TEOpUH MTPEACTABICHBI HUXKE.

Bo-mepBbIX, cuctema paccMarpuBaeTcsi KakK (YHKIMOHANBHBIH OOBEKT, (YHKLIHS KOTOPOTO
obycnoBiieHa pyHkImel o0bekTa 00siee BBICOKOTO sipyca (T.€. HaJCUCTEMBI).

Bo-Brophix, mo0asi cucremMa o0O0s3aTENbHO CBsi3aHa C JPYTMMH CHUCTEMaMH M 3TH CBS3H
IPEJICTaBISIIOT cO00I MOTOKH 3JIEMEHTOB TIyOMHHOTO spyca CBsI3aHHBIX cucteM. [lpu 3TOM CBsi3u
JAHHOM CHCTEMBI C JPYTUMH CHCTEMaMH — (DYHKIMOHAJbHBIC, CBS3M MEXIY IMOACHCTEMaMU JTAHHOH
CHUCTEMBI — [TOJIEPKUBAIOLIHE.

B-Tperbux, cieacTBUEM YIOMSHYTOI'O BBILIE ONPENEICHHS] CUCTEMBl U IIOHUMAHUS CBSI3U MEX]Y
CHUCTEMaMHU SIBJISIETCSl IPEACTABICHUE CHCTEMbl B BHUJIE TPUEIMHONM KOHCTPYKLUHU «Y3en-OyHKUus-
O6bexT» (YDO-3nementa), rae:

—  y3€I — CTPYKTYPHBIA 3JIEMEHT HAJICUCTEMbl B BUJE NEPEKPECTKA CBSI3€W TAaHHOM CHUCTEMBI C
JPYTUMU CUCTEMAMU;

—  dysxmus — auHamMudeckud ((QYHKIIMOHANBHBIM) 3JEMEHT HAJCHUCTEMBI, BBIOIHSIONIIHA
OTIPENICICHHYI0 POJb C TOYKM 3pPEHHS MOJACP)KaHUS HAJICHUCTEMBI IyTeM OallaHCHUPOBaHUS CBs3ei
JTAHHOTO y3J1a;

— 00BeKT — CyOCTaHIMAJbHBIA 3JEMEHT HAJCHCTEMBI, PEATU3YIOIIEro JNaHHYI (YHKIHIO B
BH/JIE HEKOTOPOTO MaTepUalIbHOIO oOpa3oBaHus, o0Jaaroero KOHCTPYKTHUBHBIMH,
SKCIUTyaTallMOHHBIMU U T.JI. XapaKTEPUCTUKAMHU.

Panee aBTopaMu pOBOIMIINCH UCCIIEIOBAHHS 110 (POPMATTU3AIUN CUCTEMHO-00BEKTHOTO TTOAX0/1a
C HCIIOJIb30BAaHWEM TEOPUM NATTEpPHOB ['peHanaepa M wucuucieHus mnpoueccoB Mmuiinepa. OaHako,
IIOJIHOLIEHHOT'O ONUCAHUS CUCTEM KaK 3J1IeMEHTOB «Y3en-OyHK1usa-O0beKT» C X NOMOUIbIO OJYyYUTh HE
ynaigocbk. B HacTosmuii MoMmeHT Haubosee mepcrneKTUBHBIMU s dopMmanmzamuu Y DO-nmoaxona
NPEICTABISIIOTCS MU, 3aJ0KCHHBIE B HCUUCIECHHUH OO0BEeKTOB AOOamm-Kapmemn. IloHmmanue u
dbopMynupoBKa aOCTPaKTHOrO OOBEKTa B JAHHOM HMCUUCICHHUU TO3BOMWIM Tpu paspaborke COMII3
npeIoKUTh popManbHoe onrcanue Y PO-3rieMeHTa Kak CIEeNHaIbHOTO «Yy3JI0BOT0» 00BEKTa, a TaKXKe
(dopmanbHOE OINHUCAHHWE CBSI3UM KaK CIEHUAIBHOTO «IIOTOKOBOIO» 0OBeKkTa. JlaHHbIe (opMalIu3MBbl
UCIIOJIb3YIOTCSl HAMU J1ajie€ IIPU MOCTPOCHUU MCUUCIIECHUS (QYHKIIMOHAIbHBIX OOBEKTOB, T.€. HCUUCIICHUS
cucreM Kak Y®O-31eMEHTOB, YTO B JalbHEHIIEM IMO3BOJIUT pPa3paboTaTb METOJbl U AITOPUTMBI
ONTUMHU3ALMH OPTraHU3aUOHHO-/IETIOBBIX MPOIIECCOB.

JUid co3naHusl yNOMSHYTOIO HCYMCIEHUS BBEIEM B PAaCCMOTPEHHE MHOXECTBO ITOTOKOBBIX
00BEKTOB L, COOTBETCTBYIOIIEE MHOYKECTBY CBSI3€ CUCTEMBI.

L={ly, l,... li,...1n}, 1)
I7I€ N — KOJIMYECTBO MTOTOKOBBIX OOBEKTOB (CBSI3€H CUCTEMBI).
Kaxnpiii nN-it snmeMeHT MHOXecTBa L mpezacTaBiseT co00K0 CHENHMAIbHBIA MOTOKOBBIA OOBEKT
(COOTBETCTBYIOUINI KOHKPETHON CBSI3U CHUCTEMBI), KOTOPbBII B COOTBETCTBUU C TeOpHUel OOBEKTOB
A606anu-Kapnenu cocTouT U3 1nosiel He BKIIOYAeT METO/IbI U UMEET CIEAYIOIINNA BUJ:

lL=[rt 2 ... 1], rae: (2)
l,eL;
K — kosM4ecTBO Tosiei moTokoBoro oobekTa Iy;
r', 1%, ..., I — [OJIs IOTOKOBOTO OGBEKTA, IpeCTaBIIomNe CO00H napy «MAeHTU(UKATOP-3HAUCHHEY.
MHosecTBO L ipu 3TOM MpUMET CleTyIOIUMA BUI:
L={l.=[r, 12,0, 1Y, =Lt 2, 190, o L=t 12, 1T, (3)

IJie HIDKHHE WHJIEKCHI IMOJICH I — TPEJCTaBJISIOT COOO0I0 HOMEp IMOTOKOBOTO OOBEKTa — POJUTEINS, a
BEPXHUE HWHICKCHI TMOJIEH I — 3TO TOPSAKOBBIA HOMEp TOJNS B paMKax POAUTEIHCKOTO MOTOKOBOTO
00beKTa, mpuyeM KN — KOJMYECTBO MOJeH MOTOKOBOro oObekTa l,. O003HAUYMM MHOXKECTBO IOJIEH
OTOKOBOTO 00BbekTa |, mepemennoit Ry, Toraa:

Ro={ 1" | 1" = [unenTudukarop, sHauenue]} 4)
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Takum oOpa3oM, MHOXKECTBO L TOTOKOBBIX OOBEKTOB (CBS3€H CHCTEMBI) MOXKHO OIPEICITHTH
clenyroImumM o0pa3om:

L={I, | l,=[Rn]} ®)

BBenem namee B paccMOTpEHHE MHOXECTBO Y3JOBBIX OOBEKTOB S, KOTOPOE COOTBETCTBYET

MHOKECTBY CUCTEM Kak Y PO-371eMEHTOB, COTJIaCHO OCHOBHBIM noJioxkeHussMm COMIT3.
S={s1, S2,-.., Sj»---,Sm} (6)
I7Ie M — KOJIMYECTBO y3JI0BBIX 0OBEKTOB (CHCTEM).
Kaxnplii - 2J€MEHT MHOXECTBa S TPEICTaBIsieT COOOK  CHEIMANBHBIA  Y3JIOBOH OOBEKT
(cooTBeTCcTBYIOIMMKA KOHKpeTHOH cucteme/Y DPO-3j1eMeHTy), KOTOPBIi B COOTBETCTBHH C TEOpHUEH
00bexkToB Abanu-Kapaenu coctout u3 nosiei ¥ MeTo1a M UMEET CIEAYIOUINA BUT:
si=[U, f, O], rze: @)

U — npeacraBnsgeT o000 MHOKECTBO MOJIEH I OMMCAaHUs HHTEP(EWCHBIX ITOTOKOBBIX 00BEKTOB
y3JI0BOTO OOBEKTA Sj, COOTBETCTBYIOIIMX MHOXKECTBY (YHKIHOHAIBHBIX CBS3€H NaHHOH CUCTEMBI.
Muoxectso U = L,UL,, rme L, — mpexacraBisier co00I0 MHOMXECTBO BXOJSMIIMX HHTEPPEHCHBIX
MOTOKOBBIX OOBEKTOB, COOTBETCTBYIOIIMX BXOJSAIIUM CBSI3SIM CHUCTeMBbI, L, _ mpencraBiser co0oro
MHO>KECTBO MCXOASIINX UHTEP(HEHCHBIX MOTOKOBBIX OOBEKTOB, COOTBETCTBYIOIINX BBIXOJSIINM CBSI3IM
cucteMbl. MHaekcol «?» M «!» IMOTOKOBBIX OOBEKTOB B paboTe MPUMEHSIOTCS Kak 0OO3HaueHue
BXOJILIETO — «?» M HUCXOJSIIETO0 «!» MOTOKOBOTO OOBEKTa MO OTHOIIEHUIO K Y3JIOBOMY OOBEKTY
(cmotpuTte pucynok 1). Ilpuuem: LcL; LicL.

f — mpencraBnser co00I0 METOA y37I0BOro 00BEKTa Sj, ONMMCHIBAIOMIMN (YHKIHIO IpeoOpa3oBaHus
BXOJIAIINX UHTEP(EHCHBIX MTOTOKOBBIX OOBEKTOB (BXOMISINUX CBsI3ed cuctembl) L, B BoIXOmsmme — L.
Janee meTo] y3moBoro 00bekTa 0y1eM MpeCTaBIsATh B CISAYIOIIEM BH/IE:

f(Lo)L, (8)
rae f— meron y3moBoro oobekTa (GyHKIMS CHCTEMBI) ¢ 00J1aCThIO onpeaeneHus L, 1 001acThio 3HaUCHU I
Li, COOTBETCTBEHHO.
O — mpeacraBnsier co000 MHOXECTBO MOJEH Ui ONUCAaHUS OOBEKTHBIX XapaKTEPUCTUK
Y3JI0BOTO 00BEKTa (CUCTEMBI) Sj, DJIEMEHTHI KOTOPOr0 UMEIOT CIEIYIOMHUN GpopMart:
0={0; | o=[unenrudurarop, sHaueHue]}, 9)
rjie | — nmpeacTaBiseT co00i KOMUYECTBO MOJIEH y3JI0BOr0 00BEKTa Sym. MHOKECTBO MOJIEH T OIMCAHUs
O00BEKTHBIX XapaKTEPUCTUK CUCTEMBI COCTOUT U3 TPEX MOIMHOKECTB:
0=0,u0 0% (10)
MmuoxectBo moneit O; comepkuT HHTep(hEHCHBIE BXOTHBIE XapaKTEPUCTHKH Yy3JIOBOrO oObekTa. Jlims
Ka)KI0T0 TOJIS KaKI0TO BXOAHOT'O MTOTOKOBOTO 00BheKTa B MHOXKeCTBE Or COEPKUTCS COOTBETCTBYIOIIHIA
sx3eMruisip Buna (9). Takum oOpa3zoM, eciu, HapUMEpP MHOMXECTBO BXOJSIIHMX MMOTOKOBBIX OOBEKTOB
COCTOHMT M3 OJHOTIO 3JeMeHTa (ITOTOKOBOro 00bekTa l1), a MHOKECTBO MOJIeH BXOMASIIETO MMOTOKOBOTO
00BEKTa COCTOUT U3 JIBYX JIEMEHTOB CIIEAYIOIIEro BUja:

Lo={l1=[rs, r2]} (11)
TOr1a COOTBeTCTByIOHIee MHOXXECTBO O? HpI/IMeT BU/.
O.={01,02} (12)

MomHocts MHOXecTBa O, OymeT 3aBHCETh OT KOJMYECTBA BXOAAIINX HHTEPPEHCHBIX IOTOKOBBIX
00BEKTOB U KOJIMUYECTBA UX NoJieil. Eciiu MomHocTh MHOXeCTBa:
|Lo|=n, (13)
a MOIIIHOCTHU BXO/HBIX MTOTOKOBBIX OOBEKTOB:
”’} :”q-lwl'i['?g :THZJ’"':”?l = My, (14)
TOT/Ia MOITHOCTh COOTBETCTBYIOIIETO MHOKECTBAa MHTEP(EHCHBIX XapaKTepucTuk oObekTa O, Oymer
paBHa:

10:] = X3 11| (15)
MormHocts MHOXecTBa O (COOTBETCTBYET BBIXOAHBIX HHTEPPEHCHBIM IMOTOKOBBIM OOBEKTaM), II0
aHaJIOruu ¢ BelpaxkeHueM (15) Borancinsiercs no gopmyie:

0] =27 117 (16)
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MuoxectBo Of COACPKUT OOBEKTHBIC XAPAKTCPUCTUKKA CHUCTEMBI, TPUCYIIHE O0BEKTY peau3yroIieMy
(GYHKIIMIO, B UX KOJMYECTBO Oy 3aBUCETh OT KOHKPETHON CHCTEMBI.
Takum 00Opa3om, cUCTeMy B paMKax HCUMCIICHHS CHCTEM, OMMCAHHYIO BbIpaxkeHHeM (7) Oyaem
MMPEACTABJIATh B BUAC CICAYIOLICTO BRIPAXKCHUS:
Sj:[L7, L f(L?)L!; 0O,, O, Of] (17)
I'padmueckoe npencraBiaeHue BeipakeHus (17) mokasaHo Ha PUCYHKE.

Humepgpeiicnovle
Xapaxkmepucmuxu
obvexkma cucmemol

Hnmepdgheiicnvie L, O¢ L, Humepgeiicnvie
C643U cucmembl ' 0O, (o6vexmuvie O, | ceAasu cucmembl

Xapakmepucmuxu
cucmembl)

f(L,)L,

(s
cucmembol)

|

Puc. T'padpuueckuii popmanusm cuctemsl kak Y @O-anemenTa
Fig. Graphic formalism of the system as a UFO element

JlanHoe mpencTaBieHue OyleM paccMaTpuBaTh Kak rpaduyeckuil ¢opmanu3Mm, MO aHAIOTHUU C
rpaduyeckuM GopmManu3mMoM — o0pa3yrollell — B TCOPUU MaTTEpHOB | 'peHanaepa. ITOT HEMPOU3BOIHBIH
00BEKT OYACT SBIATHCS DIEMEHTaApPHBIM HOCUTEIEM HH(GOPMAIIMH B HAIIEM UCUUCIICHUH.

3AK/TIOYEHUE
Kak ObL10 mpeacTaBiIeHO BbIIIE, PACCMOTPEHHBIM (DOPMATU30BAaHHBIM METOJ] MOIEITUPOBAHUS
MIO3BOJISIET B IIOJJHOW MEpe ONUCaTh OPraHU3allMOHHYI0 CUCTEMY U OTKPBIBACT NMEPCIEKTUBBI CO3MaHUS
METO/IOB ¥ AJITOPUTMOB ONITUMHU3ALMHA OPTaHU3ALMOHHO-/IEJIOBBIX IIPOLECCOB IO PA3JIMYHBIM KPUTEPHUSIM.
['maBHBIM 00pa3oM IUIaHUpPYETCS paccMaTpuBaTh OOLIECHCTEMHbIE MNPUHIMIBI M 3aKOHOMEPHOCTH,
HapyllIeHHe KOTOPBIX, KaK MPaBUJIO, U NMPUBOJIUT K HEAIPPEKTUBHOMY (PYHKIMOHUPOBAHUIO CHUCTEMBI B
LIEJIOM U OTJAEJIBHBIX €€ 4acTel, B YACTHOCTH.

Bb/IIAT'OJJAPHOCTH
UccnenoBanusi BBITIOJIHEHBI TpU  (UHAHCOBOM TOMJEpKKE NPOoeKkToB Poccuiickoro douga
dbyHnamenTanbHbIX uccnenoBanuii Ne 18-07-00355, 19-07-00290, 19-07-00111.
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Abstract

The analysis of scientific papers revealed that the majority of studies in the field of lighting
control systems are devoted to energy conservation, and single-user interaction with lighting. At
the same time, the issue related to the impact of lighting on human stress levels in an educational
environment is covered only by a number of studies that have investigated lighting parameters for
different types of human activities. While there are known dependencies of the positive influence
of lighting on reducing conflict behavior and stress levels in multi-user spaces, there is no
mechanism for adapting appropriate lighting systems to the psycho-emotional state of users of
such spaces. The paper presents the analysis of scientific publications and patents on non-visual
effects of lighting on human body. The effects of lighting on conflict behavior and stressful state
of a person were studied when using adaptive lighting systems. The methods and approaches of
the developed adaptive lighting systems and the constraints associated with these methods were
analyzed. The results of theoretical and experimental studies are given. A set of methods and tools
to create an intelligent multi-user adaptive lighting system is proposed.

Keywords: lighting; adaptive lighting systems; multi-user lighting systems; interactive lighting.
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AHHOTaNUA

B xoze ananm3a Hay4HBIX pabOT BBISBICHO, YTO OONBITUHCTBO MCCIIEIOBAHHA B O0IACTH CUCTEM
YIpaBIEHUs OCBEIIICHHEM TTOCBSIIIEHO BOMIPOCaM 3HEProcOEpe eHsI, U OJHOTIOIh30BATEIHCKOMY
B3aUMOJICUCTBHUIO ¢ OocBenleHueM. [Ipu 3ToM Bomnpoc, CBA3aHHbBIN C BO3/ICICTBUEM OCBEIIEHUS Ha
YPOBEHb CTpecca uelioBeKa B 00pa3oBaTeIbHOW Cpele, OCBEIIaeT JIMIIL PsJi HCCICAOBaHUM,
M3y4yaBUIMX MapaMeTphl OCBELIECHUS JUId pa3IMYHBIX BUIOB JAesiTenbHOCTH Jrogeil. I[lpu
M3BECTHBIX 33aBUCHMOCTSX TIO3UTHBHOTO BJIMSHHUS OCBEUICHUS HAa CHWKECHHE KOH(JIMKTHOTO
MOBE/ICHUSI U YMEHBIIIEHUE CTPECCOBBIX CUTYyalluii B MHOTOIIOJIb30BATEIbCKUX MPOCTPAHCTBAX
OTCYTCTBYET MEXaHHU3M ajanTanuu COOTBETCTBYIOIIUX CUCTEM OCBEILICHUS K
MICUXO3MOIMOHATIFHOMY COCTOSHHIO ITOJIB30BaTENIe TaKuX MOMEUIeHH. B CBsA3M ¢ 3TUM, OBLI
MPOBEJICH aHaJU3 HAy4YHBIX MyOJUKAlMHd W TAaTeHTOB 10 TEME HEBH3yaJbHOI'O BO3JCHCTBHS
OCBEILICHUS Ha OpraHu3M 4esioBeka. M3yuensl 3 (eKThl OCBElICHUS Ha KOH(PINKTHOE MOBEACHHE
U CTPECCOBOE COCTOSHME YEIOBEKA IPU MCIOJIB30BAHUM aJalTUBHBIX CHUCTEM OCBEILICHMS.
[IpoaHanu3upoBaHbl METOIbI W IMOAXOJbI Pa3pabOTaHHBIX AJANTHBHBIX CHUCTEM OCBEIICHUS H
CBSI3aHHBIC C JAHHBIMU METOJIaMu orpaHudeHus. JlaHo 00001meHne pe3yabTaToB TEOPETHICCKUX
U DKCIIEPUMEHTAIBHBIX HccienoBanuid. [lpemioxkeH HaOOp METOAOB M CPEJCTB IS CO3JaHHS
HMHTEJUIEKTYalbHON MHOIOIOIb30BaTEIbCKOM aIallTUBHON CUCTEMBI OCBEIICHMUS.
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KiroueBble cjioBa: OCBCIICHNC, aJallTUBHBIC CHUCTCMbl OCBCIICHHS, MHOI'OIIOJIL30BATCIHCKHEC
CHUCTEMBI OCBCIICHUS;, HHTCPAKTUBHOC OCBCIIICHUC.

INTRODUCTION

The impact of light on a person is varied, complex, and all-encompassing. Light affects vision,
determines the cycles of daytime and seasonal functioning of the body, affects the levels of
psychophysiological activity and mood [1-5]. The so-called non-visual effects of light were discovered
[6]. The non-visual effects of light appear by stimulation of the eye photoreceptors. The receptors, rods
and cones, are relatively well researched and described in the existing publications. The research over the
past 25 years has shown that there is another type of photoreceptor in the eye. That type is important in
the non-visual effects of light on humans. Discovered in 2002, these photoreceptors are known as
photosensitive retinal ganglion cells (ipRGC), and their photosensitivity is based on the photopigment
melanopsin [7]. The non-visual effects of light affect our mood, concentration, vitality, focus, mental and
physical performance. There are three types of light effects on human body: circadian, cognitive, and
emotional [8]. The result of these effects depends on time and duration of exposure to light, as well as on
lighting quality [9].

Education at school and university is accompanied by anxiety and serious stress. Escalating
behavior is reported by the media almost daily. Escalating behavior is an intensely developing conflict in
time and emotional background. Individuals or groups of people show aggression, which often leads to
verbal or physical attacks. The escalation of conflict usually includes narrowing and decrease of attention
and progressive cognitive disfunction. Scientists have studied the effect of lighting on student anxiety and
their aggressive behavior using different illuminance and color temperature of lighting [10]. The findings
showed that different lighting modes could directly reduce student anxiety and improve their social
behavior.

It is logical to assume that the effects already identified in everyday and work environment and the
developed lighting systems are applicable to the educational environment [11].

Lighting has become a significant part of the "smart home", allowing to support various activities
that require changes in lighting parameters (color temperature, illuminance level and luminance) in the
process of learning, work, recreation, and communication between a group of people [10, 12, 13, 20]. The
demand for smart lighting systems is confirmed by market growth; according to market research by the
MarketsandMarkets, the smart lighting market will grow from $ 13.4 billion in 2020 to $ 30.6 billion by
2025 with a CAGR of 18.0% over the predicted period [14].

Adaptive lighting systems (ALS) are equipped with sensors and actuators that can dynamically
adapt to current environmental conditions and people's needs. The consumer's ability to interact with
lighting refers to the concept of "interactive lighting". Such systems foresee the aims and intentions of the
user, which can be determined from the actions (video surveillance system and audio recording) or
information about the environment (for example, light, pressure and noise sensors). On the one hand,
adaptive lighting can react to user actions without direct interaction. On the other hand, adaptation can
also be performed by the user intentionally. It is necessary to receive feedback from the system to create
stable lighting parameters: the user performs various actions; the adaptive system reacts to this and
changes the lighting parameters by the specified conditions. However, at the moment, the main problem
is the lack of a mechanism for adapting the corresponding lighting systems to conflict behavior and
stressful states of users in multi-user spaces.

The paper aimes to describe the methods and mechanisms to adapt the corresponding lighting
systems to influence conflict behavior and stress state of users and related features.

MATERIALS AND METHODS
The analysis of the articles was performed based on the existing methods and the means of
adaptive lighting systems functioning. The following criteria were identified to choose methodology for
ALS creation:
1. Set of sensors required for the ALS energy-efficient functioning.
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2. System autonomy (minimal user intervention to maintain the quality of the system).

3. Multimodal information about the external and internal environment (for a complete and
accurate assessment of the environment with a further ALS adaptation of the).

4. User group focus (considering conflicts of preferences in the choice of lighting).

5. Consideration of conflict behavior and stress state of users.

6. ALS Intelligence (self-learning based on neural networks).

7. Combination of ALS monitoring and control (processing and output of multimodal information
in adaptive lighting systems to create control protocols and self-optimization of multiuser systems).

At the moment, adaptive systems that respond to human activities, climate change, and daylight
hours are quite common. However, the lighting settings that affect the person (color temperature and
luminous flux of the luminaires) are changed by a given scenario or adjusted by the user [10, 12].
Adaptability in such systems is usually associated with dimming to save energy. For example, a neural
network controller, which can regulate the lighting in a class considering illuminance of the environment
and the number of people, was developed and tested [3].

However, in the smart home market, especially in the smart lighting market, there are no examples
of systems that collect, process and transmit information about a group of users. At the same time, a large
number of patents in the field of human biomonitoring testifies the relevance and prospects of combining
monitoring and control of the lighting system in one device.

The patents describe lighting systems that work with wearable sensors that detect body
temperature, momentum and user location in combination with external environmental factors such as
temperature and lighting [8].

The existing solutions are aimed at reducing conflict situations in the choice of lighting modes in
multi-user interaction. The patent [15] proposes a conflict resolution option based on a dynamic change in
the user's position in space and the direction of his gaze, while the light characteristics output by the
system show averaged values. It should be noted that this system does not allow making changes by the
user, and also does not show information about changes made by other users. By depriving the user of
this opportunity and by allowing the systems control lighting, there is a risk of a “loss of control” effect
for the user, which will cause internal (and then external) problems.

Data storage, processing, and visualization are getting better lately. In addition to saving energy,
lighting manufacturers are striving to improve perception and simplify lighting control. Therefore, more
researchers are paying attention to improve-control algorithms [16-18]. Statistics, data modeling, and
machine learning techniques are used to save energy. Among other things, an intelligent lighting system
was developed with the possibility of continuous learning [19]. It can dynamically adjust illuminance,
color temperature and luminance distribution according to specific learning requirements and conditions,
such as the number of students per class, their academic performance, class schedule, room furnishing
and energy efficiency. This system uses not only manual control but also automatic scene switching via
integration with school timetables.

The authors suggested that the system they developed could help researchers study the correlation
between student performance and environmental parameters.

The input data used in the existing studies included various combinations of indoor user placement
and sensor information such as space occupancy and ambient lighting, schedule information, and user
preferences. The authors faced the problem of integrating several systems and datasets into ALS to
combine various information to select a suitable lighting mode. The researchers from the University of
Waterloo have found a new approach to solve this problem: they used the advantages of big data and
machine learning to increase the speed of data processing and the possibility of developing a system
based on the information received.
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Fig. 1. Block diagram of switching lighting modes with class schedule

Figure 2 illustrates the mechanism and workflow of the proposed framework, which consists of
two main processes: control flow and self-optimization flow.
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Fig. 2. Structure of a self-optimizing classroom lighting environment

Such intelligent lighting systems have the potential to become a platform for future research on
the effects of lighting on humans and can also be widely used in everyday life, which gives this approach
an advantage over the existing ALS. However, from a technological point of view, the system still has
many opportunities for improvement: the addition of devices to monitory environmental conditions,
users’ needs, and their conflict behavior and stress state.

RESULTS

It is possible to automate ALS, integrate intelligence properties and obtain reliable results at the
end of the data processing cycle, combining the entire transformed set of signals and artifacts of the
human body, that reflects the internal changes in the psyche and consciousness of people. The best way to
collect multimodal information about the environment, changes in the conflict behavior and stress state of
a group of users is via audio and video channels. Students work at computers with cameras already built-
in, which will further facilitate the integration of ALS into office spaces.

The data is recorded continuously and dynamically, which helps to avoid false or approximate
interpretations and conclusions arising from the statics of the image. Instant image fixation is provided
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with the ability to measure individual trainees' facial expression traits, reflecting various emotional and
mental states of the person. The method of assessing the condition using audio and video channels is safe
and painless for users. Based on the data obtained from the audio and video channels it is proposed to
create a matrix of conflict behavior and stress states of people. This matrix is planned to be imposed on
the matrix of the developed light modes that correspond to basic psychoemotional states, thereby teaching
the system. It is suggested to use the following lighting modes:

1.

7

"Standard" 300 lux, 4000 K

2. "Focus on the board" 1000 Ix, 4000 K and darkened audience lighting 300 Ix, 3800 K
3. "Board" 300 lux, 4000 K classroom lighting is completely off

4.
5
6

"Concentrate" 1060 lux, 5800 K

. "Activation" 675 lux, 6500 K
. "Relaxation" 325 Ix, 3500 K

"Maximum relaxation" 275 lux, 3500 K.

Light modes in Intelligent Multiuser Adaptive Workspace System (IMAWS) are programmed
based on luminaires with two types of LEDs with standard values of correlated color temperature (2700
and 6000 K). In the fu-ture, this will simplify the integration of the developed ALS with luminaires of any
manufacturers. ALS offers the optimal lighting mode considering the dynamically changing environment
and user states. The described ALS will work according to the scheme in Figure 3.
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Fig. 3. Functional diagram of the developed IMAWS
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14 — partition control module;
15 — shutter control module;
16 — light control module;

17 — lamp driver;

18 — LED lamps;

When the trainee is in the classroom at the workplace, multi-modal information necessary for
further psycho-emotional assessment of the trainees is collected by the microprocessor control unit 1,
using the dome video camera 5, directional video camera 6 and microphone 3. Abiotic environmental
parameters in the room are also accumulated with the data obtained from sensors of illumination 9,
temperature 10, humidity 11, carbon dioxide 12. The data obtained are analyzed in the microcontroller 8
and transmitted through the Wi-Fi module 7 by wireless connection to the microprocessor control unit 1,
and duplicated by wired connection in order to improve noise immunity and stability of the system from
external influences.

After receiving data from the microprocessor 8, the microprocessor control unit 1 makes the
system analysis with the help of the algorithms in the unit memory, and gives the command to the
executive modules, namely to the partition control modules 14, shutter control modules, and light flux
control modules 16. The command received from the microprocessor control unit 1 is transmitted to the
actuating elements through the microcontroller 8 with the help of the Wi-Fi unit 7 and is duplicated by the
wired connection.

Upon receipt of the executive command from the microprocessor control unit 1 to the partition
control module 14, the separation of the workspace by raising or lowering the acoustic partitions, thereby
personalizing the workplace depending on the preference of the trainee.

When receiving the executive command from the microprocessor control unit 1, the blinds control
module 15 regulates the natural light entering the classroom. The light control module 16 works together
with it, the control signal from it is formed on the basis of the executive command received from the
microprocessor control unit 1, then it is transferred to the lamp drivers 17 and goes to the LED-lamps 18
by means of wire connection. Depending on the current psycho-emotional state of the trainee it is possible
to change such parameters of artificial light as color temperature and luminous flux, thereby adapting to
each trainee in the room.

DISCUSSION

Having analyzed articles and patents, recommendations were formulated for improving multi-user
adaptive lighting systems:

1. Considering the advantage of big data and machine learning, it is possible to optimize and train
multi-user adaptive lighting systems, which can then automate the entire process of interaction between
the user and the lighting environment.

2. It is necessary to take into account the psychoemotional state of users based on multimodal
information and the regulation of light characteristics that affect the level of conflict behavior and stress
states of users.

3. Development and implementation of multi-user adaptive lighting systems should contribute to
changing the environment not to disrupt the everyday life and work of other people. ALS will reduce the
number of conflicts when choosing and setting various lighting modes. The system will help to:

1) compromise in the choice of lighting to resolve the current situation, as well as reduce the
number of future conflicts,

2) compare activities and group activities by zones using light,

3) choose lighting mode as a result of negotiations.

It is important to note that the acknowledgment of conflicts and their resolution should be left to
the discretion of the user.

An open issue when building intelligent adaptive lighting systems is control, taking into account
user conflicts in lighting preferences. The problem of reading multimodal information about users, data
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about the external environment, and tracking the dynamics of conflict behavior in a multi-user space and
changes in stress states of individual users remains unresolved.

Having analyzed the developed adaptive lighting systems, features and limitations were identified.

These limitations can be eliminated using artificial intelligence methods — machine learning,
computer vision and expert systems. To determine conflict behavior and stressful situations, it is proposed
to analyze data from audio and visual communication channels based on:

1) audio data — by assessing the intensity, speed of speech, frequency of the main tone, voice
harmonization, and identifying non-verbal sounds (clatter, sighs, pauses). It is planned to use a set of
methods, including digital filtering, fast Fourier transform, pitch extraction, wavelet analysis of noise
signals, and neural network classification.

2) video data — it is planned to use an algorithm for image detection based on one of the
architectures of convolutional neural networks (YOLO, SSD, Faster-RCNN). To assess the change in the
position of human limbs in space and time, it is proposed to use the OpenPose system, which allows to
determine the coordinates of body key points in real-time. To localize people in the room-coordinate
system, use the augmented reality markers of the Aruco family to calculate the room rotation matrix in
relation to the image plane.

CONCLUSIONS

An analysis of scientific publications and data on the topic of non-visual (biological) effects of
visible light on the human body in adaptive lighting systems was performed. Based on the analysis of
methods and means of the developed adaptive lighting systems, their features and limitations were
identified. A set of methods was proposed to analyze the psycho-emotional state of a group of users. To
determine the user conflict behavior and stressful situations, it is proposed to analyze the data of audio
and visual communication channels.

At the moment, this is the most optimal set of methods to analyse conflict behavior and stress
states of a group with the subsequent integration of this information into ALS. Such systems will help to
adjust light settings in real-time based on multimodal information about the environment and psycho-
emotional state of users.

References

1. D. Pavlov, D. Ivanov, and V. Petrov, "Energy-efficient biodynamic lighting for use in scientific and
educational institutions," Second Balkan Light Junior Conference 2019. (Balkan Light Junior), Plovdiv, Bulgaria,
2019, pp. 1-4, DOI: 10.1109 / BLJ.2019.8883566.

2. Byun, J,; Hong, I.; Lee, B.; Park, S. Intelligent household LED lighting system considering energy
efficiency and user satisfaction. IEEE Trans. Consum. Electron. 2013, 59, 70-76.

3. Chen, Y.; Sun, Q. Artificial intelligent control for indoor lighting basing on person number in classroom.
In Proceedings of the 2013 9th Asian Control Conference (ASCC), Istanbul, Turkey, 23-26 June 2013; IEEE:
Piscataway, NJ, USA, 2013; pp. 1-4.

4. Barrett, P.; Davies, F.; Zhang, Y.; Barrett, L. The impact of classroom design on pupils’ learning: Final
results of a holistic, multi-level analysis. Build. Environ. 2015, 89, 118-133.

5. Smolders, K.C.H.J.; de Kort, Y.A.W. Bright light and mental fatigue: Effects on alertness, vitality,
performance and physiological arousal. J. Environ. Psychol. 2014, 39, 77-91.

6. Crates D. M. Berson, F. A. Dunn, and M. Takao, “Phototransduction by retinal ganglion cells that set the
circadian clock,” Science, vol. 295, no. 5557, pp. 1070-1073, February 2002.

7. International Commission on Illumination Commission URL: http://cie.co.at/publications/position-
statement-non-visual-effects-light-recommending-proper-light-proper-time-2nd (accessed 12.11.20).

8. SV Roslyakova et al 2020 Possibilities to integrate wearable biomonitoring sensors into adaptive lighting
systems. IOP Conf. Ser.: Mater. Sci. Eng. 944 012029

9. Fabio, B.; Chiara, B.; Ornella, L.R.; Laura, B.; Simonetta, F. Non Visual Effects of Light: An Overview
and an Italian Experience. Energy Procedia 2015, 78, 723-728.

10.N. Wessolowski, H. Koenig, M. Schulte-Markwort, C. Barkmann. The effect of variable light on the
fidgetiness and social behavior of pupils in school. Journal of Environmental Psychology Volume 39, September
2014, Pages 101-108.



—r

I—IA_ y LII—IbIM Laushkina A.A, Roslyakova S.V., Smirnov A.V. Implementation of adaptive lighting systems
to reduce stressful situations in multi-user spaces // HayuHbill pe3ysbmam.
PE ByHE)TA_ I HHugopmayuonHbie mexHoaozuu. — T.5, Ne4, 2020

RESEARCH RESULT_

11.Barkmann, C., Wessolowski, N., & Schulte-Markwort //Applicability and efficacy of variable light in
schools. Physiology & Behavior, M. 2012. Ne105(3), 621-627. doi:10.1016/j.physbeh.2011.09.020

12.Choi, K.; Suk, H.-J. Dynamic lighting system for the learning environment: Performance of elementary
students. Opt. Express 2016, 24, A907.

13.M.E. Kompier, K.C.H.J. Smolders, W.D. van Marken Lichtenbelt, Y.A.W. de Kort, Effects of light
transitions on measures of alertness, arousal and comfort. Physiology & Behavior (2020) [accessed 27.06.20].

14.Smart Lighting Market [Electronic resource] // Smart Lighting Market by Offering (Hardware: Lights &
Luminaires, Lighting Controls; Software, and Services), Communication Technology (Wired and Wireless),
Installation Type, End-use Application, and Geography — Global Forecast to 2025 [Feb 2020] URL:
https://www.marketsandmarkets.com/Market-Reports/smart-lighting-market-
985.html?gclid=CjwKCAjwztL2BRATEIWAVNALcqOgHtzS5AMgLO3NDuyXJP5ZVjIH_4yMCZDuFa2Rd61Ww
BV2Gj6QkBoC-KcQAvVD_BwE

15.Patent Netherlands Ne 2017111815, 05.08.2015. Resolution of conflicts// Patent of the Netherlands
Ne 10.10.2018 Bulletin Ne 28. / Nolan Julian Charles, Laurenson Matthew John [etc.].

16.US Patent Ne 2011145306/07, 29.03.2010 Smart Lighting Control System // US Patent Ne 20.05.2013
Bulletin Ne 14. // Klasmann Donald Louis, Murphy Michael Sean.

17.The patent of the Russian Federation Ne 2018145895, 21.12.2018 System of adaptive functioning of light
emitting devices // The patent of Russia Ne 22.06.2020 Bul. Ne 18. // R.K. Gereikhanov // Patent of Russia
Ne 22.06.2020 Bulletin Ne 18.

18.Netherlands Patent Ne 2017110407, 31.08.2015 The way of management of the lighting system, computer
software product, portable computing device and set of lighting system // Netherlands Patent Ne 03.10.2018
Bulletin Ne 28 / Mace-on Jonathan David, Shraibi Sanae [etc.].

19.Baoshi Sun, Qiaoli Zhang, Shi Cao. Development and Implementation of a Self-Optimizable Smart
Lighting System Based on Learning Context in Classroom. International Journal of Environmental Research and
Public Health (Received: 21 January 2020; Accepted: 11 February 2020; Published: 13 February 2020)]

20.Choi, K., Shin, C., Kim, T. et al. Awakening effects of blue-enriched morning light exposure on
university students’ physiological and subjective responses. Sci Rep 9, 345 (2019).

Laushkina Anastasia Alexandrovna, student of Saint Petersburg National Research University of Information Technologies,
Mechanics and Optics of Saint Petersburg National Research University of Information Technologies, Mechanics and Optics
Roslyakova Svetlana Vitalievna, assistant, expert of Saint Petersburg National Research University of Information
Technologies, Mechanics and Optics

Smirnov Andrey Vyacheslavovich, engineer of Saint Petersburg National Research University of Information Technologies,
Mechanics and Optics

Jlaymkuna AmHacracusi AJlekcaHApPoBHA, cTyaeHT Cankr-IleTepOyprckoro HaMOHATBHOTO —HCCIEIOBATEIBCKOTO
YHHBEPCHTETa WHPOPMALMOHHBIX TEXHOJIOTHH, MEXaHUKU U OITUKA

PocaskoBa Caersiana BurtanabeBHa, accucreHt, skcnepT, CankT-IleTepOyprckuii HanMOHANIBHBIN HCCIEIOBATENbCKHN
YHHBEPCHTET HH(POPMAIIMOHHBIX TEXHOJIOTHUH, MEXaHUKU ¥ ONTUKA

CMmupHoB Anapeii BaueciiaBoBuu, nmxenep CaHkT-IleTepOyprckoro HaMOHATHHOTO HCCIIEIOBATEIHCKOTO YHHBEPCHUTETA
WHGOPMAIIMOHHBIX TEXHOJOTUH, MEXaHUKH U ONITUKU


https://www.marketsandmarkets.com/Market-Reports/smart-lighting-market-985.html?gclid=CjwKCAjwztL2BRATEiwAvnALcqOgHtzS5AmqLO3NDuyXJP5ZVjIH_4yMCZDuFa2Rd6IWwBV2Gj6QkBoC-KcQAvD_BwE
https://www.marketsandmarkets.com/Market-Reports/smart-lighting-market-985.html?gclid=CjwKCAjwztL2BRATEiwAvnALcqOgHtzS5AmqLO3NDuyXJP5ZVjIH_4yMCZDuFa2Rd6IWwBV2Gj6QkBoC-KcQAvD_BwE
https://www.marketsandmarkets.com/Market-Reports/smart-lighting-market-985.html?gclid=CjwKCAjwztL2BRATEiwAvnALcqOgHtzS5AmqLO3NDuyXJP5ZVjIH_4yMCZDuFa2Rd6IWwBV2Gj6QkBoC-KcQAvD_BwE
https://www.marketsandmarkets.com/Market-Reports/smart-lighting-market-985.html?gclid=CjwKCAjwztL2BRATEiwAvnALcqOgHtzS5AmqLO3NDuyXJP5ZVjIH_4yMCZDuFa2Rd6IWwBV2Gj6QkBoC-KcQAvD_BwE
https://www.marketsandmarkets.com/Market-Reports/smart-lighting-market-985.html?gclid=CjwKCAjwztL2BRATEiwAvnALcqOgHtzS5AmqLO3NDuyXJP5ZVjIH_4yMCZDuFa2Rd6IWwBV2Gj6QkBoC-KcQAvD_BwE

	сод. ИТ вып 20 (4)
	ИТ декабрь 2020 

