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AHHOTAIINA

Hcnonp3oBanue anmapaTHO-MPOTPAMMHBIX TEXHOJIOTHMI B MEAMLMHE IOJyYHJa 3HAYUTEIBHOE
pa3BUTHE 3a MOCITEIHHE ABa ACCATHICTHS Ojarogapsi TaKUM IOCTIDKEHHSIM, KakK 3K30CKENeT U
ouonmxenepus. OIHUM H3 METOJIOB BOCCTAaHOBJIEHHSI (YHKIMH BEPXHHX KOHEUHOCTEH
MOCTUHCYJBTHBIX  ITAIIMEHTOB  SIBJISIETCSl  JBUTATeNbHass  peaOWiauTanuss 0pd  MOMOIIU
POOOTU3UPOBAHHBIX YCTPOMCTB, KOTOPBIE CTAIN CYILIECTBEHHBIM JOMOJHEHUEM K TPaIULMOHHOM
MOCTUHCYJBTHOM peabunurtanuu. B maHHOM 0030pe MBI MpOaHAIM3UPOBATH COBPEMEHHYIO
JTUTEpaTypy, TOCBAIICHHYIO  allapaTHO-NIPOTPaMMHBIM ~ KOMIUIEKCaM C  y4e€TOM  HUX
KOHCTPYKTHBHBIX OCOOCHHOCTEH M peaOWIuTaluy BEPXHUX KOHEYHOCTEH, dYTOOBI B
JanbHEHIIeM TOMOYb pa3pad0TUYMKaM CAEIaTh BEPHBIA BHIOOP Cpely almapaTHBIX KOMIIOHEHTOB
U crocoOCTBOBATh pa3pabOTKE U YCOBEPUICHCTBOBAHUIO POOOTOTEXHHUKH IS peabMInTanuu pyK
y NAIUEHTOB, MEpPEeHeCcIInX MHCYIbT. 110 HalleMy MHEHHIO, pOOOTH3MpOBaHHAs PeaOMIUTALMS
SIBIISIETCS. OJHUM M3 CaMBbIX MIEPCHEKTUBHBIX HANIPABICHUHN peaOuInuTaliy.

KiroueBbie ciioBa: anmapaTHO-POTPaMMHBIN KOMILIEKC, 3K30CKENET, pOOOTH3MPOBAHHBIC
yCTpOICTBa, peabmInTAaINs, HHCYJIBT.

Jas uurupoBanus: YumaxkoB .M., Kameimnukosa JLLA., AneitnukoB A.1O., ITaBnosa 10.C.,
Paunnckmit C.A., XymacoBa O.I'. AnmapaTHO-IporpaMMHBIE TEXHOJIOTHH B peaOMIMTalluu
MOCTUHCYIBTHBIX O0NbHBIX // HayuHnblil pesynbrat. UHbopManmonnsle Texnomorun. — T.6, Nel,
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Abstract
The use of hardware and software technologies in medicine has developed significantly over the
past two decades thanks to such advances as the exoskeleton and bioengineering. One of the
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methods for restoring the function of the upper extremities of post-stroke patients is motor
rehabilitation with the help of robotic devices, which have become an essential addition to the
traditional post-stroke rehabilitation. In this review, we examined the modern literature on
hardware and software systems, taking into account their design features for upper limb
rehabilitation, in order to further help developers make the right choice among hardware
components and contribute to the development and improvement of robotics for hand
rehabilitation in patients with stroke. In our opinion, robotic rehabilitation is one of the most
promising areas of rehabilitation.

Keywords: hardware and software complex, exoskeleton, robotic devices, rehabilitation, stroke.
For citation: Ushakov D.l., Kamyshnikova L.A., Aleinikov A.Yu., Pavlova Yu.S.,
Rachinsky S.A., Khudasova O.G. Hardware and software technologies in rehabilitation of post-
stroke patients // Research result. Information technologies. — T.6, Nel, 2021. — P. 3-12. DOI:
10.18413/2518-1092-2021-6-1-0-1

BBE/IEHUE

ArnmnapaTHO-IpOrpaMMHbIE TEXHOJIOTUM BCE Yallle HCIOJIb3YIOTCS B MeauuuHe. WHCynpT MOXeT
IPUBECTH K CMEPTH UJIM CEPbE3HOMY MOBPEXKICHUIO HEPBHOW CUCTEMBI U ABJISETCS OCHOBHBIM (DaKTOPOM
uHBaMMAHOCTH [1]. Hapymenue nBuratenbHBIX QYHKIMH KOHEYHOCTEH B 3HAYUTEILHONW CTEIICHH BIIUSET
Ha CaMOOOCITyKMBaHME M KayecTBO >KU3HU MAIMEHTOB, YTO OOECIEYMBAET HEOOXOAUMOCTh HMPUHATHS
BCEBO3MOXKHBIX MEp JJI1 BOCCTAaHOBJIEHUS MOTOPUKH MOBPEXJIEHHON KOHeuHOcTU. PoOoTH3mpoBaHHas
Tepanus MoJyynsia 3HauuTeJIbHOE Pa3BUTHE 33 MOCIEHHUE ABa ACCATUIECTUS Onarofapsi TOCTUKEHUSAM B
TEXHOJIOTHSX OMOMEXaHWKHM W MEXATPOHHMKH, TAaKMX KaK JK30CKeJeT W OumowmmkeHepus [2, 3, 15, 25].
Hanpumep, 3K30ckeneT pyku CKOHCTpYUpOBaHHbIM A. Wege MOXKEeT TEeXHUYHO M MHOTOKPAaTHO JBUTaTh
najgbllaMy MMalMeHTa, COMOCTaBUMO C JIEUCTBUEM Bpada, mpoBosiiero peadmmmranuio [23]. Kpome toro,
HEKOTOPbIMH pOOOTaMH MOXKHO YHOPABIATH C IOMOIIbIO COOCTBEHHOTO HaMEpeHHsl MalMeHTa,
U3BJICUEHHOTO M3 OMOCUTHAJIOB: CUTHANKI 31ekTpomuorpaduu (OMI') u sanexrposrnnedanorpaduu (331),
YTO MO3BOJIAET CPOPMUPOBATH CUCTEMY peadMIMTALMK C TIOMOLIbI0 pOOOTU3UPOBAHHBIX YCTPOMCTB [5].
CymectBytonme 0030pbl POOOTOTEXHUYECKHX CHCTEM M allapaTHO-MPOrPAMMHBIX KOMIUIEKCOB JIJIst
peadmInTaluy pyK MpH BOCCTAHOBJIEHMH MOTOPHKH I1OCII€ HHCYJIbTA HE B MOJHON Mepe MH(POPMATUBHBI,
JUIst OOJIBILIMHCTBA UCCIIEOBAHUM 1O MPUMEHEHHUIO pOOOTU3NPOBAHHON Tepanuu. AnnaparHas cuctema B
COBOKYIHOCTH C HPOTpaMMHBIM OO€CHeueHHEeM COCTaBiseT OCHOBY (DYHKIHMH crenualin3upoBaHHBIX
POOOTOTEXHUUECKUX KOMIUIEKCOB, OJIHAKO IIOJIHOE TOHMMAHHWE KOHCTPYKTUBHBIX OCOOEHHOCTEH
CHOCOOCTBYET MPaBUIIBHOMY BBIOOPY CPEIH anmapaTHbIX KOMIIOHEHTOB M Kak CIIEJCTBUE pa3paboTKe U
YCOBEPIICHCTBOBAHUIO POOOTOTEXHUYECKUX CHUCTEM U allapaTHO-IPOrPaMMHBIX KOMILIEKCOB JUIS
peadMInTaluy pyK y MallMeHTOB, IEPEHECHINX UHCYIIbT.

Heab: npoBecTH aHaIN3 JIUTEPATYPHBIX UCTOYHHUKOB IO aIlllapaTHO-IPOrpaMMHBIM KOMIUIEKCAM C
YYETOM HUX KOHCTPYKTHUBHBIX OCOOCHHOCTEH B peabuiIMTali BEPXHUX KOHEUHOCTEH y MOCTHHCYIBTHBIX
00JbHBIX, YTOOBI B JaJbHEHIIEM MOMOYb Pa3padOTUMKaM CJeJIaThb BEPHBIM BBHIOOP CpelM ammapaTHbBIX
KOMIIOHEHTOB.

OCHOBHAA 9YACTb
ArnmapaTHasg cHCTeEMa B CBOEM COCTaBE IOJIHOCTBIO OINPENEISIET BO3MOXKHBIE THIIBI JIBHXKCHMS,
KOTOpbIE MEXaHHWYECKasl 4acTb MOXKET pPEalU30BbIBATH C y4AaCTHEM IIALMEHTA, a TAKXKE BO3MOYKHBIE
CUTHAJIBI, KOTOPBIE MOTYT PErMCTPHPOBATHCA JAHHOM CHCTEMOM IIPH B3aUMOJCHCTBUU C IAIIMEHTOM.
ArnmnapaTHble CHUCTEMBbI KaK MPaBUJIO MOXHO KJIACCH(PHUIMPOBATH MO MEXaHWYECKOHl Kiaccupukanuu:
THUIBI POOOTOB, BUIBI TPUBOJIA, THITBI COSAMHEHUIN W BUJIbI AaTYUKOB (puc. 1).
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ADHBPETEEH CHCTEMA

Tune Bire Tuner Bitast
poboTOB TPHBOIOB coelleHeHInil | | J1aT49IKoB

Puc. 1. Mexanndeckas kiaccuukamus poOOTOB sl peabuIuTaIllul PyK
Fig. 1. Mechanical classification of robots for hand rehabilitation

Tunwvt pobomos

CymectByronme poOOThl sl peaOWIUTAIlME PYK MOXHO pa3JeliTh Ha JIBA OCHOBHBIX THUIIA B
3aBHCHUMOCTH OT PACIIOJIOKEHHsI YCTPOMCTBA U MOJB30BaTENs: KOHIIEBOH 3(dekTop (HaxonuTcst BHE Tea
nauenTa (puc.2a)) u 9K30cKeneT (o7eBaeTcst Ha pyKy (puc. 20)).

Puc. 2. TIpumepsl pa3InyHbIX TUIIOB POOOTOB
Fig. 2. Examples of different types of robots

Konnesoit a¢¢exrop, HaxoAsch BHE Tena MalMeHTa, o0ecrneyrMBaeT HEOOXOIUMOE YCHUJIME Ha
KOHIIE KOHEYHOCTH IIOJIb30BaTENs, YTOOBI IMOMOYh WM TPOTHBOCTOSTH MABIDKEHHIO. Hampumep, B
pobotusupoBanHoii cucteme AMADEOQO (puc. 1a), mocie 3acTernBanus anmnapar moaaep>KuBaeT KOHUUKH
MajgbIeB U MOKHO BBITIOJHATH CTHOAIONIME M PACTATUBAIOIINE JBWKEHUS C MOMOIIBIO MOJ3yHKa [16].
HandCARE — 310 eme oauH koHIeBoit addexTop, pazpadorannsiii L. Dovat u ap., B KOTOPOM KaxIbIit
naser] TPUKPEIJIeH K WHCTPYMEHTAIBHOW TMeTNe TpOoca, IO3BOJIIONIEH KOHTPOJIMPOBATh CUITY H
nuHeiHoe cmemenue [9]. KonueBoit addexrop obecreunBaeTr cuiay 0e3 ydeTa ABMKEHUN OTIEIbHBIX
CYCTaBOB TaJbIICB NAIMEHTa, YTO MPHUBOJUT K TAaKUM HEJOCTaTKaM, KaK OrpaHMYEHHBIN IHara3oH
JIBUKEHUH U TPOOJIEMBI C MOSBIEHUEM MepPTBOM Touku. KpoMe Toro, KoHeuHbI 3¢ (HeKkTop He ABIsIeTCS
MOOWJIBHBIM H3-3a2 TOTO, YTO OH HAaXOJIUTCS BHE 4YEJIOBEYECKOrOo Tejla W HMMeeT OOJbIION Bec, YTO
OTPAaHUYMBAET €T0 MPAKTUYECKOE UCITOJIb30BAHNE BHE MEIUIIMHCKHUX YUPEIKICHHM.

B sKk30ckenere cycraBbl U 3BEHbS pPo0OOTa HMMEIOT MPSMOE COOTBETCTBHE C CyCTaBaMH pPYKHU
yenoBeka. PoboT ans peaGmnuranuu pyk paspaboranssiii X.L. Hu, umeer 2 crtemeHu cBoOOIBI A
kaxaoro nambna [10]. A. Chiri ¢ komanmon pazpabortan sx3zockener HANDEXOS, kotopsiii nmeer
Manble TabapuTel u Jjerkuii Bec (puc. 20) [8]. Takas mMmOpTaTUBHOCTH JK30CKENETa MJA€T €My
MPEUMYIIECTBO TPH TMOCTUHCYJIHTHOW peadMiIuTanii, OCOOCHHO JiS TAalMEeHTOB B 0oJjiee TMO3THUMN
NepUOJ, KOTJa OHU MOTYT TPEHUPOBAThCS JjoMa [7]. B maHHOM KOHCTPYKIIMH €CTh CIIOKHOCTH, TaKUE KaK
0OCH pOOOTOB, KOTOPBIE JTIOJKHBI OBITh BEIPOBHEHBI C aHATOMUYECKUMH OCSIMHU PYKH. PazpaboTka poOoTOB
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C MATKMM OCHOBaHHEM pemiaer npolieMy (yHKIIMOHAIBHOW CTErneHH CBOOOIBI W CIIOCOOCTBYET
IMPOKOMY TpuMeHeHuto sk3ockenera [17]. Komanma H. In crmpoexTtupoBanmm cBoW pemieHus 0e3
CJIOXKHBIX COCMHUTEIBHBIX dJeMeHTOB. OHHM 0071a/1at0T CpaBHUTENHLHO HeOombImM BecoM [11]. Ceituac
POOOTHI-3K30CKENETHI CTaIN TPEHAOM B pealdMIUTAIUU PYK TIOCTIE UHCYIIBTA.

Buowvl npusooos

OyHKIMS TNPUBOAOB 3aKIIOYAETCS B MIPEeoOpa3OBaHUU PA3NIUYHBIX BUAOB HSHEPTrUU IS
MIPUBEACHUSA B JICMCTBHE MOJABWXHBIX YacTell wusnenus. Mmeercss 5 OCHOBHBIX BHAOB IPUBOJOB:
ANEKTPUYECKUH; THAPABIMYECKUN; MTHEBMATUYECKUIN; MHEBMATUUYECKHI MYCKYJ; COOCTBEHHAs MBbIIIIIIA,
AKTUBUPOBaHHAS ()YHKIMOHAIBHOMN 3JEKTPUUECKON CTUMYIISALINCH.

DnexTpoABUraTea Haubosiee IUPOKO HCIOJIb3YEeMbI MPUBOJ B KOHCTPYKIHMHU POOOTOB ISt
peadmIuTaK PyK, MOCKOJIBKY OHU JTOCTYITHBI, HaJI€KHBI, IPOCTHI B YIIPABIECHUH U 00JIa1al0T BBICOKOMH
touHOCThIO. Paspaborannsiii A. Chiri HANDEXOS, npuBoautcs B ACHCTBUE CUJION, TepeaBaeMOn OT
JIBUTATENsl TIOCTOSIHHOTO TOKa Ha Tpochkl boyaena [8]. PoGor-sk3ockener, paspadborannbii X.L. Hu,
NPUBOJUTCS B JedcTBUE JUHEWHBbIM MukpozasurareneM [10]. OOmas npoU3BOIUTENILHOCTh B
peoOpa3oBaHUU KPYTSILIEr0O MOMEHTA U CKOPOCTHU JIETAIOT JIEKTPOABUIaTENb IOJIE3HbIM B poOOTax /s
peabunuTanuu pyK, eclid TpeOyeTcs H3MEHYHBOCTh B CTpaTerusx ympasineHus [7]. Bo3moxHbiM
HEJIOCTaTKOM SJICKTPOJBUTATENS SBISIETCS MpoOsieMa 0€30IacHOCTH B CBSI3U C KECTKOH KOHCTPYKLHUEH
JIEKTPOABUTATEIS.

[THeBMaTHYeCKHE IPUBOJIBI UCIIOIB3YIOTCS TOPA30 PEKE, YeM DJICKTPOJIBUTATENN B POOOTAxX IS
peabunutanuu pyk. Ilpumepom mcmnonb3oBaHus Takoro npusoja MoxkeT O0biTh ASSIST, umeronuii psin
MPEUMYIIECTB: HHU3Kasi TMOTPEOHOCTh B TEXHHUYECKOM OOCTY)KUBAaHUU W BO3MOXHOCTH OCTAaHOBKH TIOJ
Harpy3Koii, He BbI3bIBasi Npu 3ToM noBpexaeHui [20]. Takue cnoXHOCTH, KaK IIyM, MOYXHO MPEOI0JIETh
3a CYET MCI0JIb30BAHUS HAKOIUTEIS MIPEIBAPUTENILHO CKATOr0 BO3/yXa, HO MIOKa HE pelleHa npodiaema
pa3Mepa, OCKOJIbKY He0oO0X0oAuMa KaMepa Jiisl HaKOIJIeHHUs Bo3ayxa. Takum oOpa3oM, MHEBMATUYECKUN
MPUBOJ MOXKHO MCIOJIB30BaTh JJIsi CHCTEM C MEHBIIIEH MOPTATUBHOCTHIO.

[TneBMaTuyeckass MbIlIIA, COCTOANIAs BHYTPH M3 PE3MHOBOM TPYOKH € 0O0OJOYKOM, MOXKET
HaJyBaTbCsl WJIM yMeHbLIaThcs. PoOOTM3MpOBaHHAs cucTema AJid peadWIMTaluu pyK, MPOU3BOAMMAs
Kinetic Muscles Inc. (CIA), mpuBoauTCsS B JEHCTBHE C MOMOIIBIO MHEBMATHYECKOTO MYCKYJIHHOTO
npuBoza [13]. HegoctaTrkoM mHEBMAaTUYECKOTO TIPUBO/IA SBISETCS TO, YTO UCIOJHUTEIBHBIE MEXaHU3MbI
CJIOKHO KOHTPOJIUPOBATh H3-32 MU3MEHUYMBOCTHM BO BPEMEHHM M HEIMHEHHOCTH NPOTEKAIOIUX B HUX
IIPOLIECCOB.

l'unpaBnuueckue NPUBOABI 00TAMAIOT XOPOUIMMH XapaKTePUCTUKAMH, HAmpuMep, HMeeTcs
BO3MOXXHOCTh CO37aBaTh 00J€€ BBICOKUN KPYTSIIMM MOMEHT 0 CPaBHEHHIO C 3JIEKTPUYECKUMU WIIU
MTHEBMAaTUYECKUMU MTPUBOJAMH, U OHU MOTYT YIIPABIATHCS C BBICOKOW TOYHOCTHIO M yacTtoTou [24]. Ho
TpeOyercs OoJibllie MPOCTPAHCTBA Ui pa3MEUIeHHs] MaclOoNpOBOJAIIMX TPyOONpPOBOJIOB, UTO
OTPaHMYMBAET UX MCIOJb30BaHUE.

Mpiii1ia 4esoBeKa Ha OBPEXIEHHOM pyke MOKET ObITh IPUBOJIOM B IIMPOKOM CMBICIIE, €CIIU OHA
AKTUBHUPOBAHA C MOMOIIBI0 (HYHKIIMOHATBHOM ANIEKTPUUECKON CTUMYIIAIIMU IO cpeacTBam poboTa. Rong
W. u coaBTOpHI NpeUIoKUIN pOOOTU3UPOBAHHYIO PYKY C DJIEKTPUUYECKON CTUMYIISLIUEN uepe3 MepyuaTky
po0oTa, KOTOphIe peanan3yeT Tydlliee BOCCTAHOBJICHHE (YHKIIMHM PYKH 3a CUeT OallaHca ANIEeKTPUUYECKOU
ctuMmyssiiiuid 1 poborta [19]. UccnemoBarenu 4acTo COSAMHSIIOT DSJIEKTPUUYECKYIO CTHUMYJSAIHMIO C
oOpaboranHbiMH curHazamMu SMI unu D3I, KoTopbIe CAEPKUBAIOT CIIOHTAaHHYIO MOTOPUKY [23].

Cy1miecTByIOT poOOTH3UPOBAHHBIC CUCTEMBI I peaOUIUTAIMU PYK, MPUBOJUMBIC B JICHCTBHUE
CUMMETPUYHON KOHEUHOCTBIO, UCIOJIb3yeMbIe B CTpaTerMH JIBYCTOpOHHero ooOydenus. A. Rahman u
A.Jumaily pazpabortaiu IByCTOPOHHUN CHHXPOHU3UPOBAHHBIA PYYHOH ammapar, B KOTOPOM 3K30CKeJeT
YIPABJISUT MOBPEXKJACHHOW PYKOU MO JaHHBIM OT MEepYaTKU, HAAETOW Ha 310pOBYIO pyKy [18].

Tunwl coedunenuii (mpancmuccuii)

CoenuHeHrss B pPOOOTHU3UPOBAHHON CHUCTEME JOJDKHBI OBITh JIETKHE, YIOOHBIE M XOPOIIO
YIPaBIATHCS MO 3aJaHHON TpaekTopuu. [IpoOiema coBmajgeHus: OCH BpallleHUs MOKET ObITh pelleHa 3a
CYET UCMOJIb30BaHUs ONEPEUHO-IIAPHUPHON KOHCTPYKIIMH WIIA C TIOMOILBIO TPOCOB.
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Tpoc yacTo ucnonbp3yeTcsi B KaueCTBe TPAHCMUCCHH B POOOTaX Ui peabWiIuTaluy pyK, BKIIOYas
Tpoc mkuBa u Tpoc boyzaena. llIkuBy TpeOyeTcst MOCTOSIHHOE HATSHKEHUE JUIS TOAIEP KaHUs CLEIUICHUS C
OCTAJIbHBIMU  IIKMBAaMH, YTO OrPAaHUYMBACT €ro HcCHoib3oBaHue [12]. Dk3ockener mnaibla,
paspaborannbiii L. Dovat ucnonp3yer Tpoc mkuBa [9]. 3T0 yCTpOHWCTBO JIETKO YIPABISIOTCS CHUIION, HO
HE OYeHb YZI00HO B Mcnoib3oBaHuu. Tpoc boynena siBisieTcst THOKUM | JIydllle JUIs POBEACHHS, OJHAKO
€ro HeJO0CTaTKaMU SIBJISIOTCS NepeMeHHas cuiia TpeHus npu usrude. Pobot, pazpaborannsii Wege u
Zimmermann, ucroiyib3yeT Tpoc boyleHa ais HE3aBHCUMOIO YNpPaBJICHUS JBHKCHUEM mNaibleB [23].
@DaKTUYECKH, 3TOT POOOT coueraeT B ceOe M TPOC, U PBHIYAKHYIO KOHCTPYKIHIO. Tpochl MoaoOHBI
MBIIIIAM PYKH, TIOATOMY OHU MOTYT OBbITh 3()(h)eKTUBHBI 111 POOOTH3UPOBAHHON CUCTEMbI peaOMIUTAIIH
PYK. DTy KOHIIEIIIIUIO B OCHOBE MMEET 9K30CKEJET, pa3paboranuslii komanaon H. In [11].

Jlamuuku

VYyacTtrue manueHToB B CHUCTeMe peaOuIUTallMi OYEeHb MOJE3HO ¢ TOYKH 3peHHs 3PPEeKTUBHOCTH
TaKuX MPOLEAYP, HOITOMY poOOTH3HPOBAHHAS CHCTEMa peabUINTAUU PyK UMeEET psit 3P(PEKTOB TOIBKO
B COOTBETCTBMM C KOHLEMIMEH HENPEephIBHOIO MACCUBHOIO JBH)KEHHUS, YTO BBI3BIBAET HEOOXOAMMOCTh
HAJIMYMS JAaTYUKOB U SBISIETCS MPUHIMITAAIBHO BOXHBIM MOMEHTOM. JlaTYMK CUMTHIBAET MH(DOPMAIUIO
OT 4YeJIoBeKa MO TMPHUHIMITY OOpaTHOM CBSI3W HIJIM MOJy4YaeT YHPAaBISIONIME CHUTHAJIbl OT YelOBEKa WU
pobora. Ilo Tunmam TmMONYyYEHHBIX CHTHAJIOB JAaTYMKH KIACCHPHUUIUPYIOTCS Ha (QHU3UYECKHE U
OHOJIEKTPUUECKUE.

Jatuukn (QU3NICCKUX CHUTHAJIOB: CHJIA, TMIOJOXEHWE (MU JBW)KCHHE) HamOoliee 4YacTo
UCIIONB3YIOTCS. B POOOTHU3MPOBAHHON cucTeMe peabunuTanuu pyk. DyHKIUS CHUTHANIA CHIBI WU
MIOJIOKECHHS XapaKTepu3yeT (GU3NIECKOe COCTOSIHHE PYKH, TAKOE KaK MpuiiaraeMasi CHJIa JBWKCHHS WIH
yroi crubanus maibia. P. Ben-Tzvi u Z. Ma paspabotanu 3K30CKeNeT, ¢ OOpaTHOH CBA3bI0 H
ONTUYECKUM JATYHNKOM TOJIOKECHHS U TEH30JaTYNKAMH HACTPOCHHBIMH HA TIOJTYYEHUE CUTHAJIA CHIIBI PYK
U JBOKEHUA [6].

Jatunku OuodyekTpuueckux curHaioB: O0 wunmum DOMI, Toxke YacTo HCHOJB3YIOTCS B
pOOOTU3MPOBAHHOW cucTeMe s peabunutanuu pyk [5, 7]. X QyHKUHMS COCTOMT B TOM, YTOOBI
OTpakaTb HAMEpPEHHUE YEJIOBEKa JBUraThCsl, YTO MOKET HCIIOJIb30BAThCS B KAayECTBE YIPABJISIOLIUX
curHasioB po6otoB. CurHansl D30I u OMI sBisr0OTCA HanboIee Ba)KHBIMU CUTHAJIAMHU, OJYYEHHBIMU OT
MO3Ta WJIA MBIIIIII.

IIpobrema oyenuganus npocPamMMHbIX MEXHONO0UL

Temmer pa3paOOTKH TMPOTOTUIIOB TPEBOCXOIAT TEMIThI KIMHUYECKOTO HCIIOJIB30BaHMs POOOTOB
Ul peaOMIUTAlUMU PYyK, MOITOMY BaXXHO KPUTHYECKH OLIEHUBATh KOHCTPYKLHMIO TE€X MM HHBIX
anmnapaTHbBIX pelIeHud A peabunurtanuu pyK. B OonpIIMHCTBE MCCleAOBaHUN MCNONB3YETCs CIOCO0,
KOTOPBII ONUCHIBAET XAPaKTEPUCTUKH KOHCTPYKIMH, HO COBCEM HE JaeT KIMHUYECKYIO OLIEHKY POOOTOB
[8, 9, 21]. B psane uccienoBaHuil HCIOJIB3YETCS BTOPOM CIOCOO OLEHKM KOHCTPYKLHH, B KOTOPOM
IOPUBOJAUTCS HECKOJBKO TECTOB IO  YAy4IIEHUI0 (U3MYECKUX [apaMeTpoB POOOTOB  WMIIU
NPOM3BOIUTENFHOCTH Ha OMNpEIENeHHBIX JTanax. B HUX BapbuUPYIOTCS (PHU3NYECKHE MapaMeTpBhI:
JIMara3oH JABUKEHHsS CYCTaBOB, CKOPOCTh JIBUYKEHMS U JIOTIOJIHUTENIbHAS CUJla, IeHCTBYOIAs Ha pyKH [0,
25]. Pan uccnenoBareneil HCMONB3YIOT TPETHI c11OCOO, KOTOPBIM JaeT OleHKY 3 (EeKTUBHOCTU AMU3aiiHa
U coyeTaeT B ce0e KIMHUYECKME METOJbl, B YaCTHOCTH YJIy4YLIEHHE MO KJIMHUYECKOM IIKane OIEHKe
Oyra-Meitepa unu KypHan JaBHrareabHOM akTUBHOCTU [16]. CriocoObl OlleHMBaHUS TPOTPAMMHBIX
TEXHOJIOTUI NPUBEIEHBI B TAOIHUIIE.

Tabmmia
OLICHI/IBE[HI/IH afrnapaTHO-NMIPOrpaMMHBIX TEXHOJIOT! 5051
Table
Assessment of hardware and software technologies
Verpoiictso ABTODBI, QOyHKIIMOHAIBHBIE Kimanueckas
I/ICCJ'IeIIOBaHI/Ie TECThI mIKajia
AMADEO Pinter et al. [16] + +
Handsome Brokaw et al [25] + -
Handexos Chiri et al. [8] - -
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N ABTOpHI, @yHKIMOHAIbHBIE Knunnueckas
YcrpoiicTBo
Uccnenosanue TECTBI KaJia
MRI compatible robot Tang et al. [21] - -
HandCARE Dovat et al. [9] - -
SAFE Ben-Tzvi et al. [6] + -
Hexosys | Igbal et al. [25] - -
Hexosys 11 Igbal et al. [25] - -
Handassist robot Ueki et al. [25] + -

PE3YJ/IBTATBI HCCIIE/IOBAHUA H HX OBCY/K/[EHUE

Kak mokaspiBaerT kimaccudukanus, B MPUBEICHHBIX HCCIEAOBAHMIX H3y4YaIUCh DPAa3HBIC BHJIBI
KOHCTPYKIIUU allapaTHBIX CUCTEM Il peadunuTaiuu pyk. OyHKIMOHATbHBIE BO3MOKHOCTH aIlllapaTHO-
IPOTPAMMHBIX TEXHOJIOTUH MOXKHO OLIGHMBaTh IO CTENEHH MX COOTBETCTBHS pPa3pabOTaHHBIM
TpeOOBaHUSM M0 JeciATHOANIbHON. BaXHO KpPUTHUECKH OLIEHUBATh KOHCTPYKLHIO TE€X WM HHBIX
anmapaTHbIX peIeHud Ui peadwiurtanuu pyk. Jns Bpadeld W MCClieOBaHWI BakHA KIMHHYECKAs
OlleHKa pOOOTH3UPOBAHHBIX CUCTEM. B OONBIIMHCTBE HCCIEIOBAHUIN HCIONB3YeTCs MEPBBIA CHOCOO,
KOTOPBII HE JaeT KIMHWYECKYI0 OLIEHKY POOOTOB, JAM3aiiH TAaKMX MCCIIEIOBAHUI HEyOenuTeNeH JUIs
NAIMeHTOB WU Bpauel. B psige mccrnenoBanuii UCMONb3yeTCss BTOPOH CIIOCOO OLIEHKH KOHCTPYKIUH, B
KOTOPOM MPUBOJAUTCS HECKOJBKO TECTOB IO YIYYIIEHUIO (U3MYECKHX MapaMeTpoB pPOOOTOB WIIH
MIPOU3BOIUTENILHOCTH Ha OMpeEIeNIeHHBIX dTanax. HeMHorue nccienoBaTeny UCHOIb3YIOT TPETUi coco0,
KOTOPBII JaeT oueHKy 3(QeKkTuBHOCTH au3aifHa, coyeraromero B ceOe KIMHHYECKHE METONbI, B
YAaCTHOCTH YJIy4YLIEHUE [0 KIIMHUYECKOHN MIKajie. XOTsI MHOTUE HE3aBUCUMBbIE UCCIIEA0BAHUS MTOKA3bIBAIOT
P yCHEHIHBIX pa3paboOTOK, HO B LEJIOM OOJBIIMHCTBO pEaJU3aluil HMEIT METOA0JIOTrHYECKHUe
HEJOCTATKH, TaKWE KaK OTCYTCTBUE PAaHAOMHU3MPOBAHHBIX MIPOLIEAYP U aHAJIM3a BCEX METOJOB JICUEHHUS.

Pemenne METO0JOTMYECKUX HEIOCTATKOB MOXKET COCTOSITh B TOM, YTO CIEAYET pa3pabdoTarhb
CTaHJapTHbIE pPaHAOMHU3HpPOBaHHbIE KOHTposupyemble ucnbiTanus (PKU) mo onenke cyiiecTByrOmmx
pPOOOTU3MPOBAHHBIX CUCTEM peabuiutanuud pyk. [loaxon ¢ MCHOIb30BaHMEM KIMHUYECKOW IIIKAJIBI,
KOTOPYIO JIETKO MPUMEHSTHh A OLEHKH, JODKEH OBbITh MOMYJISAPU3UPOBAH Cpedu pa3pabOTUYMKOB
poboToB /i peabunutanuu pyk. C Ipyroil CTOpOHBI, YCTaHOBKA APYTUX CTaHIAPTHU30BAHHBIX METOJIOB
OLICHKH, peaJu3yeMbIX C OOJBIIMM KOJHWYECTBOM IeJiell € TOMOIIbI0 pPOOOTOB, MOMKET OBITh
MHOT'000CIIAIOLINM, TOCKOJIBKY 3TO IPEOA0JIeBaeT OOJbIION HEIOCTATOK KIMHUYECKOM IIKaJlbl —
CyOBEKTUBHOCThH BH3YAJIBHBIX OIEHOK TecTa [21]. M3Mepenus poboTa, MOXKHO HCIIOIB30BaTh KaK OICHKY
KOHCTPYKLMU po0O0Ta, Tak M OLEHKY creneHu peadbwnutanuu [21]. OTcyTcTBHE HMHIMBHUIYaIbHBIX
HACTPOEK — €Ile€ OJIMH HEeIOCTAaTOK, OCKOJIbKY JBUTrAaTEIbHbIE HAPYIICHUS y MAllMEHTOB BapbUPYIOTCS B
3aBUCHMOCTH OT CII0KHOCTH MOCJIEICTBUI UHCYIbTA [16].

OYHKIMA OMpPEAEIEHHOr0 po0oTa MO peadWIMTAMK PYK YacTO MOXET OBITh pealn30BaHa B
HECKOJIBKUX Ppa3HbIX KOMOMHAIUSAX OOOpYAOBaHUS. OTO TNOBBIMAET A(PPEKTUBHOCTh aNMapaTHOM
CUCTEMBI, II0O CPAaBHEHHUIO C OTAEIbHBIM CIELHUATU3UPOBAHHBIM POOOTOM, MOCKOJBKY JeNaeT BbIOOD
000pyI0BaHUS HE MPOCTO MOUCKOM MOAXOJIAIIET0 000PYA0BaHUs, a OOMEHOM Pa3INYHbIX KOMIIOHEHTOB
N0/l KOHKPETHYI0 MOTPEeOHOCTh MpPHIOKEHUSA. PoOOTBI-3K30CKENeThl SBIAIOTCA JOMUHUPYIOIIUM
BBIOOPOM, 1O CPaBHEHHMIO C POOOTaMM C KOHLEBBIMU 3(QeKTopamMu B COOTBETCTBUM C TEHJCHIMEH
Je4YeHuss Ha JoMy. XOTs Yy KOHLEBOro 3¢¢deKTopa ecTb MPEeUMYIIECTBO, IMOCKOJIbKY YCTpaHSeTCs
npobjemMa HECOBIAJACHUS COEAMHEHHH po0oTa M CYCTaBOB, ATO TAKXKE MOXET OBITh pEaln30BaHO C
MOMOIIbI0 POOOTOB-3K30CKEIETOB 0€3 COeAMHEHNUN, OCHOBAHHBIX Ha MOHSATHH (PYHKIIMOHAIBHON CTENEeHU
cB00O/16I. BBIOOp MpHBOIa B OCHOBHOM OCYILIECTBIISIETCSI MEXKAY JIEKTPOJBUTaTeNIeM U THEBMATHUECKOM
HCKYCCTBEHHOM Mbimilel. Takue 10CTOMHCTBA, Kak MPOCTOTA YIpPaBIEHUS, BBICOKAs TOUHOCTh U BBICOKAs
yJleNbHasl SHEPrus, JAENaroT JEKTPOJBUTATENlb OJHUM M3 OCHOBHBIX CPEJCTB aKTHUBAI[MM POOOTOB IS
peabunutaruu pyk. [lopraTuBHOCTE M HEOONBIIONW 00BEM KpalHE Ba)KHBI JUIsI CO3/IaHMs THOKOW pyKH
poboTa, MOATOMY pa3BUTHE pOOOTOB C MITKHMM KOPIIYCOM, HCHOJb3YIOUIME ITHEBMAaTHUECKUE
HCKYCCTBEHHbBIE MBIIIIbI, MOTYT ObITh KOMIIAKTHBIMU U O€30MaCHBIMU, 110 CPABHEHUIO C TPAAUIIMOHHBIMU
IPUBO/IaMH, B TO BpeMsl Kak IMPUMEHEHHE POOOTOB C MATKUM TEJIOM JJIsi peadWIMTallMd pyK BCe elle
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OTPaHUYEHO JOMOJHHUTEIBHBIM PE3epBYapoM JJIsi XpaHEHHUs CKAToro Bo3ayxa. lIpm BbIOOpe aeiCTBHiA
CleyeT yAeNnsaTh OOoJiblIe BHUMAHUS MBIIIAM KOHTpajaTepajlbHOW KOHEYHOCTH YelloBeKa. 3epKalibHas
Tepamnus, y)Ke MOJy4duiia XOpPOIIUue Pe3ylIbTaThl HA MPAKTHKE B TPAAUIIMOHHOW TEPAllUU M B HECKOJIBKUX
MIPUIOKEHUAX B poOoTH3upoBaHHOW Tepanuu [14]. Texymme uccnenoBanus poOOTOB JyIsl peadbuInTauu
PYK pealM3yioT 3epKalbHYI0 TEpanmui0 KOCBEHHBIM METOJOM C MOMOINBIO TMPHBOJOB, YIPABIISIEMBIX
CUTHAJIOM OT MH(pOopMaIMoHHON nepyartku. s Gonbineid 3pGeKTUBHOCTH peaduIuTaIiii He0OX0IUMBbI
JATBHEUIITNE UCCIICIOBAHMS TI0 M3YYEHUIO HOBBIX CIOCOO0B 00paboTKH HHPOPMAITUH OT PYK U POOOTOB.
XOTs KOHCTPYKIIHSI MSTKOTO TeJIa UMEET MPEUMYILECTBO, B TOM, YTO OHA aJalITUPYETCA K YEIOBEYECKOMY
TEITy, CJIOKHOCTh CUCTEMBI YIIPABIICHUS OTPaHUYMBAIOT ee mpuMeHeHue. ClieyeT OTMETUTh, YTO POOOTEHI
0e3 coeauHeHuii, paspaboranHbie H. In ¢ wucnomp3oBaHMEM Tpoca JaeT HOBbIE BO3MOXKHOCTH
UCTIONIb30BaHUsl Uil petieHus mpobiemsl aprkeHus [20]. Eme omHa TEHOEHIMS NpU CO3MaHUU
anmapaTHbIX KOMIUIEKCOB Il peabuiuTalM pPyK 3TO I[IHPOKOE HCIOJb30BaHHE JaTYUKOB
OMODIIEKTPUYECKOTO CUTHAda. XOTS HaTYMK HE SIBISETCS HEOOXOMUMBIM i (PYHKIIMOHUPOBAHHS
yYCTPOMCTBA, MHOTHUE HCCIIENOBATeNIM CUYMTAIOT BAKHBIM Yy4YacTHE MalMeHTa M 3TO TpeOyeT Haluuus
CIEIMATU3UPOBAHHBIX JATUYMKOB TOJIYYCHHS] CUTHaNa OT uejoBeka [4, 22]. [axke ecnu ManueHTh HE
MOTYT JBUTATh PyKaMH, OMO3JIEKTPUUECKUNA CUTHAT MOXKHO UCIIOIB30BaTh BMECTO (hU3HUECKOr0 CUTHAIA.

3AK/IWYEHUE

CoBpemeHHass poOOTOTEXHMKA JJsi peadWIUTaluu pPyK IMpeJicTaBieHa B COOTBETCTBUM C
Kiaccudukanuei anmapaTHo cucteMbl. O030p pPOOOTOTEXHUKH JlaeT oOIlee IMpeacTaBIeHUEe O
B3aMMOCBS3M MEXAY pOOOTOM M UEIOBEKOM, allapaTHbIMU CPEACTBAMM JUIsl peaOUIUTAlMU PYK U HX
KJIMHUYECKOH OIICHKOH. BakHO KPUTHYECKH OIEHMBATh KOHCTPYKIIMIO TEX WM HMHBIX alllapaTHBIX
pemeHuit s peadbunurtanuu pyk. Cnegyer pazpadborars ctanaaptaeie PKU no onenke cymecTByrommx
POOOTU3UPOBAHHBIX CHUCTEM PEaOUIIMTAIUU PYK, C MCIOJb30BAaHHEM KIMHMYECKUX HIKAJI PeaOHIUTALUU
JUTS BBISIBIICHHSI OoJiee 3 (PEKTUBHBIX POOOTH3UPOBAHHBIX CHCTEM.

[To Hamemy MHEHHIO, POOOTHU3UPOBAHHAS pPEAOMIMTAIUS SBISICTCS OJHUM M3 MEPCHEKTUBHBIX
HaIpaBJICHUH B 00J1aCTH BOCCTAHOBJICHHSI JIBUTATEILHBIX (DYHKIIUH KOHEYHOCTEH IMOCIIe TIEPEHECEHHOTO
NallMeHTOM HHCynbTa. Pa3paboTka M yCOBEpIIEHCTBOBAHME aNNapaTHO-MPOrPaMMHBIX KOMIUIEKCOB
peabuuTayy, 0COOEHHO OTEYECTBEHHOTO MMPOM3BOJICTBA, TIO3BOJIHT IMTOBBICUTH Ka4€CTBO PEaOUINTALINN
NalMEeHTOB, YMEHbILAS MPU 3TOM 3aTpaThl BpEMEHHU Bpaya Ha €€ IPOBE/ICHHE.
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«Cankt-IlerepOyprckuii HAIMOHATIBHBIA NCCIICTOBATEIBCKII YHIBEPCUTET HH(POPMAIMOHHBIX TEXHOJIOTHA,
MeXaHUKH U ONTHKNY, KpouBepkckuii mp., 1. 49, r. Cankr-IlerepOypr, 197101, Poccus

e-mail: ayrimur@mail.ru, podolsky.dmitry94@gmail.com

AHHOTANUA

B HacTosiee BpeMs IIMPOKO PaclpOCTPaHEHB! ANTOPUTMBI JETEKTUPOBAHUS aKTMBHOCTH PEYH.
Takue anropuTMbl HalUIM IPUMEHEHHE B PAa3JIMYHBIX 3a/ladax: [IPU Iepefade pedeBoro MoTokKa
YeloBeKa, B XpaHEHHH WHpOpManuu (A7 KOMIPECCHH ayJquo3amucei), Ui pacro3HaBaHHS
COCTOSIHUSI 4YE€JOBEKa IpPU MNApaJIMHIBUCTHYECKOM aHajiu3e U T.0. 3ajada JaHHOM paboThI
3aKJII0YaeTCsl B pa3pabOoTKe W peaju3alydy alropurMa ICTEKTUPOBAHUS AKTUBHOCTH pedd
YyenoBeka B porpamMMHoii cpeae Csound. Ha ceropnsinuii 1eHs yke CylIecTBYeT psii METOJIOB
JUIL paclo3HaBaHWs PEUCBOM AKTUBHOCTH UYEJIOBEKA, TaKWe KaK alTOpUTM OIpelelIeHUs
CKOPOCTH, METOJ aJalTUBHOIO MHOI'OCKOPOCTHOT'O IETEKTHPOBAHMS PEUYH, METOZA, OCHOBAHHBIN
Ha aHau3e CHEKTpalbHOH (OpMBI M SHEpruM MOAAManazoHoB u T.4. [13, 16, 17], onnako, Ha
JAHHBI MOMEHT, yKa3aHHBIC alIrOpPUTMBI He OblIM peanu3oBaHbl B cpeae Csound. B manHoi
CTaThe KaTErOpU3HUpPOBaHbI MPU3HAKKU PEUH, OIMCAH PEAIM30BAHHBIA AITOPUTM JETEKTUPOBAHUS
aKTUBHOCTH PEYH, a MMEHHO ONpPEHAEICHHUs] Iay3 MapajJMHI'BHCTUYECKOIO aHAlIM3a PEYeBOTO
ayJMo C UCIOJIb30BaHHEM NpeoOpa3oBaHus [ mnbbepra, YTO YMEHBIIAET CIOKHOCTH alTOPUTMA,
COXpaHssi ero TOYHOCTb. Llenblo maHHON paboTHI sBIsIETCS MOAU(UKAUS W peamu3amus
aIropuTMa OOHApY)KEHHsI peueBOH aKTHBHOCTH B IOMEIIEHHMHM HAa OCHOBE PEUYEBOr0 MOTOKA B
cpeae Csound 1st MpoBeeHHUS NAPATMHTBUCTHYECKOTO aHAIN3a PEYEBOI aKTUBHOCTH Y€JI0BEKA.
KiroueBbie cioBa: jaeTekTop akTHBHOCTH peur; Csound; mapaavHIBHCTUYECKUI aHAIU3;
aKTHUBHOCTb PEYH.

Jasi  uutupoBanmsi: [psiuenko A.B., Ilomombckuit J[.A. Peanuzauus anroputma
JNETEKTUPOBAHUSI AaKTHBHOCTH pEYM TPU TMPOBEACHUHM MapaJIMHTBHCTUYECKOTO aHaimmza //
Hayunsiii pesynbrar. MHpopmanuonnsle texnomorun. — 1.6, Nel, 2021. — C. 13-19. DOI:
10.18413/2518-1092-2021-6-1-0-2
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Abstract

Algorithms for the speech activity detecting are now widely used. Such algorithms are used in
various tasks: transmitting a human speech stream, storing information for compressing audio
recordings, for recognizing a person's state in the paralinguistic analysis, etc. The goal of this
work is to develop and implement an algorithm for detecting human speech activity using the
Csound software environment. Recently, there are already a number of methods for human
speech activity recognition, such as the speed determination algorithm, the adaptive multi rate
speech detection method, the method based on the analysis of the spectral shape and energy of
subbands, etc. [13, 16, 17], however, at the moment, these algorithms haven't been implemented
in the Csound environment. This article categorizes speech features, describes an implemented
algorithm for detecting speech activity, namely, determining pauses in paralinguistic analysis of
speech audio using the Hilbert transform, which reduces the complexity of the algorithm, while
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maintaining its accuracy. The aim of this work is to modify and implement an algorithm for
detecting speech activity in a room based on the speech flow in the Csound environment for
conducting paralinguistic analysis of human speech activity.

Keywords: voice activity detection; Csound; paralinguistic analysis; speech activity.

For citation: Diachenko A.V., Podolsky D.A. Implementation of the speech activity detecting
algorithm at conducting paralinguistic analysis // Research result. Information technologies. —
T.6, Nel, 2021. — P. 13-19. DOI: 10.18413/2518-1092-2021-6-1-0-2

BBE/IEHUE

CoBpeMeHHBIE HCCIENOBAHUS 10 00paOOTKE pedu HaIpaBlIeHbl Ha pELICHHE BOIPOCOB €&
UHTEPIIPETAlMd U PACHO3HABAaHWU CPEACTBAMH KOMIBIOTEPHOTO aHAIM3a W MAIIMHHOTO OOYYeHHS.
AnropuTt™mbl, pa3pabaTbiBaeéMble B JIaHHOW TNpPEIMETHOM 007acTh, MOTYT OBITh HampaBiCHbl Ha
OIpeZIeTICHNE U PACIIO3HABAHUE OT/CNBHBIX CJIOB M CIIMTHOH peud (BBICKAa3bIBaHUI U (pa3), ompenesieHue
SMOIUOHAJIBHOTO COCTOAHUA JUKTOPA, JUArHOCTUKY MaTOJIOTHUM TOJI0COBOTO arrapara, aBTOMATHYCCKUI
HIePEBO/I, UICHTU(PUKAIMIO INYHOCTH 0 TOJI0CY, 00yUeHHE HHOSI3BIYHOM peun u ap. [5].

CymiecTByIone aiaropuTMbl PACHO3HABAHUS HMOIMI 10 pPEYEBOMY CHUTHAIY HE CIIOCOOHBI
OIpesieNIATh TeKyllee NCUXO()U3MUECKOe COCTOSIHME TUKTOpAa C BBICOKOH TOYHOCTHIO. DTO, B IEPBYIO
o4epe/ib, OOYCIOBICHO CIIOXHOCTBIO ONPENENICHHUs MOIMHA KaK TAaKOBBIX, a TAKKe HEOOXOANMOCTBHIO
KOHEYHOTO BBIOOpA YAaCTOTHO-BPEMEHHBIX XapaKTEPUCTUK ayJHOIOTOKA, B KayecTBE aHAIM3HPYEMbBIX
napaMeTpoB aiaropurMa [7].

Peanusyemsblii B JaHHOH paboTe aaropuT™ BBLACISET U3 PEYCBOTO ITOTOKA BEKTOPHI ¢ HeBEpOAILHOM
uH(pOpMaLKel MOTOKa, 8 UIMEHHO — BEKTOP Iay3 U aKTUBHOCTH PEYH JUKTOPA, KOTOPHIE, B CBOIO OYEPEIb,
IUITAHUPYETCSl TIepeiaBaTh B CHUCTEMBI ONPEICNICHHUS SMOIMOHAIBHOTO COCTOSIHMS, B TOM YHCIE M Ha
OCHOBE MCKYCCTBCHHOT'O HHTEIIJIEKTA.

OCHOBHAA 9YACTh

B o6miem citydae pedeBoil cUrHaiI MOXHO paccMaTpuBaTh Kak HabOp BepOabHBIX U HEBEPOATBHBIX
cocTaBisitoux peun. s ananmsa BepOaibHOM COCTABISIONIECH MTOTOKA MPUMEHSIIOT IPEUMYIIIECTBEHHO
JUHTBUCTUYECKUE METOIBI, a AJIs1 HeBepOaTbHOM — MapaTuHTBUCTUYECKUE U IKCTpaTuHTBHCcTHYecKueE [1].
JlunrBUCcTHYECKHE METOABI OOpabOTKM pEYeBOTO CHTHAjla OCHOBBIBAIOTCS HAa  OMNpENENIeHUU
CEMAHTHUYECKUX EIMHMI]I pPe4YH, a HMEHHO: 3BYKOB, OYKB, CIOB, KOTOpbIE MPOU3HOCUT YEIOBEK.
[TapaTMHTBUCTHYCCKHIA W JKCTPATMHTBUCTHYCCKHA aHAIN3 IO3BOJISIET CYIUTh 000 BCEX 3BYKOBBIX
COCTaBISIOLINX PEYU — MHTOHAIIMSI, TEMI M MEJIOJIMKA PEeUH, May3bl BO BpeMsi KOMMYHUKAIIMH U AP.

HeBepOanpHyr0o  COCTaBISIIONIYyI0 ~ peyd  u3ydaeT  napauHreuctuka. C  MOMOIIBIO
MapaJTuHTBUCTUYECKOTO TOAXOAa MOXHO BBISIBUTH OSMOIMH, WHTOHAIMH, TMCUXO(PU3UOIOTHUYECKUE
COCTOSIHHSI, OCOOEHHOCTH TPOM3HOIICHHS W TMpOYMe TapaMmeTpbl rojioca aukropa [6]. CormacHo
uccienoBanusiM [2], uHpopmaius, nepeaaBaemasi JIOJbMU BepOANIbHO, COCTABISIET JHIIbL OKOIO 7%
obmero o0npéma mepemaBaeMoil uHGOpMaUU — ocTalbHble TouTH 93% mone3Hol uHpOpmauu
nepenaéTcsi HeBepOaIbHBIM CIIOCOOOM — C TTIOMOIIBI0 MUMHKH, 103, )KECTOB, JBIKEHUH U T.1. [Ipu sToM
HE MEHEe TpeTH Bcel WHGOpMAIMK MPUXOIUTCS HA IMAPATMHTBUCTHYCCKYIO COCTABJISIONIYIO PEYH.
[TapanuHrBUCTHYECKYIO HH(POPMAIIHIO TaKXKe OOBIYHO OTIMYAIOT OT IKCTPATTMHTBUCTHUECKOH, C KOTOPOU
ACCOIMUPYIOT HE CBSI3aHHBIC C PEUBI0 aKyCTHYECCKHUE SIBJICHUS, HANpUMEp, aTUITUYHBIE OCOOCHHOCTH
peuu: pedeBble May3bl, B3IOXH, 3aMKaHue, mokanuiuBanue u np. (puc 1). Takum oO6pa3oM, ¢ MOMOIILIO
MapaJIMHTBUCTHYECKOTO aHAM3a PeYeBOro MHGOPMAIIMOHHOTO KaHayla, MOKHO OIPEIEIUTh COCTOSHUE
YeNIOBEeKa, €ro HaCTPOSHUE U JlaXKe MATOJOTHH PEYeBOTO TPaKTa WM YYaCTKOB MO3Ta, OTBEYANOIIUX 32
peudeBoit nHGOPMaMOHHBIN 00MeH [3].

B pabote [10] moapoOHO ommchIBaeTCs, YTO 4acTOTHBIN nuana3oH curHana 200-300 ' necér B
cebe mHpOPMAIUIO MPEUMYIIECTBEHHO O BEpOATbHON COCTABJISIONIECH PEYH, a AMANa30H YacTOT CBBIIIES
300 't — o HeBepOanbHOI cOCTaBisIONIeH curHana, T.e. CurHan B auana3one Hike 300 'y He Oyner
HECTH CMBICJIIOBOM WH(]OpMaIuu, oaHako OyAeT coaepkaTh NaHHbIEe 00 SMOIMOHAIBHOM COCTOSTHUU
TOBOPSAILETO.
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B pamkax maHHOM cTaThbM ONMUCAH PEATM30BAHHBIA alTOPUTM JIETEKTUPOBAHUS aKTUBHOCTH PEUH, a
MMEHHO OIPEeAeICHUS May3 NapaJTuHIBUCTHIECKOTO aHAIN3a PEYEBOT0 ayano.

Peup yenmoBeka MOXKET OBITH MpeICTaBlIeHa Kak OJOKH MH(pOpMAIHMHU, TepeMeKaromuecs: 6J0kaMu
nay3 — B HEil IPUCYTCTBYIOT XapaKTepHBIC May3bl MKy CEMAaHTUYECKUMH €JUHUIAMH, B OTIUYUU OT
JIpyrux cursaios [15].

MeTobl
00paboTKH peun
[ |
¥ ¥
BepOanpHbit HeBepOanbHBI
[
¢ '
[TapannHrBHCTHYECKUI DKCTPAJIMHIBUCTHYE CKHI
TTOTXO/T TTOTXO/T
[ pomKoCTB Herunnunsie nayssl
Tem CmMmex
PutMm 3auKaHue
Beicora ToHa [TokanuinBanus
TTay3bl Xe3UTAIHI CrnplmmMBble BIOXH
1 BBIIOXU
JlaTeHTHBIE TIEPUO/IBI
bpagnnanmsa u
TaxXHJIaJIs

Puc. 1. Kareropusanus mpu3HakoB pedn
Fig. 1. Categorization of speech features

OnpeneneHne aKTUBHOCTU PEYM YK€ IMMPOKO NMPUMEHSETCS Ul CKaTUs CHUTHAJla, COKPALLEHUS
o0bema mepenaBaeMod UHGOpMaluMu B TEJIEKOMMYHUKAI[MOHHBIX CHCTEMax IO KaHajaM C
OTPaHUYEHHBIMU TPOIMYCKHBIMH crocoOHocTsAMH. Ho, Kpome 3TOro, akTHMBHOCTb pPEYM — OJHA U3
XapaKTepUCTHK, Hecylas HHPOpManuioo 00 >SMOIMOHAIBHOM COCTOSHUM TOBOPSIIETO YeIOBEKa.
AKTHBHOCTH OITPEICISACTCS TOCPEICTBOM OOHApyXeHHs mnay3 B pedd (puc.2) — HX JUIMTEIBHOCTS,
yacToTy. UeM yaile nay3sl — TEM BbILIE€ aKTUBHOCTb PEUH, YEM PEXKE — TEM HUXKE.

Tak, ompeneianB YpOBEHb AKTUBHOCTH PEYM, MOXHO CHAENaTh BBIBOJ O BO3pacTe WIU O
TEMIIEpaMEHTE YeJIOBeKa, a, MPOCIEAMB 3a 3TOM XapaKTEpUCTHUKOM B JUHAMMKE, MOXXHO CKa3aTb 00
OTHOCHUTEJIBHOM COCTOSIHUM 4YeJOBEKa B JAaHHOM CHUTyalMu (HampuMep, B3BOJHOBAHHOCTh WM
BO30YKJIEHHOCTh OOBIYHO COIPOBOXAAIOTCSI IMOBBILIEHUEM AaKTHUBHOCTH pEeYM, a YCTaJOCTh, IUIOXOE
CaMOYYBCTBHE WJIM HEYBEPEHHOCTh — CHIDKEHHEM TakoBoH) [3].

Jlns pacnio3HaBaHUSl aKTUBHOCTH PEUM ayMONOTOK JIENSIT Ha YYacTKU aKTUBHOM peuu U may3. [Ipu
9TOM y4YacTKaMM aKTUBHOW peUd Ha3bIBAIOT T€ MHTEPBAJIBI, IJI€ MPUCYTCTBYET roj0ocoBasi HHPpOpMaLus, a
MHTEPBAJIbl MEXAY 3TUMH YYaCTKaMU Ha3bIBAIOT yYaCTKaMU May3.
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PeueBas PeueBas
AKTUBHOCThH [Tay3a AKTUBHOCThH
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AKTHBHOCTH ITaysa
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[Tay3a

Pué. 2. OCI_II/IJIJIOFpaMMa C BLIHeHeHﬁLIMH y4acTKaMH AKTUBHOMU peyu u nays
Fig. 2. Oscillogram with highlighted areas of active speech and pauses

OcHOBOI#1 JTI000r0 MeTo/Ia OMPEICIICHUs May3 CIYXKHUT JETEKTOp aKTUBHOCTH peun (Voice activity
detector — VAD) — 3710 airoputMm, MpeIHa3sHAYCHHBIA Ui pa3InueHHs] WHTEPBAJIOB aKTUBHON peyd M
nay3 [11]. Yame Bcero BCTpEYarOTCS JETEKTOPHI aKTUBHOCTH PEYH, AITOPUTMBI KOTOPHIX pabOTarOT Ha
OCHOBE aHajH3a SHEPTrUU CUTHANA, OOHAPYKEHHUSI OCHOBHOTO TOHA, CHEKTPAIbHOTO U KEICTPAIbHOTO
aHaJIM3a, U3MEPEHMI Yrcia IepexoI0B Yepe3 Hysb, aHaJIN3€e SHEPTrUuu MOAIMANa30HOB, CTATUCTHYECKOTO
MOJICIIMPOBAHMSI, CTIOIB30BAHUS MOPSIIKOBBIX (puibTpoB 1 T.1. [13, 16, 17].

[TonpoOHOE omucaHKHe B3STOTO 3a OCHOBY JJISl peaju3aliy alrOpuTMa MPUBEACHO B cTaTbe [8].
CyTb ONHMCAaHHOTO AJITOPUTMA CBOAMTCS K JIOKAJIH3AIMU Iay3 METOAOM IU(PPOBOH (HMIBTpanuu B ABYX
CHEKTPaJbHBIX  JIMANa3oHaX, COOTBETCTBYIOIIMX  JIOKAIM3AIMM  MAaKCUMyMOB  DJHEPrHUM s
BOKaJIM30BaHHbIX (Auana3oH uactoT 150-1000 I'm) v mIymMHBIX (MM HEBOKAJM30BAaHHBIX) 3BYKOB
(mmanazon yactot 1500-3500 I') monocoBbIMU (prTbTpaMH, “B3BEIIMBAHUS KPATKOBPEMEHHOMW YHEPTUU
pPEYEeBOro CUrHajia B 3TUX JAMAINa30HaX C MCIOJb30BAHUEM IPAMOYTroiabHOro okHa. CTpykTypHas OJOK-
CXeMa peam30BaHHOr0 aliTOPUTMA MIPe/ICTaBIeHa Ha PUCYHKE 3.

BIIOK Moo coBBIX
duIETPOB
1| AF1=[150; 1000] [ Hpeoopazosarite CUSTUHK nay3
T'nnsbepTa -
8(1t) Hopumposanne bi0oK mpHHATHA
pedeBOro CHIHaIa pelleHHH
| I | IIpeobpasopaHue )
TIAF2 = [1500; 3500] [T Tm1sbepra Ill IL JleTeKTop THIIHHEL

Puc. 3. bnok-cxema anroputma
Fig. 3. The block diagram of the algorithm

Jig peanmuzanuy  BBIOPAaHHOTO aJIropuTMa OBLT HCIOJNB30BaH CIEHUATM3UPOBAHHBIA  S3BIK
NpOrpaMMHpPOBAHMs Ul CHUHTE3a 3ByKa W 00paboTku 3ByKoBbIX curaaioB Csound. Csound —
BBICOKOYPOBHEBBIM KOMIIBIOTEPHBIN SI3bIK TporpammupoBanust [14, 18], korTopswlil sBisercs Kpocc-
1aTGOPMEHHON Cpeloil ¢ OTKPBITBIM HCXOAHBIM KOJIOM, TIOJAJICPKUBAIOIIUN BCE COBPEMEHHBIC
orepaloHHbie cucteMbl. KpoMe Toro, o Moxer paboTats ¢ mardpopmamu Raspberry Pi, BeagleBone u
Arduino. Csound mo3BONSIET CHHTE3MPOBaTh 3BYKHM KaK B PEXHME pEaJbHOTO BPEMEHH, TaK U B
ABTOHOMHOM pEXHMeE, a Takke o0pabaThiBaTh ayJnO B YaCTOTHONM M BpeMeHHO# obmactsax. Csound
oOnagaer 0OJbIION OMOIMOTEKOW WHCTPYMEHTOB Ui CHHTE3a U pabOThl CO 3BYKOM, B TOM YHCIeE
(GUIBTPHI 1 UHCTPYMEHTHI JIJIS CIIEKTPaIbHOU 00pabOTKH ayqOCUTHAJIOB.
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VcxonHblii BXOJHOM pPEYEBOM CHUTHAJI HOPMHUPYETCS Ul BBIDABHUBAHUS I'POMKMX M THUXHUX
Y4aCTKOB C LENbK MCKIIOYEHHsS 3aBUCHUMOCTH pPE3yJbTaTOB OT YPOBHSA BXOJHOIO CHUTHAja.
Hopmanuzanus curHaja BO3MOXHO TOJBKO JJisi YK€ 3alUCaHHBIX (CTAllMOHAPHBIX) WU
J€TEPMUHUPOBAHHBIX (C TOUKH 3PEHUs aMIUIMTYIHBIX XapaKTEPUCTUK) PEUEBBIX CUIHAJIOB. B mpoTHBHOM
Cllydae OIepalys HOPMHPOBAaHUS CHUTHAJA MOXKET OBITh OCYLIECTBIEHAa HAa Yy4YacTKaX OTHOCHUTENIBHO
JIOKaJIbHOI'O0 MaKCUMYM, IIPU 3TOM HEOOXOAUMO YUHUTBIBATH 3aBUCUMOCTh KOHEUHOI'O pe3yibTaTa paboThl
aJIropuTMa.

13 HOpMalIM30BaHHOT'O CUTHAJIA MOJIOCOBBIMH (PUIIBTPAMU BBIJEISAIOTCS JIBa YACTOTHBIX AMANa30HA.
B Csound peanu3oBaH 1m0JI0COBOM (DMIIBTP BTOPOTO IMOPSAKA, KOTOPBIH C MOMOIIBIO ONKOjaa resonr
BeiaersieT nuamna3odsl 150-1000 I'o u 1500-3500 I,

BriienenHbple 4acTOTHBIE TOJOCHI MOCTYHArOT B Oyok mpeoOpaszoBanust ['minsbepra. Ilocnennee
TPaJULMOHHO HCHOJb3YeTCsl JJS BbIIENEHUS aMIUIMTYIHOM OrumOarolel curHaja Ha OCHOBE
KBaJlpaTypHOH napbl curHaios (1):

) = = [ X, (1)

riae S(t) — MCXOAHBII CUTHAI.

Orubaroriieit mapbl CUTHAMIOB {S, §} HAa3bIBAIOT HEOTPHUIIATEIBHYIO QYHKIINIO BpeMeHH (2):

S(®) = |(s2 + )05, @

CurHasnbl OTUOAIONIHX, MTOJYUYESHHBIX JUTS KOKIOW MOJIOCHI, TIOCTYIAIOT Ha BXOJ] PEIIAIoIEero 010Ka,
B KOTOPOM YCTAaHABJIMBAIOTCS MOPOTOBBIC 3HAUYCHHUsI (YPOBHHM) cpabaThIBAHUS VISl ONPEIISIICHHUS HATAYHS
nay3bl B ucxomHom curHaie. [loporoseie 3HaueHuss K1 u K2 B pamkax omnuchiBaeMol pean3aiuu
YCTaHABJIMBAIOTCS SMITUPUYECKH, B TIPOIIECCE MEPBOHAYATIBHON KAIMOPOBKHU pabOTHI ajropuTMa.

Peanm3oBaHHBIN aqrOpUTM JETEKTUPOBAHUS AKTUBHOCTU PEYM MO3BOJISET ONPEIENIATh aKTHBHBIC
YYaCTKH pPEuH, a TAaKXKe CYMTATh KOJMYECTBO Iay3 B 33JaHHOM BPEMEHHOM HMHTepBaje. Vcmonp3oBaHue
Osoka npeoOpazoBanus ['MabOepTa MO3BOIMIO M30€KATh PEaTM3aIMI0 BEIUUCIICHUS SHEPTUU CUTHAJIA B
BBIJICIIEHHBIX YaCTOTHBIX IOJIOCAX, a TAKXKe, 32 CUET MPEUMYIIECTB MpeoOdpa3oBaHus, paboTaTh co caabo
JETEPMUHAPOBAHHBIMU PEUEBBIMU CUTHAIAMHU.

Csound moaaepkuBaeT peakTHpoBaHue (hopMaTa BEIXOIHBIX BEKTOPOB C OJIOKOB CUCTUHKA MAy3 U
JIETEKTOpa THUIIMHBL. DTO TMO3BOJISET HWHTETPUPOBATh PEATM30BAHHBIA aJITOPUTM B  KOMIUICKCHI
NApATMHTBUCTUYECKOTO aHAJIM3a, KOTOphle B TOM YHCIIC MCHOJB3YIOT aITOPUTMbI HCKYCCTBEHHOTO
WHTEJUICKTA JIJII MUHUMU3AIIMY OITHOKH NIPY KATMOPOBKE IMapaMeTpOB PEIIAIOIIETO 0JIOKA.

3AK/TIOYEHUE
B pesynbrare BbimosHEHUs paOOTHI, ObUT pealu30BaH AJTOPUTM JJIsl PACIIO3HABAHUS PpPEUYEeBOMN
aKTUBHOCTH C TIOMOIIBIO aHalM3a JBYX JHAla30HOB 4acTOT M IpeoOpa3oBaHus ['mnbbepra B cpene
Csound. Ha BBIXOJE peayM30BaHHOTO AITOPUTMa MMEETCs JBa BEKTOpa — C OJOKOB CUETYMKA Iay3 M
JETEKTOpa THUIIMHBL. OTO TIO3BOJIIET MHTEIPUPOBATH PEATU30BAHHBIA QJITOPUTM B  KOMILJIEKCHI
MAPAIMHTBUCTUYECKOIO aHAJIW3a, KOTOPHIE B TOM YHUCIE MCHOJB3YIOT AJITOPUTMBI HCKYCCTBEHHOTO
MHTEJUIEKTA /ISl MUHUMM3allU1 OLIHOKY IpU KalTuOpPOBKE MapaMeTpOB PEIIaoLIero 0J1oka.
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AHHOTANUA

B cratpe paccmarpuBaroTcs 0COOEHHOCTH OMOMETPHUYECKON HACHTH(UKAIHNN 10 TOJIOCY IMPH
YCJIOBUU THUXOTO MPOM3HECEHHs MapoibHBIX ¢pa3. buomerpuueckast naeHTHPHUKALUS IO TOIOCY
CYIIECTBEHHO OTJIMYAeTCSd OT CTAaHIAPTHBIX CHCTEM HACHTU(GUKAIMH H CUCTEM KOHTPOIS
yIpaBieHUS AOCTYIIOM, HCIOJNB3YIOIINX CHMBOJIBHBIE MMapoid M Kioud. buomerpuyeckas
uAeHTH(HUKAUA IO TOJOCY MPOW3BOAUTCS MO YHUKAIBHBIM M WHAWBHIYAJTBHBIM IPH3HAKAM
JUYHOCTH W TPAKTUYECKH WCKIIOYaeT BEPOSTHOCTh HECAHKIIMOHMPOBAHHBIX JIEHCTBUH,
CBSI3aHHBIX C MOTEpEl, Kpaxked WK nepenadei napois tpereuM aunam. llupokoe npuMeHeHue
crcTeM OMOMETPUYECKONW MACHTU(HKALIUS TI0 TOJIOCY BIIEUET 32 COOOH MOBBIIIEHHBIH HHTEPEC CO
CTOPOHBI 3JIOYMBINUIEHHUKOB. Hambonee dacTeiMu SBISIOTCS aTakd C MPHMEHEHHEM paHee
MPUMEHSIEMbIX OMOMETPUYECKUX MPU3HAKOB, HANPUMEp, ayIUO03alUCh MapoibHOH (paszsl. s
MUHUMH3AIIA OMUCAHHBIX BHIIIE aTak, MPEIOKEH aallTHPOBAHHBINA K TUXOMY MPOU3HECEHHIO
MapojbHBIX (pa3 METOJ OHOMETPHUYESCKOW HACHTU(HUKAIMU IO TOJOCY, OCHOBAHHBIM Ha
MpUMEHEHWH Merona  obemsaromero  ¢guubrpa. OmmcaHa mporpaMMHAs — peaTH3arus
MpeUIoKeHHOro MeTona — «MHpopMannoHHas cucteMa UASHTH()UKAIUKI JUKTOPOB 110 TOJOCY,
MTO3BOIISAIONIAS TPOBOIUTH OMOMETPHUYECKYIO MACHTU(HHUKAIIUIO 110 TOJOCY TPU YCIOBUH THXOTO
MPOM3HECEHMs] MAPONBHBIX (pa3 Ui MPOTHBOACUCTBHA YTEUKH pEdYeBOil HH(MOpMAIHMU O
aKyCTHYECKUM KaHaJlaM.

KiroueBblie ciioBa: Gnomerprueckasi HISHTH(UKAIMS 110 TOJIOCY, METO]I 00esoero GpuibTpa,
aKyCTHYECKasi pedyeBasi pa3BefiKa.

Jass uutupoBanus: Bacuire P.A. llpumeHenme wmeToma uWACHTH(UKAMK 10 TOJIOCY,
aJaNTHPOBAHHOTO K THXOMY NPOW3HECEHHIO MAPOJBHBIX (pa3 Al MPOTUBOACHCTBUS YTEUKU
peueBoii mHpopmanuu // Haywnslii pesynbrar. MHpopManmoHHble TexHOmoruu. — T.6, Nel,
2021. - C. 20-29. DOI: 10.18413/2518-1092-2021-6-1-0-3

APPLICATION OF THE VOICE IDENTIFICATION METHOD
Vasiliev R.A. ADAPTED TO THE QUIET PRESENCE OF PASSWORD PHRASES
TO COUNTER THE LEAKAGE OF SPEECH INFORMATION

Nizhny Novgorod State University N.I. Lobachevsky,
23 Gagarina Ave., Nizhny Novgorod, 603950, Russia

e-mail: romangamma@mail.ru

Abstract

The article discusses the features of biometric voice identification under the condition of quiet
pronunciation of password phrases. Biometric voice identification differs significantly from
standard identification systems and access control systems using symbolic passwords and keys.
Biometric voice identification is based on unique and individual characteristics of identity and
virtually eliminates the possibility of unauthorized actions associated with loss, theft or transfer of
the password to third parties. The widespread use of biometric voice identification systems entails
increased interest on the part of malefactors. The most frequent are attacks using previously used
biometric features, for example, audio recording of a passphrase. To minimize the attacks
described above, a biometric voice identification method, based on the whitening filter method,
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adapted to the quiet pronunciation of passphrases has been proposed. Described is the software
implementation of the proposed method — "Information system for identifying speakers by voice",
which allows biometric identification by voice, provided that password phrases are quietly uttered
to counteract the leakage of speech information through acoustic channels.

Keywords: biometric voice identification, whitening filter method, acoustic speech intelligence.
For citation: Vasiliev R.A. Application of the voice identification method adapted to the quiet
presence of password phrases to counter the leakage of speech information // Research result.
Information technologies. — T.6, Nel, 2021. — P. 20-29. DOI: 10.18413/2518-1092-2021-6-1-0-3

BBE/IEHUE

B mHacrosmee BpeMs MHOTHE (PUHAHCOBBIE OIEpalud, UWACHTUPHUKAIMSI B  CHUCTEMax
pasrpaHuyeHusi JOCTyIa, 3ampochl KOHGUACHIMATbHOW HHPOpManuu Mo TenedoHy, yIpaBieHHE
pa3IMYHBIMU YCTPOWCTBAMH, OCHOBBIBACTCSI Ha IPUMEHEHUN CHCTEM OMOMETPUYECKON HIeHTH(PUKALUU
no ronocy (BUI) [1, 2].

Cucrempl BUI' Heo0X01MMO MPOEKTUPOBATH TAK, YTOOBI CBECTU K MUHUMYMY aTaKH, CBSI3aHHBIE C
MEpPeXBaTOM aKyCTHYEeCKOW peueBodl wuHpopMmanuu (mapoibHble ¢Gpas3bl), 3TOH TeMe MOCBSIICHO
MHO>KECTBO 3apyOeKHbIX uccienoBanuii [17 — 20].

B naHHO# cTaThe omMcaH alanTUPOBAHHBIM K THXOMY MpouU3HECeHHIO MapoibHbIX (pa3 (TIID)
metron BUI', ocHoBaHHBII Ha mpuMeHeHHH Metojaa obesttomero ¢unbtpa (MO®D), peann3oBaHHEIN B
«udopmanronHoit cucreme uaeHtudukanuu auktopos no ronocy» (MC UAT) [3], nopaboTanHoH st
pelIeHus 3aauy 3aluThl pedeBord WMHQPOpManuu (maposbHble (pas3bl) OT YTEUKHM MO aKyCTUYECKHM
KaHajiam [4].

METO/J OBEJIAOLIETIO ®HUIBTPA
Oo6mast popmynupoBka 3agauu BUI" cBogutes k ToMy, 9To TpedyeTcss OTHECTH BBHIOOPKY U3 peun
nosab3oBarenst X K ogHoMy U3 R > 1 HeonpeienaeHHbIX NOJIb30BaTeNeld WIN OTJACNIBHBIX CJIOB (KJIACCOB)
[5]. KaxaoMy ki1accy COOTBETCTBYIOT 00pasiibl peyr KOHKPETHOTO MOJIh30BaTENs, 00IaAar0nIiue 00mruMu
OpU3HaKaMu, oOpasyromuMu o0pa3 romoca mnoab3oBarens (OITI). Kaxngeiit OI'Tl  oGnanmaer

OIIpEIETICHHBIM Ha0OPOM YCTOMYMBBIX NMpHU3HAKOB P, r=1,R B nanHoMm ciyuae pemenue 3agaun BUT

CBOAUTCA K YCTAHOBJICHUIO COOTHOIICHUA

Py =P, V<R 1)

MEXy HaOOpOM MPHU3HAKOM Mosb3oBaTels X u oqauM u3 OI'TI B 6a3e roocoBbIX JTaHHBIX.
[Mpome Bcero mocraBiieHHAs 3ajada pelIacTcs B MapaMeTPUYECKOM BapHaHTE, KOrjga Kaaoe
pacmpenenenue P, r=1R, Oepercs M3 HEKOTOPOro MapaMeTpHdecKoro cemeiictsa. Hampmmep, 310

MOJKET OBITh CEMEHCTBO N-MEPHBIX HOPMAIIBHBIX (IayCCOBCKUX) 3aKOHOB P =N (K, ), ONpEACICHHBIX Ha
MHOJKECTBE JOIMYCTUMBIX 3HAUCHHII BCeX dJEMEHTOB (NxN) — MaTPUIBl aBTOKOBapHamuii K , r=1,R (B

JAHHOM cIlydyae TMpEeNIoiaraercs, 4YTro BCE HCIOJb3YEMbIE CUTHAIbl 3apaHee LIEHTPUPOBAHbI).
Boccranosnenne 3akona N(K,) mo obOywaromeil BeIOOpke X, CBOIMTCS K DJIEMEHTApHOW INpoIEaype
CTaTHUCTUYECKOTO OIEHUBAHUS €r0 HEM3BECTHOW aBTOKOBapuanmoHHoi Matpuilsl (AKM) no ¢popmyne

K, =EIZ:11X| X (2)

(1))

rac L — yuciao He3aBHCHUMBIX 06pasu03 peun B mpeacnax r-ro pacupenciacHus Pr a MHACKCOM T

—(r)

0003HaueHa orepanus TpaHCIIOHUPOBAHUA BEKTOPOB X, —N — BCKTOp-CTOJ’IGCL{ C KOOpAHUHATaMHU 13 R" )

3agaua (1) mocie storo ¢GopmynHupyercsi Kak MpoBepka R MPOCTBIX TMIIOTE3 O HEU3BECTHOM 3aKOHE
pacrnpeneneHus:

H,:P, =N(K,), relR (3)
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DTO0 cTaHgapTHas 3aJa4a CTaTUCTHYECKON Kiaccudukanuu. Ee pemnieHne 0ObIMHO OCHOBBIBACTCS
Ha KPUTEPUH MAaKCHUMAaJIbHOTO MpaBaonoaoous. [IpuMeHuTensHO K Hallei MO PEUYEBbIX CUTHAJIOB B
BUJie L He3aBUCUMBIX OTpPE3KOB (MAacCHMBOB), JUIMHOW N OTCUETOB KaXK[bl, Takas 3ajada MOAPOOHO
paccMmarpuBanachk B pabore [6]. bbuio mokasaHo, YTO ONTUMAIbHBIA ANTOPUTM MPUHATHS PEUICHUS IO

- R—
BoIOOpKe X ={X},| =1L, ocHOBBIBaeTCS Ha 1OCTATOYHOM CTaTUCTUKE OOIIEro BUAA

Z.(X)=tr[K, K, T+ h|K,|, r=L1R @)
rae K, — Bbibopounas ouenka AKM Habmonenuil o ¢popmyie (2); cumponamu tr () u | | 0003HaueHbI
COOTBETCTBEHHO CJIC/I M OIPEACIUTENb KBaapaTHbIX (NxN) — MaTpwuil. PereHre NpUHUMAETCS B MMOJIb3Y
runotessl H, u3 (1), ecau cooTBeTCTBYIOIAs €i V-1 CTaTUCTUKA (4) IPUHUMAET MUHUMAIIbHOE 3HaYCHUE
u3 R ee paccmaTpuBaeMbIX aJbTEPHATHUB.

VYka3aHHBIN aITOPUTM B ACHMIITOTMUECKOM BapHaHTe (IIpU N —> c0) sl HECUHTYJISIPHOIO CiIyvas,
xorzma lim | Kr| # 0, MOXeT OBITh Tepernucan ciaexyonmM oopasom [7]:

2
A,(X):LZX)HME, r=1,
Or (5a)

af(X)=tZE:[y,“)(X)]2

->T -
Y (X) =2, x (56)
E;r :GrzKr’lF

-T - -1
o? =[r Krlf}

N
rae I'=col (1,0,...,0) — N-BEKTOp-CTONOEL, COCTABICHHBI M3 HYJIEW, 32 HMCKIIOYEHUEM EIUHULBI Ha
nepBoﬁ IIO3UIINN. PGHIGHI/Ie 31ECh HpI/IHI/IMaeTCH B HOJII)SY THUIIOTE3bI Hv HpI/I YCJIOBI/II/I MHUHHUMH3aIINU

B3BEIIEHHOM ¢ kKodhduimentom 1/ o’ u cmemennoii Ha In o? BenuunHEI BRIGOpOUHOH mucnepcu o2 (X )

OTKJIMKA Ha cUrHail X gekoppenaropa V-ro kaHana (56). CTpyKTypa Takoro JeKOppeisTopa OJHO3HAYHO

OTpezeNsieTcss BEKTOpPOM Ko3(ppuIMeHToB JnHenHHoW aBToperpeccuu (AP-koadduinenTon) gv,v <R.
Ot1o crangaptHas popmynupoBka MO® B 3amayax pacrno3HaBaHusi o0pa3os [8].

I'maBHast uzies MeTo/la COCTOMT B CYLIECTBEHHOM (B JIECATKH pa3) PeAYKLUHN WM CKATUHM JaHHBIX
3a CYET TOro, YTO B 0a3e aNPUOPHBIX IAHHBIX XPAHATCA HE CaMHM OTpe3Ku peur jmuHoi nL=10°..10°
OTCYETOB KaXJbli, a UX 00pa3bl B BUJE Habopa u3 R BekTopoB AP-KO3(pGUIMEHTOB (MX TaKXe 4acTo
Ha3bIBalOT KO3 duurenTamu nuHeitHoro npeackasanus — KJIIT), pasmeprocts koTopbix M =10...30 < nL
B PpEalbHBIX YCIOBHUSAX OIPAaHMYMBAETCS KOHEYHOW CTENEHBIO CJIOXHOCTH CIIEKTPAJIbHOIO COCTaBa
yesioBe4YecKoro rojoca. [IpuueM B oTiIn4Me OT U3BECTHBIX AJITOPUTMOB aBTOMATHUECKOTO PACTIO3HABAHUS
peun Ha ocHoe KJIII [9] B paccmarpuBaemom MO® npuMeHseTcss TpPUHIUIIAAIBHO UHON KPUTEPUN IS
OLICHUBAHMSI PACCOTJIACOBAHUS MEX/1Y Pa3JINYHBIMU PEUEBBIMU 00pa3aMu, YXOJAIINI CBOUMHU KOPHIMH B
TEOPETUKO-MH(OPMAITMOHHBIN TOAX0 U HHPopMannoHHYI0 MeTpuky Kynsbaka-JleitGnepa [10].

IIPOTPAMMA 3KCIIEPHMEHTAIbHBIX HCCIIEJOBAHUH
Jns  SKCIIepUMEHTAJIbHBIX HCCIEOBaHMM Oblla HCIONIb30BaHA paHee paszpaboTaHHas U
nposepennas UC WA [11, 12, 13, 14], amantupoBanHas k TII® mocpenctBom AOpabOTKH MOy
PEryJIupoBKH 4yBCTBUTEIHHOCTH K YPOBHIO PEUEBOr0 CHTHasa Mojib3oBarens (nukropa) X. ['maBHOEe OKHO
NC UAT npeacraBneHo Ha pucyHke 1.
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9KCHepI/IMeHTaJ'ILHLIC HCCIICAOBAHUA, COCTOAIIMUC U3 TPECX 3TAIIOB, IIPCACTABIICHLI B Ta6J'II/IHe 1.

Tabmuna 1
Drtansl SKCIICPUMCHTAIIBHBIX I/ICCJ'ICILOBaHI/Iﬁ
Table 1
Experimental research stages
Howmep
JKCIIe- Ilens sxcriepumenTa 3aaum SKCIepUMEHTa
PUMEHTa

1 BrisiBneHHE 3TaTOHHOTO YPOBHS 3anuce B b/ 3TanoHHOr0 ypoBHsI cUrHajia sl AaJlbHEUIINX
CHUrHajia pequoﬁ I/IIIGHTI/I(pI/IKaHI/II/I SKCIICPUMEHTOB, BBIABJIICHUC CPCAHETO, HU3KOI'O X BBICOKOI'O
MOJIB30BATEIS TI0 TOJIOCY, aHAIIN3 YPOBHS CHTHaJIa JUIsl TOJIOCOBON MIEHTU()UKALIH,
HEIOCTAaTKOB U NMPEUMYIIECTB orpeJiesIeHNe ONTUMAJILHOTO YPOBHS CUTHAJA JIs
CUTHAJIOB Pa3HOTO YPOBHS B CHCTEME | TOJIOCOBOM MICHTHU(UKAIINN, OCHOBBIBASICH Ha
TOJIOCOBOM I/I,Z[eHTI/I(i)I/IKaHI/H/I. MpEeUMYIICCTBAX U HEAOCTATKaxX pa3jIMdIHOIO YPpOBHA

CUTHAJIA.

2 Omnpenenuts BEpOSTHOCTD Onpenesnenne BEpOSTHOCTH NPAaBIIIBHON MIEHTU(UKALMN
MPaBUIIBHOW UIEHTHOUKAIIH TpeX MOJIb30BaTeNeH 10 rojIocy NP YCIOBUU pa3ieeHus
MOJIH30BATEIICH T10 TOJIOCY. ypoBHsI curHaia Ha 3 uaTepBana (1o 451b, ot 45-701b,

bomee 701b)

3 Omnpenenenre OKTaBHBIX OnpenenuTts Ha3HAUEHUE 00BEKTa KOHTPOJIS, BBIOPAThH

KO3 UITUCHTOB 3BYKOM30JISAINH B
THUTIOBOM TIOMEIICHHH, OTPE/IEIUTh
BBITIOTHSIFOTCSI T HOPMBI
3aIIMIIEHHOCTH B JaHHOM
TTOMETICHUH IS pabOTHI C

KOH(UACHIIMATBHON HH(DOpMaInei.

TpeOyeMbIii YPOBEHbB 3aIUThI OT YTEUKH PEUCBOM
MHGOPMAITUH 110 aKYCTHYeCKUM KaHanaMm. OnpeseneHue
KOHTPOJIMPYEMOH 30HBL, ONPEAEICHUE CMEKHBIX
MOMEILIEHUI ¥ OrpaXkAarolnX KOHCTPYKIIUi, ONpeIeJIieHrue
KOHTPOJIbHBIX TOUYEK JIJI 3aMepa YPOBHS aKyCTUYECKOTO
curHana (uryma). [IpoBepuTh — BEIIOTHSIOTCS JTU HOPMBI
3aIUIIEHHOCTH

B mepBoM 3kcmepumeHTe, ISl BBISIBICHHS 3TaJOHHOTO YpOBHS curHaiza UC miis peuyeBoit
UICHTU(UKAIIMY TI0JIH30BATEINS, POBEIECHO 9 OMBITOB C pa3lNU4YHBIM ypoBHeM curHaia (ot 35 nb no 84
nb). B mporiecce OnMbITOB YpOBHH CHUTHaJIOB pa3OMTHl Ha 3 rpymmbl: Beicokne (Uc~78-881b), cpennue
(Uc~58-651b) u auskue (Uc~35-401b).

[IpoBeneH aHain3 KaXJ0i W3 TPYNN CUTHAJIOB U ONpEJesieHa BEPOATHOCTh HACHTU(UKALUU
M0JIB30BAaTeNs 10 rojocy (Tabiuua 2).
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Tabnuna 2
BeposiTHOCTD MaAeHTH(UKALMH TIOIB30BATENS 110 TOJIOCY
Table 2
Probability of user identification by voice
YpoBeHb curHaia Beposrrocts BriBog
uieHTU(DUKAIINN
Unentudukanus B 90% NpoXoAUT YCIEUIHO, HO
Uc~78-881b Bboinee 90% BEPOSITHOCTh YTEUKH MH(OpMALMU IO aKyCTHUECKOMY
KaHaJIy BBICOKasl.
Unentudukanus B 601ee70% MpOXOAUT yCIICITHO,
Uc~58-651b Bonee 70% BEPOSITHOCTh YTEUKH MH(POpMAIMU IO aKyCTHYECKOMY
KaHaJly B IpeAeIax HOPMbI
WnenTudukanus NpoXoAUT HE YCIELIHO, BEPOSTHOCTD
Uc~35-40nb Menee 50% YTEeUKH HHPOPMALIUH 110 aKyCTUYECKOMY KaHaTy
HUYTOXHO MaJa.

Ha pucynke 2 nokaszana ycnemsas uaeHtudukanus no ronocy B MC /T

u Waentudmnkauma guktopos no ronocy - X

CurHan  Bwg

CermeHTipoBaHmne

— Macwrab Bocnp ol
+ - Bee
BuigenexHoe
— Hasurauna
Oro
8 9 10 1 12 13 14 VgeHT B
Bpems, c
Honc T T
A o Ue, a6 Crapt E Crapt
Yucno BbigENEHHLX GoHem 789
AurTop
YWcno onosHAHHbIX GOHEM 789 = HocTyn pazpeweH!
55 Heanos
Yucno oTOPOWEHHLIX BoHeM o
Yucno dioHem guETopa 48T

Puc. 2. Ycenemnas naentudukanus mo rojgocy npu Uc=651b
Fig. 2. Successful identification by voice at Uc = 65dB

Jlanee, Ha pHCyHKe 3 TpeJCTaBleH Cly4ail ¢ HeycHelHOW uaeHtudukanuei no ronocy B UC
nar.
u MaeHTndrkauna AKTopoE no ronocy - x

Curdan  Bug  CermenTwposaHue

— Macwrad Bocnpouseegerue
+ Bee
— HaBurauns
Okno
— KaeHT B
Bpema, c
MopcueT g Ue, 4B Crapr i crapr
Y4Cno BbigeneHHbIX GoHeM 759
Aukrop
YMCNO ONO3HAHHLIX HOHEM 325 40 00BEKT AOCTYNA HE
HE Dnpenened onpenenet
Yucno oTOpoweHHbX GoHem 0
Yucno dionem gnkTopa ,D

Puc. 3. Heycnieninas uiaentudukanus no roiocy npu Uc=401b
Fig. 3. Unsuccessful identification by voice at Uc = 40dB
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BbIBO/IBI 110 IEPBOMY SKCHIEPUMEHTY:

e OrmpezeneH ypoBeHb dTAIOHHOTO CUTHANIA pedeBoi uneHtudukanun Uc=601b;

e CurHanbel ot 35-40ab Bocnpunumatrorcss MC NI ropazno Xyxe, B CBS3U C Y€M MPOLECHT
YCIEIIHOM  TOJOCOBOM  HMACHTU(PUKAIMM  OYEHb  MAJEHBKHH, HO TMPEUMYILECTBOM  THUXOIO
BOCTIPOM3BE/ICHUS MAPOJIbHBIX (hpa3 SBISETCS OTCYTCTBUE aKyCTHUECKOTO KaHala YTeUKH WH(popManuu;

e CurHanel ot 58-651b C UJII" BoctipuHUMaeT ropasio Jiydlle, HexXelnu curHaiibl ot 35-401b,
U KaK CJeICTBUE, MPOLEHT YCIeUIHOW HIeHTHU(UKAUU Bbllle u jaocturaer Ooiee 70%, omHako
BEPOSATHOCTh YTEUYKH PeueBON WMH(MOpMAIMK BO3pPACTACT M HEOOXOIMMO IMPOBOIUTH JOMOJHUTEIBHYIO
OLICHKY 3alUIIEHHOCTH 10 aKyCTUYECKUM KaHaJIaM.

e Curnaiusl ot 78-88 n1b UC NJII" BocnpuHUMAET JIydllle, YeM CUTHAJIBI JBYX APYTUX IpyMIl, U
MPOLEHT YCIEUHOW HAEHTU(UKALUU MOJb30BaTeNsl 1o rojocy gocruraer 6onee 90%. Hecmorps Ha
BBICOKHIA MPOIICHT yCIENTHONW UACHTU(DUKAIMH, ITOW TPYIINEe CUTHAJIOB MPUCYIA BBICOKAs BEPOSITHOCTH
YTeUKU peueBoil HHPOPMAIUH 110 aKyCTUYECKUM KaHajaM.

Bo BTOpoM »JKcmepuMeHTe OIpeAeNieHa BEPOATHOCTh NPABWILHOW WACHTU(UKAIMHA TPEX
nonb3oBareneit (MBanos, [lerpos, CupopoB) Mo rojocy mpu yCIOBUH pa3/ieleHHs] YPOBHS CUTHAA s
KaXJI0T0 U3 MOJIb30BaTese Ha 3 uHTepBaia: 10 4516, ot 45-7010, 6onee 70 ab (Tabnuma 3).

Tabmuma 3
BeposTHOCTD paBUIIbHON HASHTU(GHUKAIIMN TPEX TOJIB30BaTENeH
Table 3
Probability of correct identification of three users

Uc~6omnee 70nb
®UO | Uclab | Uc2aB | Ucdab | Ucdnb | Ucpap | AeHTauKanus npoma
YCIEIIHO
P1 P2 P3 P4
HBanoB 80 83 90 86 84,75 Ja Ja Ja Ja
[letpoB 90 85 93 98 915 Ja Ja Ja Ja
Cunopos 88 82 84 79 83,25 Ha Ja Ha Ja
Uc~45-701b
OUO Ucl,nb Uc2,1b Uc3,1b Uc4,1b Ucp,nb Wnentndukanus npouuia
YCIENTHO
HBanos 61 65 63 58 61,75 Ha Ja Ja Ha
[Tetpos 68 70 69 65 68 Ha Ha Ja Ha
Cunopos 48 52 46 49 48,75 Her | Jla | Her | /[la
Uc~mo 45716
[0)5(0) Ucl,nb Uc2,1b Uc3,1b Uc4,1b Ucp,nb Unentuduxanms mporuia
YCIEIIHO
HNBanos 43 45 40 42 42 5 Her | Her | Her | Her
[lerpos 44 38 42 41 41,25 Her | Her | Her | Her
Cunopos 40 38 35 37 37,5 Her | Her | Her | Her

PaccmoTpuM Kakaplii U3 TpexX Iuana3oHOB OTAENTbHO. AHamu3upys 1-ii nmuamason (Uc~06oree
70nb), MOXHO CKa3zaTh, YTO HACHTU(UKAIMS TOIH30BaTENCN MO TOJIOCY MPOXOAUT BO BCEX CIydasx
ycnemHo. CpenHuil ypoBeHb CHUTHANa Uil mojbk3oBarens MBaHoB paseH 84,75 nb, mnentudukamms
MPOXOAMUT YCHEMIHO BO Bcex ombiTax. CpeaHuil ypoBeHb curHaia ajisi noiws3oBatens [lerpos 91,5 ab,
UAeHTU(UKAIUS TPOXOJUT YCIENTHO BO BceX ombiTax. M HakoHen, mois3oBarelb CHIOpPOB HMEET
CpenHui ypoBeHb rojiocoBoro currana 83,25 nb, ans kotoporo uaeHTUGUKALKS 110 BCEX OMBITAX TaKXKe
MIPOXOUT YCIEITHO.

[IpoBoas ananuz 2-ro nuamnaszona (Uc~ 45-70 nb) cpeaHuii ypoBeHb CUTHAA IS MOJIb30BATENs
HBanoB pasen 61,75 nb, nnentuduxamus B 4-x ompiTax ycmenrHo 3aBepiieHa. [lomp3oBatens [letpos
UMeeT ypoBeHb curHana 68 nb, cooTBeTCTBEHHO HASHTU(HUKAIMS BO BCEX OMbBITaX MPOIUIA yCrenrHo. Yto
Kacaetcst mois3oBarens CuaopoBa, TO €ro CpeIHUN YpOBEHb CHTHana coctaBisieT 48,75 nb, m kak
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CIIEZICTBHE, M3 YETHIPEX SKCIEPUMEHTOB — B JBYX HJACHTH(HKAIMA MPOXOAUT YCIEHIHO, B JABYX
Iporpamma He MOKET Pacro3HaTh roJioc.

PaccmatpuBas 3-it amanason (Uc~mo 45 nb) nnsg Tpex Noiab30BaTellell CUCTEMBI, YPOBEHD
TOJIOCOBOTO CUTHAJIA KaXKAO0ro U3 HUX mpudnusutensHo paseH 40 n1b. BeposTHOCTh naeHTUPUKAIIIY AJIs
I10JIb30BATENEH ¢ TAKUM HU3KMM YPOBHEM CUTHAJa CTPEMUTHCS K HYIIIO.

BbIBOZBI KO BTOPOMY 3KCIIEPUMEHTY:

e BpiOpaB B 1-M omnbiTe STaloHHBIA YypoBeHb curHana Usc=60 b, ompeneneHo, 4To
UICHTU(HUKAIMS TT0JIH30BATENS 110 TOJI0CY MPOXOIUT TOIBKO TOTJa, KOTAa YPOBEHb OJIOCOBOTO CHUTHAA
nojp3oBaTeias Uc>49 nb;

e VYposenb curnana 6oinee 70 1b Bo Bcex ombITax mporiena uASHTU(UKALUIO, HO BEPOSTHOCTD
yTE€UYKH MH(OPMAINH 110 aKyCTUYECKHM KaHalaM BO3pacTaeT ¢ yBenndenuem Uc;

e OnruMaibHBIM YPOBHEM CHUTHANA JUIsl YCHEIIHON MASHTU(UKAIIMY [T0JIB30BATENS 10 T'OJI0CY B
NC AT sasercs Uc=501b-601b;

B coorBercTBUM ¢ METOOMKON OLIEHKH [15], B TperbeM 3KcIepHMMEHTe IIPOBEIEHA OLICHKA
3alMIIEHHOCTH peueBoi mHpopManuu (maposibHbie (pa3bl) OT YTEUKH MO aKyCTUYECKUM KaHajaaMm B
tunoBoM oducHoMm mnomerieHnu (TOII) ¢ mOMOIIBIO CHCTEMBI OLEHKH 3allUIIEHHOCTH BBIIEICHHBIX
nomemnieHuit mo BuOpoakyctuueckomy kananmy «IEIIOT» (Ceptuduxkar DCTIK Ne643 ot
05.07.2002r.).

I'panuneit kontponupyemoit 30Hbl TOII sBnsitoTcs HapykHble U BHyTpeHHHe ctensl TOII, a
TaK)Ke MePEKPHITHE M0JIa U IOTOJIKA.

B pesynbrare aHanmu3a BO3MOXKHBIX KaHAJOB YTEUYKH pPEUYEBOM HH(POpPMAIMH, HHKEHEPHO-
CTPOUTENIbHBIX M OpPraHU3alMOHHO-PEXUMHBIX Mep, npumensembix B TOII, mpousBenen pacuer
3HAYEHHH OKTAaBHBIX KO3(D(HUIMEHTOB 3BYKOU3OJSIMK OrPAKAAIONINX KOHCTPYKIMHA Qi B BBIOpAHHBIX
KoHTposbHbIX Toukax (KT), npeacraBnennslil B Tabnuie 4.

Tabnuna 4
Ouenka 3amuieHHocty TOIT
Table 4
Top security assessment
YpoBeHb .
N PacueTHbIit
W3mepenHbIi M3MEpPEHHOTO
YPOBEHD OkTaBHBIC
YPOBEHb CyMMapHOI'0
M3MEpPEHHOTO YpOBHU
aKyCTHYECKOTO aKyCTHUYECKOTO
Howmep aKyCTHUYECKOTO 3BYKOM3OJISIIUH
. | (BHOpannoHHOTO) | (BHOPAIIMOHHOTO) Brmmonx
OKTaBHOM (BuOpamoHHoro) | (BUOPOU3OISAIINN)
nryma B CUTHaJa " N eHIHe
MTOJIOCHI N CUTHaJa B B KOHTPOJIBHO
. KOHTPOJIbHOH aKyCTHUYECKOTO . HOPM
i KOHTPOJIBHOM TOYKE
TOYKE (BuOparmoHHOrO0) .
: . TOYKE Qi (Gi),
Luri (Vimi), myma B KT . .
. Lc2i (Vc2i), nb
nb L(c+m)i o

(V(c+m)i), nb

KonTponbHas Touka Nel —

cTeHa ¢ ABepHbIM npoemoM Mexy TOII u kopunopom (cMexHbIe

TTOMEITICHMS )
1 59,90 62,20 -1,70 90,20 Bem.
2 60,30 64,30 2,00 87,40 Bem.
3 61,40 65,701 2,30 91,20 Beim.
4 62,80 66,90 2,10 90,50 Beim.
5 60,70 64,70 2,00 89,70 Bem.
KonTponprasg Touka Ne2 — crena mexxay TOII u rapaepoOoM  (cMexHBIE TOMEIIEHHU)
1 38,70 45,20 5,50 83,10 Bem.
2 37,60 44,90 6,30 82,60 Beim.
3 35,50 39,60 2,10 90,30 Beim.
4 32,30 37,80 3,50 88,10 Bem.
5 30,40 39,40 8,00 82,70 Bem.
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KonTtponpaas Touka Ne3 — crena mexy TOII u necTHUYHO#M KIeTKOH  (CMEKHBIE TOMEIICHHUS)
1 53,10 66,70 13,60 76,60 Bem.
2 65,20 67,20 -2,00 123,30 Beim.
3 56,30 65,30 8,00 85,40 Beim.
4 57,20 68,20 11,00 83,20 Bem.
5 54,90 70,30 15,40 75,90 Bem.

KonTponbaas Touka Ne4 — okao 1 (ynuna)
1 60,80 69,40 9,1 82,80 Beim.
2 62,50 71,50 10,25 83,80 Brim.
3 71,80 82,50 13,52 93,80 Bemm.
4 65,10 79,60 16,45 88,30 Bem.
5 69,80 85,40 11,5 85,00 Beim.
Kontponbnas Touka Ne5 — okHo 2 (ynuia)
1 61,50 71,50 9,00 83,30 Brim.
2 64,40 75,80 11,40 83,10 Bemm.
3 63,60 79,00 15,40 75,90 Bem.
4 69,70 82,90 13,20 82,30 Beim.
5 79,40 90,30 10,90 80,30 Beim.
KonTponbHas Touka Ne6 — moBai (IIOKOIBHEIHN 3Tax) (CMEXXHBIE TOMEIEHIS)
1 34,80 49,10 14,30 74,00 Bem.
2 42,30 51,80 8,50 80,70 Bem.
3 38,70 46,10 6,40 86,60 Beim.
4 34,40 41,00 5,60 86,40 Beim.
5 32,80 50,00 17,20 73,90 Berim.
KonTponpHas Touka Ne7 — momererne 2-To 3Taxa (CMeXHbBIE IOMETISHHUS)
1 38,60 49,40 10,80 78,10 Bem.
2 46,90 51,60 2,70 86,80 Beim.
3 43,00 45,30 -1,70 95,10 Beim.
4 38,70 40,20 -5,50 97,60 Bem.
5 38,20 50,20 12,00 80,70 Bem.

Bb1BOA 110 TpEThEMY IKCIIEPUMEHTY:

B pesynpraTe MpOBENEHHBIX U3MEPEHHHM M pacdyeTOB YCTaHOBJIEHO, YTO IPU YPOBHE CHTHala B
601b 3HaueHNs OKTaBHBIX KO3()PUIMEHTOB 3BYKOU3OSAIMH OTPAKAAIOIINX KOHCTPYKIIUNA U MHKEHEPHO-
TEXHUUYECKUX CHCTEM BO BCEX KOHTPOJBHBIX TOYKAX COOTBETCTBYIOT HOPMATHUBHBIM 3HAYEHHSM, YTO
oOecneunBaet 3amumEHHOCTh AaHHOTrO TOII oT yreukn peueBoil KOHQHUAEHINATLHON UH(POPMALIUU TIO
aKyCTHYECKOMY KaHally.

3AK/TIOYEHUE
B Hacrosimiedt cratbe paccMoTpeHbl ocobeHHocth BUIT mpu  ycnoBum TII®D, BbIsBIEH
ONTUMAaNBHBIA ypoBeHb curHana Uc~60nb ans amantaumu meroma uaeHtuduxammu B8 UC UL, uto
ITO3BOJIMJIO MOJYYNUTh BBICOKYIO BEPOSATHOCTH NpaBuibHON BUI', mo cpaBHeHuto ¢ apyrum merogoM bUI
[16]. C yueToM 5TaJOHHOI'O YpPOBHS CHTHala OBUIM CAETaHbl 3aMepbl OKTAaBHBIX KOd(PQHIMEHTax
3Bykomsossiuu ans TOII, u ycranoBneHo, yTo mpu ypoBHe curHanma Uc~60nb yreuku peueBoii
UH(OPMALIUH 110 aKyCTHYECKUM KaHajlaM He IIPOUCXOINT.
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Abstract

In work results of computer modeling of parameters of an electron shell of atom such as orbital
radiuses and constants of shielding are presented. It is shown that for atoms with completely filled
electronic subshells, the dependence of the orbital radii from the nuclear charge (atomic number)
can be described by application of a computing experiment, and to consider the received
equations as a basis for extrapolation of data on orbital radiuses on all range of atomic numbers of
elements what gives the chance of creation of the full scheme of dependence of orbital radii on
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AHHOTAUA

B pabore mpejacraBieHbl pe3yibTaThl KOMIBIOTEPHOTO  MOJICITUPOBAHUS  MApaMETPOB
AIIEKTPOHHOM 000JOYKH aToMa TakhX Kak OpOMTalbHBIC PaJnyChl M KOHCTAHTBI SKPAHUPOBAHHS.
[lokazaHo, 4TO IyI1 aTOMOB C MOJHOCTHIO 3aIOJIHEHHBIMH 3JIEKTPOHHBIMH IOZ000JIOUKAMH,
3aBHCHUMOCTHh OpPOWUTANBHBIX PaJWycoOB OT 3apsjaa sapa (aTOMHOTO HOMEpa) MOKHO OIMCaTh
MyTeM MPUMEHEHHST BEIYUCIUTEIBHOTO SKCIIEPUMEHTA, a MOJyYeHHbIe yPaBHEHUS pacCMaTpUBATh
KaK OCHOBY JIJIs SKCTPANOJIALMHI JAaHHBIX 110 OPOUTAIBHBIM PaglycaM Ha BECh JUANa30H aTOMHBIX
HOMEPOB 3JIEMEHTOB, YTO Ja€T BO3MOXKHOCTb IIOCTPOEHHS IOJIHOM CXEeMbl 3aBUCHUMOCTU
OpOUTANTEHBIX PAJIYCOB OT 3apsA0BOTO YHCIIA S/Ipa U pacueTa CpeJHero pazMepa aToMa.
KiroueBble ci1oBa: aTtoM; 3JIEKTPOHHAS I0A000JI0YKa; OpOMTAIBHBIA paanyc; 3apsn sapa;
KOHCTaHTa 9KPaHUPOBAHUSI.

Jdns umurupoBanmsi: Murans JI.B., boumapes B.I'., bonmapesa T.II. KommnberoTepHoe
MOJISJIMPOBAaHHE TIApaMeTPOB O3JEKTPOHHOW oOonoukn aroma // HaydHblii pesylnbTar.
Wndopmanmonnsie rexnonorun. — T.6, Nel, 2021. — C. 30-39. DOI: 10.18413/2518-1092-2021-
6-1-0-4

INTRODUCTION
The achievements of recent years in the field of quantum physics make it possible to determine
with sufficient accuracy the parameters of the electron shells of atoms, such as the orbital radius, the size
of the atom, the screening constant, as well as the energy characteristics of atoms [1-4]. The concept of
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the orbital radius is the quantum-mechanical distance calculated from the nucleus to the corresponding
main maximum of the radial distribution function of the electron density for the ground state of the atom
[2]. Initial information about the values of atomic radii was obtained experimentally by studying the
spectral lines of chemical elements [3]. So, when determining atomic radii Pauling [5] suggested that the
radius of the atom depends on the most probable distance between the nucleus and the outer electrons and
is inversely proportional to the effective charge of the nucleus. Later, Slater [6] constructed his system of
atomic radii based on experimental data on interatomic distances with subsequent correction of the results
obtained by quantum mechanical calculations. On the basis of qualitative considerations, it can be shown
that the size of an atom should depend on the charge of the nucleus and the number of electron shells (the
principal quantum number of the outer electrons). However, the difficulties of theoretical interpretation of
the properties of many-electron atoms led to the need to replace such atoms with a hydrogen-like system
consisting of a nucleus surrounded by internal electrons and having one external electron. The form of
this dependence, with respect to the orbital radius rom, for multielectron atoms is reflected in the formula
[7]

aon2 )

Torb = Krz _S ’

where K; is the proportionality coefficient; a, is the radius of the hydrogen atom; n is the principal
quantum number; Z is the nuclear charge; S is the constant of shielding.

The proportionality coefficient K; is usually expressed here in the form

3 I(I1+1)
) 2n? "’
where | is the orbital quantum number.

In 1964, Weber and Cromer [8] calculated the orbital radii of the outer electrons of atoms from the
wave functions in the Hartree-Fock-Slater self-consistent field approximation with the Dirac relativistic
correction. We also note that subsequently, also with the help of quantum mechanical calculations, Boyd's
orbital radii were determined [9], but their values for many elements are almost twice the data of Slater
and Weber-Cromer.

Another of the parameters of the electronic structure of an atom is the constant of shielding S. The
concept of constant of shielding is a generally accepted method for evaluating the electronic interaction in
many-electron atoms. By definition, S is a quantity that compensates for the effect of a part of the nuclear
charge on the selected electron due to the presence of previously filled electron shells, and in the study of
some properties of the atom and electrons of the unfilled subshell, which can also participate in screening.

Since, as mentioned earlier, different electrons of an atom play different roles in different atomic
properties, the screening constants will differ slightly depending on how they are determined. Slater [10]
formulated a number of rules of thumb for computing S to give good approximations to atomic orbitals of
this type. J. Slater's rules, based on a comparison of theoretical and experimental data, determine the
procedure for calculating the effective charge of the nucleus of a free atom. These rules were later refined
by a number of authors [11]. At the same time, the calculated results are still incomplete today, which
requires a more in-depth consideration by using additional methods for processing known data.
Approximate correlations between the values of the considered parameters of the atom make it possible to
extrapolate their values to the entire range of atomic numbers [12]. One of these methods is statistical
analysis. Applying this approach, we can carry out inter- and extrapolation, taking as a basis the known
values of the orbital radii of the closed ones, i.e. completely filled electron shells of atoms.

This paper presents the results of modeling the parameters of the electron shell of free neutral
atoms. Here, applying a slightly transformed formula (1) to estimate the orbital radius of a many-electron
atom, based on the obtained regression equations, followed by an estimate of the extrapolated values of
the orbital radii of completely filled subshells of atoms. The main goal of this work is to construct a
diagram of the dependence of the orbital radius on the charge number of the nucleus, which makes it
possible to trace the dynamics of the change in the size of the subshells of the atom with an increase in the
charge of the nucleus.

(1a)
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1. MODELING
First, let us pay attention to the screening constant, which retains its value within a separate
subshell. For the same reason, we will restrict ourselves to considering only closed subshells. Expression
(1) includes two calculated parameters: the proportionality coefficient K, and the screening constant.
Taking as a basis the known datasets on orbital radii [8], it is possible to carry out computer simulation,
using the methods of statistical analysis, the linearized equation Z = f(a,/rom), in order to estimate the
selected parameters for each of the subshells of the electronic structure of the atom

Z= Kr nZ (aﬂ/rorb) +S5, (2)

where K, and S act as constants for each individual electron subshell of the atom. Note that the principal
quantum number n included in the equation is also constant within an individual electron subshell.

Based on the above mentioned assumptions, let us formulate the task set. Let there be a set of data
on orbital radii, including their values for closed electron subshells, limited by the possibilities of
calculating numerical values for each of the subshells under consideration. It is required to determine the
constants included in Eq. (2) by conducting a computational experiment to construct regression equations
for electronic subshells, with subsequent refinement of specific parameter values by varying the initial
data. The obtained equations, in the future, can be used to extrapolate the calculated values of the orbital
radii for the entire range of possible charge numbers.

Despite the above reservations regarding the orbital radii, it was decided to proceed with the
analysis, provided that the known values of the radii given in the literature have been repeatedly discussed
and, therefore, their values can be considered verified information. For the statistical analysis, we used
tables of the orbital radii of electrons in the atom by Weber and Cromer [8], which are currently
considered the most reliable. The information in these tables is not used fully enough to determine the
parameters of the electron shell for all atoms. Most often, the tables give the calculated values of the first
ten values of the orbital radii, due to the emergence of significant difficulties in calculating the exact
values of the orbital radii in the "heavier" atoms. At the same time, the use of these data for specific
subshells makes it possible to carry out a statistical analysis based on the above regularity, which reflects
the linearity of the dependence of the reciprocal of the orbital radius on the charge of the atomic nucleus.
However, we note that the results of calculating the orbital radii are not entirely complete, which requires
a more in-depth consideration by using additional methods for processing known data.

To solve the problem, first the parameter K; is selected so that it, together with the constant of
shielding S, would make it possible to apply statistical analysis to construct a linear regression equation
Y=Ax+B, in which the coefficients will correspond to the values of these parameters K, and S. Regression
analysis of the initial data the values of the orbital radii were performed separately for each electron
subshell of the atom.

In order to have a general judgment about the quality of the resulting model, we found the relative
deviations of the values of the parameters under consideration, sharply differing in magnitude from the
general population, and at the first stage excluded them from further consideration. This procedure was
carried out until the regression coefficient reached a value close to one. There are cases when, when
carrying out this procedure, the number of values may turn out to be on the limiting boundary — of the
order of four. We considered such subshells according to a special, refined procedure, with the
involvement of other methods in the analysis of the initial data.

At the next stage, we already proceeded to varying the parameters of the regression equation. This
approach is necessary to possibly take into account a number of previously excluded data. As a result of
varying the values of K; and S in the obtained equation, the orbital radii of the atom were calculated,
which coincide, within a certain average error, with their experimentally measured values.

At the final stage, obtained by interpolation regression equations of the relationship between the
orbital radii of the atom and the parameters affecting them, their values were extrapolated to the entire
range of atomic numbers in order to create a complete scheme for changing the orbital radii of the closed
electron subshells of the atom from the charge number of the nucleus.
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As an example, consider the relationship between the orbital radius ror, and the nuclear charge of
an atom Z for a closed 2s-subshell, built by taking into account the known values [8] and obtained using
the proposed technology presented above. The results of the studies are presented in table 1.

Table 1

Comparison of data on orbital radii obtained in [8] with the results of the application of technology based
on regression analysis
Tabmuna 1

CpaBHCHI/Ie JaHHBIX I10 0p6I/ITaJ'II>HI>IM paanycaM, MOJTy4YCHHBIX B pa60Te [8], C pe3yJibTaTaMUu NPUMCHCHUA
TCXHOJIOT'HH, OCHOBaHHOM Ha PErpe€CCUOHHOM aHaInu3€

z I'on (2Cc. to data [8]) Fon (Qiven article) Percentage error, %
3 1,586 1,416 10,70
4 1,04 0,991 4,71
S 0,769 0,762 0,89
6 0,62 0,619 0,14
7 0,521 0,521 0,06
8 0,45 0,450 0,05
9 0,396 0,396 0,04
10 0,354 0,354 0,09

Comparison of the results of the computational experiment and the data from [8] shows that the
values of the relative error for the first four atoms have significantly higher values than for those
presented in the rest of Table 1. This fact is associated with the instability of the position of the electrons
of the 2s-subshell in the lighter atoms, with the subsequent stabilization of the distances to the nucleus in
heavier atoms.

Initially, the first values of rop, having increased relative errors, were excluded from
consideration; however, upon further consideration, it turned out that the value of the orbital radius for an
atom with Z = 6 can also be taken into account in the study. The use of equation (2) made it possible to
control the curvature of the calculated line (Fig. 1) by changing the constant of shielding S, as well as its
displacement relative to the vertical axis, determined by the value of the coefficient K.
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Fig. 1. The graph of the dependence of the orbital radius r, on the nuclear charge of an atom Z for a closed 2s-
subshell: @ —according to the data of [8]; red line — according to the values obtained in this work
Puc. 1. I'pagyik 3aBUCHMOCTH OPOMTAIILHOTO PaZnyca lops OT SIEPHOIO 3apsaa aToMa Z 1Sl 3aKpbITOH 2S-
no/io0os0uku: @ — 1o TaHHBIM Pa0oTHI [8]; KpacHas IMHUS — 110 3HAYEHUSIM, TIOJTyUYSeHHBIM B JIaHHOW paboTte
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Varying these constants, using the program we developed, allowed us to determine the smallest
value for the average relative error, which in our case takes a value equal to 0.7. This average error
corresponded to the value of the coefficient K, =1,56 at S=0,67.

2. RESULTS AND DISCUSSION
Knowing the value of the orbital radius ro, allows using equation (2) to calculate the values of the
parameters for the selected subshells of many-electron atoms. The calculation results are presented in
table. 2.

Table 2
Calculated values of the parameters of the electron shell of an atom
Tabnuma 2
PacderHbIe 3HAYCHMS TTApaMETPOB JISKTPOHHOW 000I0UKH aToMa
subshell No. N Electronic R Ctoefficient,IKE[h — Constant of shielding,RSf
upshe 0., . . CC 10 €eq. nthe cc 1o . ererence
Pl configuration (1a) q article Slater In the article mean error, %
1 1s° 1,5 1,00 0,3 0,178 0,24
2 25° 1,5 1,56 2,05 0,67 0,07
3 2p° 1,25 1,00 4,15 3,49 0,13
4 3s? 1,5 1,57 9,15 5,68 0,11
5 3p° 1,39 1,41 11,25 8,40 0,05
6 3d* 1,17 1,00 21,15 13,70 0,22
7 4s* 1,5 1,50 25,65 17,65 0,04
8 4p° 1,44 1,48 27,75 19,85 0,04
9 49" 1,31 1,21 39,15 27,60 0,18
10 4 1,13 1,17 50,55 30,46 0,06
11 5s’ 1,5 1,38 43,65 32,11 0,06
12 5p° 1,46 1,43 45,75 41,93 0,08
13 5d° 1,38 1,17 71,15 53,95 0,08
14 5§ 1,26 1,39 62,55 57,05 0,10
15 6s° 1,5 1,13 75,65 60,67 0,04
16 6p° 1,47 1,03 77,75 67,77 0,16
17 6d"° 1,42 1,00 79,15 73,99 0,03
18 7s° 1,5 1,18 84,8 73,02 0,04

Note: the reference mean error is given for the constant of shielding S calculated in this work.

The analysis of the performed calculation revealed a number of important features. First, we note
that the value of the coefficient K, has a well-defined individual value for each electron subshell. For
example, for kainosymmetrics, it takes on a value equal to one. An exception is the 4f-subshell, for which
the K, coefficient has a slightly higher value of 1.13. For the subshells following the kainosymmetrics, the
value of the coefficient has the largest and almost identical values, numerically close to 1.5.

Second, when considering the screening constants, the obtained values for the 1s- and 2s-
subshells, are striking, which are much smaller than those obtained when calculating according to Slater's
rules [10]. If the first case can somehow be compared with the constant of shielding obtained by Pauling
(S =0.188) [5], then the authors have not found a possible explanation for the 2s-subshell at the moment.
At the same time, all subsequent S values have a fairly satisfactory correlation with the Slater data, which
is clearly seen in the graph below (Fig. 3).

Thus, the calculation of the orbital radii in many-electron atoms according to Eq. (1) for the
indicated values of the K, coefficient and the constant of shielding S gives satisfactory agreement with the
available experimental data. The average error in the deviation of the calculated values of the constant of
shielding here does not exceed 0.24%.
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Figure 2 shows in the form of a diagram the curves of the dependence of the orbital radii r,,; of
the closed electron subshells of the atom on the charge number of the nucleus Z.

5 \
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Orbital radius, r,
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Fig. 2. Scheme of variation of the orbital radii r, (in angstroms) of closed electron subshells of an atom from
the charge number of the nucleus Z

Puc. 2. Cxema u3MeHeHNs! OPOMTANIBHBIX PaIHYCOB Iyps (B aHTCTPEMaX) 3aKPBITHIX JIEKTPOHHBIX M01000JI049€EK
aToMa OT 3apsAJ0BOTO YUCa Aapa Z

As can be seen in the presented graphs of the dependence “orbital radius — nuclear charge”, in
addition to the known data on orbital radii [8], also on the continuation of the curves of dependences, the
values obtained by calculating by regression equations are located. In addition, we note that here, at large
values of the nuclear charge (from Z = 60 and above), the curves are clearly grouped in accordance with
the shell model of the atomic structure.

Figure 3 shows the dependence of the parameter S on the number of the electron subshell Np. As
you can see, the values of the parameter S agree fairly well with the values obtained based on the Slater
rules. At the same time, you can also see that the calculated values of the screening constants according to
Slater's rules have values slightly higher than those obtained by statistical analysis.

Analysis of the consideration of the concept of the serial number of the subshell Np showed that
this parameter, in turn, depends on the principal and orbital quantum numbers, which allows us to
represent this dependence as follows

N, =1+ an b +1 3)

In addition, statistical processing of the data on the dependence of the constant of shielding on the
serial number of the subshell allowed us to propose for this dependence the following semi empirical
equation

S = (Np - b)”/gr (4)
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where b — is a constant taking values 1/2 — for Slater data, and 2/3 — according to the data of this work.
When constructing equation (3), it was also taken into account that the obtained numerical value of the
power equal to 1.571 is quite close to the value 11/7, which can be compared with the value equal to n/2.
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Fig. 3. Dependence of the constant of shielding S on the serial number of the subshell N,.
@ —inthis article; B — acc. to Slater; red line — according to equation (4) at b=2/3
Puc. 3. 3aBHCUMOCTb KOHCTaHTBI SKPAHUPOBAHHSA S OT HOPSAJKOBOr0 HOMeEpa Mo1000109Kd N,.
® - B nannoi pabote; M — no Crneiitepy; KpacHas JTUHUS — 110 ypaBHeHuto (4) nmpu b=2/3

When considering the dependence of the coefficient K, on the subshell sequential number N,
shown in Fig. 4, it can be unambiguously asserted that the changes in the values of the K, parameter are
periodic in nature, repeating for atoms, starting from the filled subshells with kainosymmetric electrons.
In addition, there is almost complete agreement of the calculated data with the theoretical model in the
initial part of the graph. The emerging discrepancy in the regions further down the 4f-subshell is most
likely associated with the effects of lanthanide and actinoid compression.

In the case of subdividing electronic configurations into separate subgroups, at the head of which
are kainosymmetrics, then introducing a new quantum number k, for these subgroups, which we call a
symmetric quantum number, the coefficient K, can be written in the form

k
K.=1+—5—.
" + k2 +1 ©
Therefore, the symmetric quantum number k is a quantity that shows the position of the selected

subshell in the row of subshells following the kainosymmetrics, and this quantum number can take the
following values: 0 (for a subshell with a kainosymmetrics), 1, 2, 3, etc. — for subsequent subshells.
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Fig. 4. Dependence of the coefficient K, on the sequential number of the subshell N,:
e — calculated data, ® — according to equation (5)
Puc. 4. 3aBucumocts ko3ddunuenta K, oT nopsakoBoro Homepa nogoooaouku Np:
® — pacyeTHbIC JaHHEIE, ® — 110 ypaBHEHUIO (5)

At the end of our study, having included expressions (4) and (5) in formula (1), we finally obtain
the equation for calculating the orbital radii of closed subshells that determine the average size of an atom
in the following form

agn?

Torh = (1 + ) . (6)
k2+1/4 _ (N, — b)”/2
Knowing the quantum numbers n and k, the nuclear charge Z, and the numbers of the subshells N,

under consideration (at b=2/3) allows one to calculate the orbital radii roy for closed subshells of a many-
electron atom using Eq. (6). The calculation results are presented in the form of a graph in Figure 5.
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Fig. 5. Dependence of the orbital radius 7,,;, of an atom on the serial number of the closed subshell N,:
e — data from work [8], = — according to the equation (6)

Puc. 5. 3aBUCUMOCTb OPOUTANIBHOTO PAJIHYCa I, AaTOMA OT HOPSIKOBOIO HOMEPa 3aKphITOi mog000m04ku Ny
® — naHHble U3 padoTHI [8], ® — mo ypaBHeHu1O (6)

Note that when considering the dependence of rqm, on the subshell sequential number Ny, it is
necessary to pay special attention to s-subshell, the filling of which takes place in several stages. In this
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case, it is desirable to take as a basis only those values of the orbital radii at which the electrons already
have a fixed position, that is, they cannot shift in the region of other subshells.

CONCLUSION

As a result of the analysis of the data on the parameters of multielectron atoms, a number of
regularities have been revealed that make it possible to make significant adjustments to the traditional
concepts of the structure and sequence of formation of the electronic shells of atoms. The essence of
the results presented in this work is as follows. By means of computer simulation, a computational
experiment was carried out to form regression equations describing the dependence of the orbital
radius ron, 0N the charge number of the nucleus Z, on the basis of which a diagram of the arrangement of
the curves ropm=Ff(Z) was constructed for each of the closed subshells separately. A semi empirical
equation is proposed for the dependence of the constant of shielding S on the number of subshells in an
atom Np. The concept of a symmetric quantum number k is introduced, which determines the secondary
periodicity of the arrangement of subshells having kainosymmetrics as the main criterion. The form of the
dependence of the coefficient K, on the symmetric quantum number k is determined. An equation is
obtained to estimate the average size of an atom.

Thus, the calculation of the average size of closed subshells of atoms according to equation (6)
gives satisfactory agreement with the available experimental data.
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AHHOTAUA

Ha cerogusimauii eHb OMHUM M3 MEPCIEKTUBHBIX HANpaBlIeHUH B 00JacTH MH()OPMAIIMOHHBIX
TEXHOJOTHH SBIsieTcs MamuHHOe oOydernne. OHO HWCMONB3yeTCs BO MHOTHX —cdepax
JCATCIIBHOCTH, B TOM YHMCJIC 1 B aHAJIN3€ TCKCTOBBLIX JTaHHBIX. Menczly JrariaMmn c6opa JaHHbIX 1
X aHAJM30M paclojaraercs 3Tan XpaHeHus NaHHBIX. OJHUM M3 BOIPOCOB, TPEOYIOIINX
TIIATEILHOTO PAacCMOTPEHHUsI, SBISIETCS BHIOOp (opmara XpaHEHHs 3THUX JaHHBIX. Hactosias
CTaThsl TPEACTaBIseT co0O0W 0030p Hamboilee MOMYNAPHBIX (OPMATOB XPAHEHUS TEKCTOBBIX
JAHHBIX, KCIOJB3yEMBIX B MAIIMHHOM OO0y4deHuHu. OmpeneneHbl KpPUTEPUH, MO KOTOPHIM
NpOM3BENCHO  CcpaBHEHWE. Pe3ympTaToM  pabOTBHl  sBISETCS  CpaBHUTENbHAas — TaOiuMIa
aHaJIM3UpyeMbIX (hopMaToB. Vcxozs U3 pe3ysbTaToB, CACaH BBIBOJ O HaubOosee 3pheKTUBHOM
crioco0e XpaHeHHsI TEKCTOBBIX TaHHBIX.

KiaoueBble ciaoBa: MammHHOE OOY4YCHHE, TEKCTOBBIE JIaHHBIE, TEKCTOBBIE (HOpMATHI,
cepHann3aIys TaHHBIX.

Jas uurtupoBanmsi: HaymoB P.K., XKeneskoB H.D. CpaBuurensHbIi aHanmm3 Qopmaros
XpaHEeHUsT TEKCTOBBIX JAaHHBIX IS JajbHelIeil 00paboTkH MeToIaMK MAIIUnHHOTO 00yueHwus //
Hayunwiii pesynbrar. MHpopmanmonnsie TtexHoioruu. — T.6, Nel, 2021. — C. 40-47. DOI:
10.18413/2518-1092-2021-6-1-0-5

COMPARATIVE ANALYSIS OF TEXT DATA STORAGE FORMATS
FOR FURTHER PROCESSING BY METHODS OF MACHINE
LEARNING

Naumov R.K.
Zhelezkov N.E.

Saint Petersburg National Research University of Information Technologies, Mechanics and Optics,
49 Kronverkskiy prospekt, St. Petersburg, 197101, Russia

e-mail: ruslan.naumow.dake@gmail.com, nikita.e.zhelezkov@gmail.com

Abstract

Today, one of the most promising areas in the field of information technology is machine
learning. It is used in many areas of activity, including text data analysis. Between the data
collection and analysis stages, there is a data storage stage. One of the issues that requires careful
consideration is the choice of storage format for this data. This article provides an overview of the
most popular text data storage formats used in machine learning. The criteria for the comparison
are determined. The result of the work is a comparative table of the analyzed formats. Based on
the results, a conclusion is made about the most efficient way to store text data.

Keywords: machine learning, text data, text formats, data serialization.

For citation: Naumov R.K., Zhelezkov N.E. Comparative analysis of text data storage formats
for further processing by methods of machine learning // Research result. Information
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BBE/IEHUE
TexkcToBBI KaHaT KOMMYHHKAIMl — 3TO crocod obecrneueHuss KOMMYHHKaluud B Lu(poBoi
cpene. K HeMy OTHOCAT COLMAJIBHBIE CETH, MECCEH/KEPHI, 4YaThl, JJEKTPOHHBIE NHUCbMaA. TEKCTOBBIN
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KaHaJ sBJIIETCS OCHOBHBIM CIIOCOOOM cOOpa TEKCTOBBIX AaHHBIX [19], KOTOpBIE B 3aBUCUMOCTH OT LIEIH
UX TOJIy4YeHUs B JalbHeWIIeM 100 XpaHsATcsS W 00palaThIBAIOTCS Ul W3BICUEHHUS HEOOXOAMMOU
uHpopmaiuu [1]. CTOUT OTMETHUThH, YTO IEJIb MOJYYCHUS JAHHBIX TAKXKE HTPAeT Poib B CIOCOOE HMX
xpaHenus. [12, 13, 14]

ITomumo BrIOOpa cuctemsl xpaneHust naHHbIX (CXJ[) [18] BakHbIM (pakTOpOM B XpaHEHHUH,
00paboTKe U mepeayu TaHHBIX ABIsETCS (opMaT XpaHEeHHUs ATUX JaHHbIX. IMeHHO OT (hopmara 3aBHCUT
CKOpOCTh pPAa0OTHI C JaHHBIMH, OOBEM XPaHUMBIX (aiIoB, WX B3AUMOACUCTBHE C PA3IUYHBIMU
cucteMamMu. B oTiauuMe OT NPUBBIYHBIX HaM CTPYKTYPUPOBAHHBIX JAaHHBIX, METOJbl HW3BJICUCHHUS
UH(POPMALIUU U3 KOTOPBIX XOPOIIO U3BECTHBI [2], TEKCTOBBIC JaHHbBIC B OOJIBIIMHCTBE CIIy4aeB SBISIOTCS
HECTPYKTYPUPOBAHHBIMHU WM CIa00CTPYKTYPUPOBAHHBIMH, TO €CThb HE MMEIOT 3apaHee OMpeleIeHHON
CTPYKTYpPbl U HE OpPraHM30BaHbl B YCTAaHOBJIEHHOM Mopsjake. HecMoTps Ha TO, YTO HEKOTOpBIE aBTOPHI
ONMCHIBAIOT MOAXOAbI K 00paboTke TakuX AaHHbIX [3, 4], AaHHbBI (aKT NPUBOAUT K TPYAHOCTSIM
aHanm3a, 0COOEHHO B ClTy4yae MCIIOJIb30BaHUS TPAAULIMOHHBIX IPOrpaMM, MpeIHa3HAYEHHBIX JJIs PaOOThI
CO CTPYKTYPHUPOBAHHBIMHM JaHHBIMH. FIMEHHO MOATOMY Il MAmmMHHOTO 00y4eHus [15, 16] TekcToBbIe
JTAaHHBIE TIEPEBOIATCS B CIICUATM3NPOBAHHBIE (POPMATHL.

Ha cerogusmuuii neHp B o0jacTu MamMHHOTO oOy4deHHs Haubojiee YacTo BCTPEYaroTCs
cienyromme GopMaThl XpaHEHUS TEKCTOBBIX JaHHBIX:

e CSV — rekctoBblli (hopmaT, MpeaHA3HAYCHHBIA IS MPEICTABICHUS TAOJIMYHBIX JIAHHBIX.
Ctpoka TabnUIBI COOTBETCTBYET CTPOKE TEKCTa, KOTOpas COJEPKUT OJHO WM HECKOJBbKO IOJIEH,
pa3ieneHHbIX 3ansThIMU. [5]

e JSON - TtekcroBblif (hopMaT oOMeHa AaHHBIMH, OCHOBaHHBIM Ha JavaScript. Kak u MHorue
npyrue TekctoBbie hopmatel, JSON Jierko yuTaeTcs 4enoBekom. [6]

e XML — mpocToii, oueHb THOKHMI TEKCTOBBIH (hopMmart, SBISIOMUIACS moaMHOKecTBOoM SGML
(ISO 8879) [8], KOTOPBKIit MO3BOJIAET ONPEACTATH COOCTBECHHBIC TET U aTPHOYTHI. [9]

Lenbto cTaThy ABISETCS UCCIEAOBaHUE HanOoee MOMyISIPHbIX (POPMATOB XpaHEHUs NaHHBIX IS
UX TIOCIIEAYIOIIEro aHajlu3a METOJaMH MAalIMHHOTO 00y4eHus. [loJ TEeKCTOBBIMH JaHHBIMH B paboTe
paccMaTpUBaETCs BHITPYKEHHbBIE YaThl BUICOKOH(epeHInii Ha maTdopme Z0OOMm.

OCHOBHAA YACTb

Jlyig ycrieniHoro aHanusa NPUBEACHHBIX (DOPMATOB HEOOXOAMMO OIPEAEIUTh Psj KPUTEPUEB,
KOTOPBIM (opMar JOKEH COOTBETCTBOBAaTH B TOW WJIM MHOM CTemeHW. ABTOphl cTaTbu [9] ams
CpaBHUTENHHOTO aHaiu3a popMaToB 0OOMEHa JTaHHBIMH UCHIOJIB3YIOT CICAYIONINE KPUTEPHH:

1. Pasmep c¢aiina. @aiin nomkeH ObITh HEOOJBIIMM s ObICTPOM 3arpy3ku daiina B 0azy
JIAHHBIX, a TaKXKe OBICTPOI TIepeaayn 1Mo CeTH.;

2. CkopocTh napcuHra (cepuanusanuu/aecepuanuzanuu). dopMar JOHKEH MUHUMH3HPOBATH
pacxo/bl Ha MAPCHHT TEKCTA, TEM CaMbIM YBEIHUUBATh CKOPOCTH 00PaOOTKH;

3. Tlognmepxka 6ubnmorexkamu Python. IIpeBocxomHas rHOKOCT M MPOCTOTA HCIOJIB30BAHHS
Python nenaroT ero oIHMM U3 caMbIX MOMYJISIPHBIX A3BIKOB MporpamMmupoBanus. [20] UMeHHO mo3TOMY
00yyaTh CUCTEMBI IPUHATO HA JJAHHOM SI3bIKE, @ 3HAYUT JaHHbIM KPUTEPHIL SABISETCS HEOTHEMIIEMbIM;

4. VYno0CcTBO K YTEHHIO M peJaKkTUpoBaHMIO. TekcT, XpaHsuuics B ¢gopmaTe, JOJKEH OBbITh
IPOCT K BOCIIPUATHIO U BHECEHUIO U3MEHEHUH, TO €CTh (POPMAT JI0JIKEH OBITh «4€JI0BEKOUUTAEMbBIM.

OmnpenenviB OCHOBHBIE KpPUTEPUH, TepeiiieM K TOAPOOHOMY pPACCMOTPEHHIO KaXJIOTO U3
IpeJICTaBICHHBIX (POPMATOB.

HMannbie B CSV. B sToM dopmaTe kakaas cTpoka (aiiiaa — 3710 cTpoka Tabmuiel. HecMoTpst Ha
Ha3BaHue (opmara (Comma-Separated Values — 3naueHms, pasnenéHHbIC 3amSATBIMHU), pa3ieiUTEIEM
MOXET OBITh HE TONBKO 3amsaTas. M xoTs y ¢opmaroB ¢ APYyrUM pasAeiuTe]IeM MOXET OBITh H
coOcTBeHHOE Ha3BaHue, Hampumep, TSV (tab separated values), Tem He menee, moj ¢gopmarom CSV
MOHUMAIOT, KaK MTPAaBHJIO, JIFOOBIE pa3IeTUTeI .

ABTOp [7] B cCBOEY KHUTE IPUBOAUT ClenyroIui npumep daiina B popmate CSV:
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hostname, vendor,model, location
swl,Cisco, 3750, London
sw2,Cisco,3850,Liverpool

Puc. 1. Tlpumep daiina CSV
Fig. 1. CSV file example

Kak Bunno u3 pucynka 1 maHubii ¢hopMat npoct K BocrpusTHio. [IoHSITHO, 4TO mepBas cTpoka —
3TO Ha3BaHHUS CTOJIOIOB, a TOCIEAYIOUIMEe — CTPOKU. Dailyl COAEPKUT HECKOIBKO CTPOK, a ero o0bem
coctaBuT 81 GailT.

B crannaprHoii 6ubimnoreke Python ectb Motynb csv, KOTOpBIH O3BOJISIET paboOTaTh ¢ (ailnamu B
CSV dopwmare. Takxe s paboThl ¢ JaHHBIM opmaTom goctyieH kinace DictReader.

JMannbsie B JSON. ®opmar JSON wacrto ucnonssyercs B APl. Kpome Toro, sror ¢opmar
MO3BOJIUT COXPAaHUTh TaKHE CTPYKTYpPbl NAaHHBIX KaK CJIOBApU WU CIHUCKH B CTPYKTYpUPOBAHHOM
dopmare u 3arem npounTarh uX U3 (aitna B popmare JSON U MOTyIUTh T€ ke CTPYKTYphI JaHHBIX B
Python.[7]

[Tocne mpeobpazoBanus ¢aiina u3z pucynka 1 B popmar JSON mosryuutes ciienyromuid hain:

{

"hostname": "swl",
"vendor": "Cisco",
"model": 3750,
"location": "London"

b

{

"hostname": "sw2",
"vendor": "Cisco",
"model": 3850,
"location": "Liverpool"

}

Puc. 2. Tlpumep daiina JSON
Fig. 2. JSON file example

W3 pucyHka 2 BUIHO, YTO T€ K€ CaMble TEKCTOBBIE JaHHbIE, PACCMOTPEHHbIE paHEe MPUHUMAIOT
6onee rpomo3akuil popmat. CTpOK U CrieUalbHBIX 0003HAYEHUIH CTAaHOBHUTCS OOJble, CIe10BATEIbHO
pacter o0beMm xpanumoro daina. Temepp 00beM TEKCTOBBIX HaHHBIX paBeH 203 Oaiita. OmnHaxo,
CTPYKTYPHUPOBAHHOCTh JIAHHBIX YCTPAHSAET CIOXKHOCTH B 00paboTKe HH(pOpMAIHH.

Kak u B cnyuyae ¢ CSV, B Python ectb MOysIb, KOTOPBI NO3BOJISET JIETKO 3alIUCHIBATh U YUTATh
nanHble B popmate JSON.

Jannbie B XML. XML — 5T0 caMo0KyMeHTHpYEeMBbIH (opMaT, KOTOPBIH OMUCHIBAET CTPYKTYPY
Y MMEHA IT0JIEN TaK XK€, KaK ¥ 3Ha4€HUs MOoJIEH.

[lepBoHayanbHbIe TEKCTOBBIE JaHHBIE B (hopmare XML BIMISAIUT clieayromuM o0pa3om:
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<Records>
<Record>
<Row
A="hostname"
B="vendor"

C="model"
D="location"
/>
</Record>
<Record>
<Row
A="swl"
B="Cisco"
C="3750"
D="London"
/>
</Record>
<Record>
<Row
A="sw2"
B="Cisco"
C="3850"
D="Liverpool"
/>
</Record>

Puc. 3. TIpumep ¢aitna XML
Fig. 3. XML file example

N3 pucynka 3 MoxHO caenaTh BbiBoA, uTo (aiin XML cpeau Tpex paccmaTpuBaeMbix ¢GopMaTOB
SIBIISICTCSL CAMBIM «TsDKENbIM». OH COEPKUT OOJIbIIE BCETO CTPOK M CIEIMAIBLHBIX CUMBOJIOB, a €T0 BEC
paBeH 455 Oaiit. [loHMMaHuWe TEKCTOBBIX JaHHBIX, XpaHUMbIX B XML (aiiie, mo cpaBHEHHIO C
npeabIIyIuMy (hopMaTaMu CTAHOBUTCS 0OJICe 3aTPyTHEHHBIM.

B Python noxymentst XML Moryt ObITh 00paboTaHbl HECKOJIBKMMM crocoOamu. SI3bIK mMMeeT
TpanuunonHsle nmapcepsl DOM u SAX, Ho aBTOp padotsl [10] chokycupoBaics Ha npyroit 6udIMOTEKE
non Ha3BanueM ElementTree. Monyne ElementTree Bxoautr B cTaHmapTHyro OubGmuoteky Python u
Haxoautcs B xml.etree.ElementTree.

ABtopsl ctathi [5] moapoOHO mpoBenu aHanu3 3()(HEKTUBHOCTH CKOPOCTH CEepHATU3ALMU-
necepuanm3anuu Qaitna B popmarax XML u JSON. ITapcepom JSON 6wu1 BeiOpan FastiSON, ero
npeumyliecTBa noApoOHO paccMotpen apyroit aBtop [17]. Ilapcepom XML aBTopel craTbu BbIOpanu
CTaHJapTHBIA MexaHu3M oT MaiikpocopT — Microsoft XML Parser. Ins omnpeneneHusi CKOPOCTH OHU
ucnonb3oBai ¢aitn koHpurypauuu 06a3el gaHHeIX PDM cucremsl B ¢opmate XML. PesynbTathl
IpUBE/IEHBI B Ta0NIHIIE:

Taomuua 1
CpaBHeHne (HOpMaTOB CepUaTN3aALUH-AECEePUATN3ALIH
Table 1
Comparison of serialization-deserialization formats
Meton u cpeacTaa Bpewms onepanun Bpews onepanun
cepuain3anun-accepuain3danun cepuain3an, MUJUIACCKYH/IbL fleccpralli3atiuy,
MHWJIJIMCEKYHIbI
JSON (FastJSON) 279 644
XML (Microsoft XML Parser) 773 461

Paznunia BpemeHn necepuanuzanuu 00yciaoBieHa d()PEKTUBHOCTHIO AITOPUTMA CXKATHUS JAHHBIX.
ITpu o6pabotke HeOONbIIMX 00BeMOB AaHHBIX JSON Oyzaer Oosiee KOMIAKTHBIM, OJIHAKO MpH paboTte ¢

0oJee cI0KHBIMU CTPYKTypamu 3¢ dexkTuBHOCTS cxatusg XML Oyner Boie, uem y JSON. [5]
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ABtopsl crathu [11] mpoBenu uccieqoBaHWe, B KOTOPOM ompenessuiv, 3G(EeKTHBHBINA CIOCO0
XpaHEHUs] JaHHBIX. 32 HMCXOJAHBIC IaHHBIE B pabOTe BBIOpAHBI TEKCTOBBIC (AIbI, TOKYMEHTHI, He
npolueamne 0opadboTKy /Ui MOCIETYIOMEro aHanu3a. ABTOPbl OTMEYAIOT, YTO JaHHBIE MOTYT COJIEPKATh
npoOensl  WIM  TyONHMKaThl, OMIMOOYHBIE 3HAYCHUS, MPOTHBOpeuYMs. Takue MJaHHBIE TPeOyroT
npeoOpa3oBaHus K BUIY, yIOOHOMY JUIS IPUMEHEHUS! aHATUTUYECKUX aITOPHUTMOB, TO €CTh IPUMEHEHHS
IPOLEAYP ¥ METOJIOB, MO3BOJISIONINX M3BJIEYb JaHHBIE M3 Pa3HOOOPa3HBIX MCTOYHHKOB, MIPeoOpa3oBaTh
UX B MHBINA (hopMaT, HOPMHUPOBATH JaHHBIC, H30aBUTHCS OT MPOOEIIOB, TyOIUKATOB, OIMOOK JaHHBIX. B
pe3yJibTaTe HCCIIC0BAHNS OHH MOTYYMIIN CIIeTyolIee:

Tabmauma 2
Amnamus s¢ppexruBHoctr CSV popmara
Table 2
CSV format performance analysis

Cnioco0 xpaHeHust

Bpewmst no6aBneHus
10 000 3amuceit, cex

Bpewms nonyuenus
100 000 3ammceii, cex

Bpemst o6HOBICHUS
10 000 3amuceit, cex

CSV oaiin

4,6

1,576

9

HccnenoBatenyt BBISICHUIIN, YTO CaMbIM 3P QEKTUBHBIM CIIOCOOOB XpaHEHHS TAKUX JaHHBIX SBIISETCS
CSV oaiin. Mcxoas u3 Tabauipl 2, MOXKHO OTMETUTH OY€HB BBICOKYIO CKOpOCTh paboTel CSV dopmara ¢
TEKCTOBBIMH JaHHBIMH.

PE3YIIBTAT HCCIIE/JOBAHHA
[Io pesynpraram anHanm3a Tpex (HOPMATOB XpaHEHUS TEKCTOBBIX JIAHHBIX IOCTPOEHA
cpaBaHUTenbHAs Tabauma (Tabmuna 3), BKiIroYaroas KpUTepuu, ONMCaHHBIe paHee.

Tabmuua 3
CpaBautenpHast Tabiuna GopMaToB
Table 3
Format Comparison Table
Kputepuit Csv JSON XML
Pa3mep odaiina, 6aiT 81 203 455
CpenHee BpeMsl oliepaliii Hal 45 4615 617
JaHHBIMH, MC
IMToanepsxka OubaroTexkamu Python Ha Ha Ha
Ye0BeKOUNTAEMOCTD 5 4 3

ITo pe3ynpTaTaM MPOBEAECHHOIO MCCIEIOBAHUS, OTPAKEHHBIM B Tabauie 3, BUIHO, YTO (hopMmaT
CSV s o1MHAKOBBIX JaHHBIX 10 cpaBHeHUIO ¢ popmaramu JSSON u XML 3anumaer MeHbIIHH 00beM
namsTh KomibloTepa. ABTopbl crated [9, 11] oOwsacHsoT 310 Tem, uto ¢opmarel JSON u XML
MOJJIEP)KUBAET MEPAPXUUHOCTh CTPYKTYp, TO €CTh YIPOIIAET XpaHEHHE CBS3aHHBIX JTaHHBIX. B cBOIO
ouepenb CSV-(aiiiapl M3HaAUANbHO HE MOTYT MPEACTABIATh MEpapXUUECKHE UM PENILUOHHBIE JaHHBIE.
Cs3u Mexay JaHHBIMU OOBIYHO 00padaThiBalOTCA C HCHOJIb30BaHUEM Heckoibkux CSV-¢aiinos.
OpnHako, cooOIieHusi, MOoJTyd4aeMble M3 TEKCTOBOIO KaHajla CBA3M MOXKHO OpPraHU30BaTh B IPOCTYIO
MJIOCKYIO TaOuITy.

@aiinel B popmare JSON wamie MCHONB3YIOTCS B pEIHICHUSX OOMEHa TOPSYUMH JaHHBIMH.
Joxymentsl JSON uacto OoTHpaBisitoTcs ¢ BeO- M MOOWJIBHBIX YCTPOWCTB, BBIMOJHSIONIMX OHJIAIH-
TpaH3aKLuu, ycTpoicTB MHTepHeTa Bemen. [21]

Opnolt u3 ocHOBHBIX mpobieM XML-daiinos sBisieTcs KpalHss AeTanu3alus, TeM CaMbIM
JlaHHbIe U3 TakuX (ailnoB oOpadarbiBatoTcs noibiie. HeoOXoauMOCTh Takol JeTanu3anun o0ycioBieHa
pacmupsiemocthio  (popmara. Takum oOpazoM, paspabortumku wucnoab3yloT XML s xpaneHus
JUHAMUYHBIX JTaHHBIX.
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Ha npumepe npencraBieHHBIX pabOT MOKHO 3aMETUTh 3aBUCUMOCTD 3((HEKTUBHOCTH (POpMaTOB —
yeMm Oosbliie popmar Tpedyer oObemMa, TEM MEIJICHHEE MPOUCXOIUT paboTa ¢ JaHHBIMU. OTMETHUM, YTO
paccMaTtpuBaembie (hopMaThl JOCTATOYHO MOMYJISPHBI, TaK KAaK KaXKIbli MUMEET MOAYJb B ITOCIEIHHUX
Bepcusx ST Python.

W3 pe3ynabpTaToB, MOJYyYEHHBIX B HCCIEJOBAHWH, MOXKHO CHENaTh BBIBOJA, YTO JUISI XPaHEHHS
TEKCTOBBIX JIaHHBIX, TIOJYYECHHBIX M3 YarTa BHICOKOH(pepeHIr Z00M, 1eaecoo0pa3Ho HCIOIb30BaHUE
¢opmara CSV. Ilonydaemble JTaHHBIE HE UMEIOT CIIOKHOW CTPYKTYpHI, T03TOMY XpaHenue ux B CSV-
daiinmax mpuUBEAET K MEHBIIUM IOTEPsIM B O0bEMax 3aHUMAaeMOW MaMsiITH M Oojee 3¢h(EKTUBHON
00paboTke nHpOpMaIUH.

3AK/IOYEHHUE

B nannoii crathe paccMaTpuBanuch Tpu (opmara XpaHeHHs TeKCToBbIX aAaHHbIX: CSV, JSON u
XML. beumi 3amanbl KpUTEpHUH ISl ONpEAesieHUs] Hanboee moaxosamiero Gopmara Ui JdajbHEHIIEH
00pabOTKM METOJaMHM MAIIMHHOTO oOyueHHs. McciemoBaHue MPOBOAMIOCH HA OCHOBE pabOT pasHBIX
aBTOpoB. OtieHKa 00beMa (ailiia U «UeTOBEKOYUTAEMOCTH» B KOHKPETHOM (popMaTe Ha OCHOBE PabOTHI
OJTHOTO M3 aBTOpOB [7] mokasama mpeumymiectBa (popmara CSV. ABropamm apyrux crareit [5, 11]
OILICHEH KPUTEPUl CKOPOCTU PadOTHI C JaHHBIMH, B KOTOPOM HAWIy4IIUM oOpa3om mnokazanu cedst CSV u
JSON ¢opmarer. Takxke wucciaenoBaHWe IMOKa3alo, YTO paccMarpuBaeMble (OpPMATHI  JTOBOJIHHO
HOMYJISIPHBI cpeau paspadborurkoB Python. Caenan BeIBOI 1O 3aBUCHMOCTH 3G GEKTHBHOCTH (HopMaToB
oT TpebyemMoro oobemMa JiJisi OTUHAKOBOTO HA0Opa TEKCTOBBIX JTAHHBIX.

B macrosmedt pabGote, coOpana muinb HavalbHas WHGOpMAIMS Ui KOMIUICKCHOTO H
JIOKA3aTEIBHOTO PACCMOTPEHUsT Bompoca 3(PPEKTUBHOCTH Pa3IMYHBIX (POPMATOB XPAHEHHS TEKCTOBBIX
naHHbIX. OTMETHM, YTO paboTa MOXKET OBITh JIOTIOJHEHA 0oJiee MOIPOOHBIM PACCMOTPEHUEM KPUTEPUEB
dopmaroB, a Tak)Kke BHEIPCHHEM HOBBIX KPUTEPHEB OLEHKU A(PPEKTHBHOCTH. Pe3ynbTaThl JaHHOTO
UCCIICIOBAaHUST MOTYT OBITh HUCIOJB30BaHbI B JIaJIbHEUIIIEM OIPEICIICHUU CTPYKTYPhl H CHUCTEMBI
XpaHEHHS JaHHBIX, CEPUATHM3AINN U TTepeIadn JaHHBIX.
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COBPEMEHHBIE BBI3OBbI U YTPO3bl HHOOPMAIIMOHHOM
BE3OIACHOCTH ITYBJIMYHBIX OBJIAYHBIX PEINEHUIA
U ClIOCOBBI PABOTHI C HUMHM

Hecrepenko B.P.
Macaosa ML.A.

CeBacTOMOIBCKII TOCYJapCTBEHHBI YHUBEPCUTET, Y. YHHUBepcuTeTcKas, A. 33, r. CeBacTonons, 299053, Poccus
e-mail: vladimir.nesterenko.workmail@gmail.com, mashechka-81@mail.ru

AHHOTAUA

Hekoropeie opranuzanuu HCIONB3YIOT 0OJayHBE CEPBHUCHI Ul  XpaHEHHUs CIy)eOHOU
nH(popManuK, WHBIE OPraHW3aldd BHICTPAUBAIOT CBOM OHM3HEC-TIPOLECCHI C HCHOIBb30BAHHUEM
o0naunbix pemenuit. [lo qanaeiM Check Point Software Technologies Ltd. (NASDAQ: CHKP),
MOCTaBIMKa pemeHnii B obiactu kubepOezomacHOCTH 1Mo Bcemy mmpy, 3a 2020 roxm, 39%
PECTIOHICHTOB OTMETHJIM Ba)KHOCTH 3aIlIUTBHl 00JauHOW HHMPACTPYKTYpbl KoMmmaHuii, U 52%
BBICTIIIIA 3alllUTy ITyONUYHBIX W THOpWUAHBIX 00nakoB. Pa3paboTka MeTOmOB W CpeicTB
MPOTHBOACHCTBHS Yrpo3aM 0e30MacHOCTH 00JIayHBIX CEPBUCOB — OJJHA U3 MPHOPUTETHBIX 3a]a4
UHIYCTpHH. B yCIIOBHSX KapaHTHHA OCOOEHHO OCTPO CTOST BOIPOCHI OE30IaCHOCTH OOJIaYHBIX
CEpBUCOB, TaK Kak Bce Oofble W OONbIIEe MOJb30BaTENCH W OpraHM3aluil XpaHAT BaKHYIO
nH(popMaIuio B obiake, BeAyT paboUmii mporecc B 00Iake, MepeHOCAT WM aCCOIUUPYIOT CBOU
Ou3Hec-TIporiecchl ¢ O0JIAYHBIMU TEXHOJOTHAMHU. bojbmias 4acTh mpoOieM WHPOPMAIMOHHON
0e3o0macHOCTH OOJAYHBIX CEPBHCOB MOTYT OBITH PEIIEHBI C BHEIPEHHEM KpUOTOTpadudecKon
3aIIUTHI, TPAMOTHBIX aJMUHUCTPATUBHBIX MEP CO CTOPOHBI IOCTaBUIMKA U IPOBANIEPA YCIYT.
JlaHHbBIE MepbI JOJDKHBI YYUTHIBAaTh HHANBUIyaIbHBIC TPEOOBAHUS KIMEHTA.

KaroueBble ciaoBa: o00JIayHbIE CEPBHUCH, 0CE30MAaCHOCTh OOJAYHBIX CEPBHCOB, 00JIAKO,
nH(pOopMaImoHHas 6€30MacHOCTb.

Jasi nurupoBanusi: Hecrepenko B.P., MacnoBa M.A. CoBpeMEHHBIE BBI30BBI M YIPO3bI
nH(GOPMAITMOHHOHN 0€30MTaCHOCTH MyOIMYHBIX 00AYHBIX PEMICHHA U CTIOCOOBI paOOTHI ¢ HUMH //
Hayunpiii pesynprar. WHpOpmamumonHsle TexHonoruu. — T.6, Nel, 2021. — C.48-54.
DOI: 10.18413/2518-1092-2021-6-1-0-6

Nesterenko R.V. MODERN CHALLENGES AND THREATS INFORMATION SECURITY
Maslova M.A PUBLIC CLOUD MAKING AND METHODS OF WORK WITH THEM
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Abstract

Some organizations use cloud services to store service information, while other organizations
build their business processes using cloud solutions. According to Check Point Software
Technologies Ltd. (NASDAQ: CHKP), a global cybersecurity solutions provider, for 2020, 39%
of respondents noted the importance of protecting their cloud infrastructure, and 52% emphasized
protecting public and hybrid clouds. The development of methods and means to counter threats to
the security of cloud services is one of the priority tasks of the industry. In a quarantine
environment, the security issues of cloud services are especially acute, as more and more users
and organizations store important information in the cloud, conduct workflow in the cloud, and
migrate or associate their business processes with cloud technologies. Most of the problems of
information security of cloud services can be solved with the introduction of cryptographic
protection, competent administrative measures on the part of the provider and service provider.
These measures should take into account the individual requirements of the client.

Keywords: cloud services, cloud services security, cloud, information security.

For citation: Nesterenko R.V., Maslova M.A. Modern challenges and threats information
security public cloud making and methods of work with them // Research result. Information
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BBE/IEHHUE

3a mocienHre HECKOJIBKO JIET 00JIayHble TEXHOJIOTHU U CEPBUCHI HaYalld IIUPOKO MPUMEHSTHCS B
pabore MHOrMX KommaHui. HekoTopble opraHM3alyy HCIOJIB3YIOT OOJAaYHbIE CEPBUCHI IJII XpaHEHUS
ciyxeOHO# nH(pOpMalUY, UHbIE OPraHU3aI[MN BBHICTPAUBAIOT CBOU OM3HEC-TPOIIECCHI C HCIIOIb30BAaHHEM
00JIaYHBIX PEIICHH, KaKk HE3aMEHUMBIX CHCTEM 10 MHPOPMALMOHHOMY obecrieueHuto 6usHeca. Kpome
BBITO/IbI, KOTOPYIO MOJIYUYUT OpraHU3allus IPU BHEAPEHUU 00J1aKa, TaK)Ke IPUCYTCTBYIOT U YIPO3bI.

ITo nannsiM Check Point Software Technologies Ltd. (NASDAQ: CHKP), nocraBmuka pemeHuit
B 00nacTu kubepOe30macHOCTH 1Mo BceMy Mupy, 3a 2020 roa, 39% pecrnoHAEHTOB OTMETUIN BaKHOCTh
3amUThl 001a49HON WHPPACTPYKTYPHl KOMMIAaHWUA, ¥ 52% BBIIEIWIN 3aIIUTY MyOJUYHBIX U THOPUIHBIX
00J1aKOB OJHOW M3 MPUOPUTETHBIX 33/1a4 MHPOPMAILIMOHHOW O€30MacHOCTH Ha CIIEAYIOIUE JBa roja,
Hapsy c oOecnedueHHMeM O€30MacHOCTH YAAJICHHOW paboThl W TOHM)KEHHEM IMPOIEHTa YTeuek
uHGOpPMAaILUU ¢ MOOMJIBHBIX yCTpO#cTB [1].

OCHOBHAA YACTh
Buner o6maunbix cepucoB. [Ipexae dueM paccMaTpuBaTh KOHKPETHBIC YIPO3bI IS OOJIAYHBIX
CEpBUCOB, HEOOXOJMMO pPAcCMOTPETh BHUJBI W apPXUTCKTYphl OOJIAYHBIX CEPBUCOB, a TaKKe UX
WHTETPAINI0 B OM3HEC-TIPOIIECChl KOMITAHUH.
[To crartucruke, Gonee 66% KOMIIAHUN HCIIONB3YIOT OOJIAYHBIE TEXHOJIOTHH, HAXOIAILIMECs Ha
npoBUHYTOHN -33% winu mpoMexkyTouHoit — 33% cTaguu UX BHEAPEHUs, OCTAIBHBIC JK€ €I OCTaJUCh
Ha: oTcraromiei — 7%, nadmogarommeii- 13%, nauunaromeit — 14% craausax (cm. puc.1) [8].
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Puc. 1. Craguu BHenpeHnus 001auHBIX TEXHOJIOTHIA
Fig. 1. Stages of implementation of cloud technologies

OOnauHblif cepBUC, OOJayHOE pelleHue — BeO-TPUIIOKEHHUE, peaTu3yIollee MOBCEMECTHBIH
JIOCTYIl COTPYIHUKOB K pecypcaMm TmocpeAcTBoM ceTu. B [2] maercst yeTkoe paszaeneHue oOJayHBIX
CEpPBHCOB 110 BHJy MpPENOCTABISAEMBIX YCIYT W IO THUIYy pa3BEpThIBAaHUS CEpPBUCAa HA pPa3HBIX
UH(ppacTpyKTypax.

ITo Tuny npeaocTaBasieMbIX YCIyT 00JIaYHbIe CEPBUCHI MOKHO Pa3/I€IMTh Ha CIETYIOIUE THUIIBL:

—  TpUJIOKEHUE, KaK CEPBHC,

— mnardopma, Kak cepBHC,

— uH(ppacTpyKTypa, KaKk CepBHC.

[Ipunoxxenne kak cepBuC (SaaS) — KOHEYHOMY IOJIB30BATENIO INPEAOCTABISAETCS JOCTYI K
NPUJIOKEHUIO, Pa3MEIIeHHOMY Ha cepBepax IpoBaiijiepa yciayrd. Bo3MoXKHOCTH KOHQUIypupoOBaTh
UHPPACTPYKTYPY, ONEPAMOHHYIO CHUCTEMY M BO3MOXHOCTH 00JauHOW maTdopMel, MpoBaiinep
octapisieT 3a coboil. Ilonmp3oBarento npepocrasisiercs “TOHKHUI” BeO-uHTEpdelic, KOTOPbI BO3MOKHO
UCIOJIb30BaTh NPAKTUYECKH Ha BcexX IUiardopMax, HMMEIOMMX Opay3ep 3a pPEIKUM HCKIIOYEHHEM.
[IpumepoM MOXKET CIYKUTh CHCTEMAa B3aUMOJICUCTBUS C KJIMEHTaMU, butpukc24, a Takxe pa3BepHyTas
Ha yOIMuHBIX cepBepax Atlassian nHppacTpykTypa i pa3padboTuukoB (jira + confluence + bitbucket)
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[Tnardopma, kak cepsuc (PaaS) — KOHEYHOMY MOJIE30BATEIIO MPEAOCTABISIETCS BO3MOXKHOCTD
pasmemiath Ha IUIaTGopMe CBOM NPWIOKEHHS, KOHPHUTYpHUPOBAaTh HX, OOECIEYMBATH IOMICPIKKY
HEOOXO/UMBIX SI3bIKOB MIPOrPaMMUPOBAHUS U OMOIMOTEK B IMpeJieNiax, YCTaHABIMBAEMBIX MPOBAHIEpPOM
yeiayru. [IpumepoM MOXKET CIIy>)KUTh XOCTHHT ISl BeO NPWIIOKEHUH MM XOCTUHT JUIS PaclpeaesICHHbBIX
IIPUIIOKEHUN.

Wndpactpykrypa, kak cepsuc (IaaS) — mocraBUIMK HE KOHTPOJIUPYET KOHEYHOI'O MOTpEOUTES.
[ToTpeOuTento MpeaoCTaBIAIOTC KOHTPOJIb HaJl BBIYHCIUTEIBHBIMH MOIIHOCTAMH, KOH(UTrypanuei
00nauHoil iatdopmbl, KOH(GUTYpaIel 1 YCTaHOBKON ONEepallMOHHON CUCTEMBI, a TaK)Ke HE0OXOIMMBIX
IIPUJIOKEHUN.

I[To moctymHOCTH 00NaYHBIE CEPBHUCH MOAPA3ACISIOT Ha:

—  YacTHOe 00J1aKo,

— o0miecTBeHHOE 00J1aKO,

— nybOanyHOe 00IaKo,

— rubpunHoe 00IaKo.

YactHoe 007aK0 NpPUHAUICKUT OJHOW KOMIIAaHMHM. 3a BCE acCHEeKThl 0e30macHOCTH obJiaka
OTBEYAET JIaHHAs KOMIIaHWA: MHPPACTPYKTYypy oOJaKa, AJOCTYMHOCTh M MHIMICHTHI WH(POPMAIMOHHOM
0€30I1aCHOCTH HECET OTBETCTBEHHOCTh TOJIBKO Opranuzanus. OTCyTCTByeT HEOOXOIUMOCTh B JIOBEPUHU K
KakoMy-JI0O TMpoBaifepy O0OJauHBIX YCIYT, NOCTYym K 00JaKy OOBIYHO TPEIOCTABISETCS TOJBKO
COTPY/AHUKAaM KOMIIaHUH, 0ObIUHO Yepe3 virtual private network.

OoOmectBeHHOe 00mako (community cloud) — obmaunas mHpacTPyKTypa NpeAHA3HAYCHA JUIS
UCIIOJIb30BaHUS CeLU(UUYECKUM COOOLIECTBOM M3 OpraHU3aldil, KOTOpble UMEIOT 00Iue IpoOIeMbl U
3agaun. OOnavyHas HHPPACTPYKTypa MOXKET NMPHHAICKATh OJJHOM Win 0ojiee OpraHu3aly U3 JTaHHOTO
coobmecta. ObecrnieueHne OE30MACHOCTH, AOCTYMHOCTH M OTBETCTBEHHOCTH 32 COXPAHHOCTBH JaHHBIX
HECyT BJaJeNblbl 00JAauHOW HWH(PACTPYKTYphl. Mexay OpraHM3alusMH, KOTOpBIC IOJIEPKHUBAIOT
00J1aK0 JTOJIKHO OBITH JOBEPHE.

[Ty6nuynoe obnako — o6nayHas MHQpacTpyKTypa, AOCTYIHAS JUIsl OTKPBITOTO MCIOJIb30BaHMs, 3a
0€301aCHOCTh U JOCTYITHOCTh OTBEYAET MPOBAIEP YCIYT.

I'u6punHoe obnako — obnauHas MHGPACTPYKTYpa, SBISAIOLIAsCA KOMIO3ULUEH M3 OMMCAaHHBIX
BBIIIIE THUTIOB OOJIAYHBIX CEPBUCOB. KOMIIOHEHTHI TaKoro oOBeAMHEHHs OOJAYHBIX CEPBUCOB SIBIISIOTCS
CaMOCTOSITeNIbHBIMU TUIaTGopMaMu. Jlast obecriedeHus: AOCTaBKH 3alpoOCOB K HYXHOMY KOMIIOHEHTY
oOmaka OOBIYHO WCIONB3YIOT CTaHJAPTU3MPOBAHHBIE WM YACTHBIE TEXHOJIOTUH, HampuMep,
0amaHCHpPOBUIMK 3ampocoB [3].

Ha puc. 2 mnpeacraBieHa CTaTHCTUKA pPOCCHUIICKOTO pbIHKAa OOJIAYHBIX TEXHOJIOTHH H
CYILIECTBYIOIIUM TPEOOBAHUSIM 3aKOHA — «3aKOH O MEPCOHANBHBIX TAHHBIX» UX HCIOJIb30BaHus [8].
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Puc. 2. loctynnHOCTh 00J1aUHBIX CEPBUCOB
Fig. 2. Availability of cloud services
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PE3YJ/IBTATBI HCCJIE/IOBAHHUA U HX ObCY/K/IEHHE

Yrpo3sl Oe3omacHOCTH MyOIMYHBIX IaTdopM U cepBucOB. B cBoem nmoknaae [3] mupexTop
komnanun Huawei no pa3Butuio o0nauHbix TexHojoruii B Poccuu, Aptyp ILsapH, Beiaenun cieayroume
OCHOBHBIE YTPO3BI:

—  YTEYKH JaHHBIX,

— HEIOCTaTOYHOE YIpaBJIC€HHE JOCTYNOM, YYETHBIMH 3alUCsIMH  IOJIb30BaTeNell U
aBTOpHU3ALIUECH,

— Hebe3omacHoe ucnoiib3oBaHue noptos u API,

—  DKCIUIOMTHI U ysA3BUMOCTHU ucnoibzyemoro [10,

—  B3JIOM aKKayHTOB,

—  HMHcaiiepsl 30yMBIIUIEHHUKH,

— APT-yrpo3si,

—  HEBOCIIOJIHMMAs MOTeps JaHHBIX,

— Henoctarounoe due diligence npoBaiifepa,

—  HCHOJb30BaHUE 00JIAYHBIX CEPBUCOB B MPECTYIHBIX LEJIX,

— DoS u DDoS npobnemsl,

—  Pucku ucnosnp30BaHusl COBMECTHBIX PECYPCOB.

JlaHHbIE YyTpO3bl XapaKTEPHbI KaK IS MPUBATHBIX, TaK U JIJIS1 MyOJUYHBIX 00JAYHBIX CEPBUCOB.

[TpuurHO# yTeUKH TaHHBIX MOKET CTaTh MHOKECTBO (h)aKTOPOB, HAUOOIIEE OMACHBIE U3 KOTOPHIX —
JeSTENIbHOCTh MHCAWJEpOB W HENpaBUibHas KOH(Urypalus 00JaYHOIO CEpBHUCAa WM IPUIIOKEHUH,
pacroioKeHHBIX Ha HeM. Takxke HeBepHass KoHpurypanus BeO-untepdeiica u OomMOKH B KOJE, MOTYT
OTKPBITh 3JIOYMBIIUICHHUKY MHOXXECTBO CIIOCOOOB TOJY4YeHHS WHQPOpPMAIUU, KOTOpas XpPaHUTCS B
nyOIMYHOM O0JIaKe.

CoBpeMeHHBIE O0JIaUHBIC PEIICHHs PEATM30BaHbl KaK HAOOp JIETKOBECHBIX MHKPOCEPBHCOB,
KOTOpBIE TMPUHUMAIOT 3alPOCHl IO MPOTOKONY http. ApXHTEKTypa TaKUX MHUKPOCEPBHCOB OCHOBaHA Ha
REST API, 4to npuBHOCHUT B CIIUCOK YIpo3 BCE XapaKTE€pHbIE I'PO3bl IJS JAHHOIO TUIA apXUTEKTYpHI,
HalpuMep, He KPUNTOCTOMKHE TE€HEepaTOpbl TOKEHOB JUIsl MOJb30BaTENel, YA3BUMOCTh ‘‘UEIIOBEK B
cepenuHe”’ W nepeaayda Mo OTKPBITHIM KaHaiaM JAaHHBIX. [[J1s KynmupoBaHUs JaHHOW yrpo3bl HEOOXOAUMO
pa3pabaTheiBaTh MUKPOCEPBHCHI C y4eTOM 0e30MacHOCTU Mpu oOMeHe JaHHbIMU. [lepemaBaTh 3ampochl K
REST API mukpocepBuca He00X0IUMO TOJIBKO HCTOJB3Ys 3amu@poBanHbiid KaHan nepegaun (SSL/TLS
nocleHe cTaOUIIbHOM BEpCUN).

MHOK€eCTBO MOJIb30BaTeNel MOCTOSIHHO COBEpPLIAIOT B OOJIaKe HEKOTOpbIE NEHCTBUS, Cpeau
KOTOPBIX MOTYT OBITh M JEHCTBHS 3JIOyMBIINUICHHUKA. PerieHneM maHHON mpoOiembl JOKHO CTaTh
MIOJIHOE OIMCAHHE CBOWCTB MPHIIOKEHMSI, KOTOPOE pa3MELIEHO B O0Jlake, a Tak)Ke JIOTMPOBaHHE BCEX
3a1poCoB.

Pucku ucnonb30BaHUS COBMECTHBIX PECYPCOB 3aKIIOUAIOTCS B MOAUGDUKAIIUN WM YHUUTOXCHUT
3II0YMBIIIJICHHUKOM Ba)KHBIX pecypcoB. [lotepu oT maHHON yrpo3bl OyayT OCOOEHHO BENMKH, TaK Kak
uH(popMaIs MOrjia TPUHECTH KOMMEPUECKYIO BBITOAY HE OJIHOM, a HECKOJbKUM opraHuzanusm. Wmu
ABIISATIACH PE3yJIbTATOM pabOThl HECKOJBKUX OpraHM3allfii, 4YTO HEMHHYEMO IIOBJE€YeT 3a COO0Oi
penyTaluoHHbIE OTEPH.

APT-yrpo3a — yrpo3a mOCTENIEHHOTO BHEApeHUs, cOopa MHPOpPMAIMU U aTaK MO HECKOIbKUM
BEKTOpaM 3JIOYMBIIJICHHUKA B O0JJAYHOM CEPBHUCE KOMIMAHUU MOYTH HE OTJIMYaeTcsi OT 0ObIdHBIX APT-
atak. Jlns mpemoTBpalleHHs] TaKMX aTaKk HEOoOXOJUMO pealn30BaTh KOMIUIEKC Mep U CPEeACTB IO
oOecnieyeHn0 Oe30MacHOCTH: aAMHUHHUCTPATUBHbBIE, TEXHUYECKUE, MporpaMMHble. OHAKO, KaK CleayeT
U3 JIOKJIa/Ia BEIYIIUX CHEIHAIMCTOB MO OpraHu3auu 0e30macHoCTH [5], He ObIBaeT MaeaabHOM 3aIIHTHI,
a BCE NPEIIPHUHSITHIE MEphl IO 3alUTe OOJAaYHBIX CEPBUCOB HE MOTYT CYHMTAThCS JIOCTATOYHO
HAJEKHBIMHM, €CIM B MPOIECC B3JIOMa BKJIIOYEH 3JOYMBIIUIEHHUK, UMEIOUIUN CpeAcTBa, 3HAHUS, a
[JIaBHOE — BpeMsl JJIsi MCCIEeNOBaHUsl CTPYKTYpPbI CepBHCa M IMoOHCKa ero ciadbix mecT. CyllecTBYIOT
pelIeHus Uil NPEeJOTBPAILCHUs] TaKUX aTak, HO M OHM HE MOTYT CUMTAThCA JOCTATOYHO HAJEKHBIMU



bIM Hecmepenko B.P, Macaosa M.A. CospemeHHble 8bl308bl U Y2p03bl UHPOPMAYUOHHOU

T 6e3onacHocmu ny6AUYHbIX 06/1aYHbIX peweHull U cnocobbl pabomst ¢ HUMuU // HayuHbiii 52
PE BYHI:)'-J A_ I peszyabmam. HHgopmayuonHsle mexHoaozuu. - T.6, Ne1, 2021
RESEARCH RESULT_

BBUAY TOr'o, 4TO BCC HalIC WM YallC HUCCJICIOBATCIIN YHSBHMOCTCﬁ HaxoOAaAT Ty WJIW UHYKO YA3BUMOCTH B
NPOTOKOJIE HJIM B CaMOM BeO-TpriIokeHUH. HeBO3MOXHO ydecTh Bce cliabble CTOPOHBI CIIOXHOMN
apXUTEKTYpHI 00IaYHOTO CepBHUCa.

B ciiydae ¢ naHHBIM BHJIOM YIp03, OCHOBHBIM CIIOCOOOM 00€3011acuTh ce0st OyIeT CBOEBPEMEHHOE
p€arupoBaHuc Ha I[efICTBI/ISI 3JIOYMBIIUJICHHHUKA, @ TAaKKC NPUHATUC KOHICIIIUH “HUKTO HE AOBCPACT
HUKOMY 0€3 HeOOXOJMMOCTH, U HUYETO HE Pa3peIIeHO 110 YMOIYaHUIO  MPH MPOSKTUPOBAHUH OOJIAUHBIX
peLeHui.

MakcumanbpHasi 3aluMTa OT JAHHOH Yrpo3bl MOXET OBITh JIOCTUTHYTAa IPU OpPTraHU3aINH
CJIENYIOIIMX MEpP U B CHUCTEMHOM NPUMEHEHUHU CIEAYIOIIMX CPEICTB [6]: opraHusaiuss MOHUTOPHHTIA
JICKOB, JIOTOB, MaMSTH, KOJa, NMPUMEHEHUE CPEICTB OOHAPYKCHHS aHOMAJMii B CHUCTEME, Halpumep
CPEIICTB, OCHOBAaHHBIX Ha HEHPOHHBIX CETSIX U MOJXO0AaX, MPEANOIaraloluX MalnHHOe o0y4ueHue [7].

Henocrarounoe due diligence mpoBaiigepa — HEJOCTATOYHO JACTAIbHBINA aHAIM3 MIPOBaiiepa, ero
BBIYUCIUTENFHBIX MOIIHOCTEH U yciyr. JlaHHas yrpo3a MOKET CTaTh IPUYMHOM OTKa3a B 00CITy)KHUBaHUHU
NI0JIb30BaTENICH U MOTEPU HHOOPMAITUH.

B cpeanem 3ammra JaHHBIX B OOJIaKe pacmpenernsiercs chuemayromum ooOpazom: 48% -
MOJKJIFOUYEHUE K 00JlaKy 4epe3 3alllMIICHHbIC KaHalbl CBsI3U; 39% C MOMOIIBIO CIIy:KO 0€301MacHOCTH,
npejsiaraeMbie 00JaYHbIM MpoBaiiaepoM; 41% mmdpoanue u TokeHuzanus (puc. 3) [8].

" JaIHINEHHEIS KAHATEI CEAIH
8 Crry:x6n1 Oez0macHOCTH

[Tadporanne H TOKCHAIAAL

Puc. 3. 3amura naHHBIX B 00J1aKe
Fig. 3. Data protection in the cloud

BonbmmHcTBO MpobiieM 3amuThl HH(GOPMAIMK MOJIb30BaTeNs B 00JIake MOXKET OBITh PElIeHO Ha
OCHOBE UCIOJIb30BaHUs CYLIECTBYIOIIUX METOJOB KpuUNTOrpaduyeckoil 3amuThl HHPOpMAIUH,
aJIMUHUCTPATUBHBIX MEp CO CTOPOHBI Kak IIOCTaBIIMKAa OOJAauHBIX YCIyr, TaKk M IOJb30BaTeNs,
3aKJIIOYEHHE JIOTOBOPOB Ha IMPEIOCTAaBIEHUE YCIYT, YUUTBHIBAIOIIMX WHIMBUIYyaJbHblE MOTPEOHOCTH
KIIMEHTOB, IPHUHATHE MEXIYHAPOIHBIX CTaHAAPTOB B OTPACIM, BBEJEHUE KOHTPOJISI CO CTOPOHBI
rocy/apcTBa U CO3JJaHHs HE3aBUCUMBIX 3KCIIEPTOB B 3TOM oTpaciu [3].

Jns obecrieueHUs] LEJIOCTHOCTH U KOH(UICHIMANBHOCTH XpaHUMOW B oOiake HH(OpMaruu
HEO0OXOUMO HCII0JIb30BaTh COBPEMEHHBIE aITOPUTMBbI IIU(GPOBAHUS U3 MEXIYHAPOAHBIX CTaHAAPTOB, a
TaKXe alropuT™Mel 1dpoBoit noxnucu. [Ipodnema ¢ mosyyeHHEeM 10CTyNa K akKKayHTaM IOJIb30BaTenei
MOXKET OBITh pellleHa C BBeJCHHEM JBYX(akTopHOIl ayTeHTHPUKauu. {15 obecnieueHus mpruemMIeMoro
ypOBHsI 0€30IIaCHOCTH ayTeHTH(UKALMU MOXKHO HCIONIb30BaTh google authenticator xak Ha cTopoHe
CEepPBUCOB M BeO MPHUIIOKEHUH TpOBaijiepa, TaK U Ha CTOPOHE ToJyib3oBaTens. [lanHoe pemienue OyneT
SBIISATBCSL ONTHUMAJIBHBIM, TaK Kak IMOAJEPKHUBACTCS M OOHOBISETCS OOJBIION KOMIIAHHEW, a Takke
MPEIOCTABIIAET TOJB30BATENAM YAOOHBIH HHTEppEHC U BO3MOXKHOCTH MCIIONb30BaTh MOOMIBHOE
NpUJIOKEHUE JUTsl TeHEepaluy KoJ1a, Kak BTOPOro (pakTopa ayTeHTU()UKALIUH.

B Hacrosimiee BpeMsi OOJBIIMHCTBO TMOCTABIIMKOB HWMEIOT CBOW COOCTBEHHBIN, WHOTIA JaXKe
XOPOILIO JOKYMEHTUPOBAHHBIN HHTEp(ENC Ui MPOrpaMMHUPOBAHUS, HO 3TO MPUBOAUT K HEBO3MOKHOCTH
repexoja IMojb3oBaTeNell OT OJHOro IMOCTaBIIMKA yciayr K japyromy. IIpakTuka B Takux BoIpocax
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IIOKa3bIBACT, 4YTO JIMIIb pa3pa60TKa OTKPBITOTO C€AMHCTBCHHOTO MCKAYHAPOJAHOI'0 CTaHAAapTa MOXCT
PE€UIUTH 3TOT BOIIPOC.

3AK/IIOYEHHE

Pa3paboTka METOJIOB U CPEJICTB MPOTUBOCHCTBUS yrpo3aM 0€30MacHOCTH 00Ja4YHBIX CEPBUCOB —
OJlHAa M3 IPHUOPUTETHBIX 3a/lad MHAYCTpUU. B ycrnoBusX kapaHTHHAa OCOOEHHO OCTPO CTOSIT BOMPOCHI
0€30MacHOCTH OOJIAYHBIX CEPBHCOB, TaK KaK BCE OOJbIIEe W OOJBIIE MOJIb30BATENCH W OpraHu3alui
XpaHAT BaXHyK HH(popmanuio B o0Onake, BeAyT paboumii mpomecc B oOJjake, MEPEHOCAT WU
ACCOLIMUPYIOT CBOU OM3HEC-TIPOLIECCHI ¢ 00JaYHBIMH TEXHOJIOTHUSMHU.

bonpmas gacte mpoGiem uHGOpPMAIMOHHONW 0€30MacHOCTH OOJIAUYHBIX CEPBHUCOB MOTYT OBITh
pEIICHBI ¢ BHEAPEHUEM KPUNITOTPaPUIeCKON 3aIUThI, TPAMOTHBIX aJIMUHUCTPATUBHBIX MEP CO CTOPOHBI
MOCTaBIIMKA W TpoBaijepa ycnyr. JlaHHbIE Mepbl JOJDKHBI YYUTHIBATh MHAWBHIYyaJbHBIE TPeOOBaHUS
KiueHTa. Takke BaXKHO BBOJUTH MEXKIYHAPOJHBIE CTaHIAPTHI 0€30MacHOCTH OOJAYHBIX CEPBHUCOB,
KOHTPOJINPOBATh TO, KAK JAHHBIE CTAHAPTHI BBITOJIHIIOTCSA KIMEHTAMH U IIPOBAHEPAMH YCIYT.

W3 mporpaMMHBIX CPEACTB U METOJIOB MOKHO BBIJICIIUTH ITOJTHOE OIMCAHUE U YIET BCeX (PYHKIIHM,
co3nanue 3amuiieHHoro REST API g1 cBoMX MEKPOCEPBHCOB, Pa3MEIICHHBIX B 00JIaKe.

Yrpo3a uHCalepCcKOl yTeuku nHpopManuu — Haubosiee cepbe3Hasi yrpo3a MOXKET OBbITh €CIIA HE
IpeIoTBpallleHa, TO pa3pelleHa BIIOCIEICTBUH, €CIIM OOJIayHble CepPBUCHI KIMEHTA WM caM IpoBaijep
MIPEIOCTABIISCT JJOTUPOBAHUE BCEX JICUCTBUH MOJIb30BATENS B CUCTEME.
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AHHOTAIINA

B coBpeMeHHOM MEpe HaKOIUIEHO THTAaHTCKOE KOMM4ecTBO MHbopMmarmu. OmHOW u3 Hanbomee
pacnpocTpaHeHHBIX (OpPM XpaHEHUs] HHPOPMALUH SBISIFOTCS TEKCTHl Ha €CTECTBEHHOM SI3BIKE.
U3z-3a HeoOXomuMOCTH aHanu3a OONBIINX MAacCCHBOB TEKCTOBBIX JAHHBIX IMOJNYYHIIO pPa3BUTHE
HarpasJeHue 00paboTku TekcTa Ha ectecTBeHHOM si3bike (NLP — Natural Language Processing).
AHanu3 TOHAIBHOCTH B TEKCTE SIBJISCTCS] OJHUM M3 OCHOBHBIX HalpaBlIeHUH pa3zaena oopaboTku
TEKCTa Ha €CTECTBEHHOM sI3bIKE. B cTaTbe paccMaTpHBarOTCs OCHOBHBIE METOJIBI M IOAXOIBI K
3ajjaue aHaJIM3a TOHAJHHOCTH TEKCTa HA €CTECTBEHHOM s3bIKe. JlaeTcs KpaTkas XapaKTepUCTHKa
HCTOJIBb3YEMbIM Ha MPAKTUKE METOJIaM TPaJULIMOHHOTO MAIIMHHOTO O0YYEHHSs, a TAKXKe METOAAM
riryookoro odydenus. Ilo pesynpTatam naHHOH cTaTbu ompezeneHbl Hanbojee pe3yIbTaTHBHBIC
METOBI aHAJIN3a TOHAJILHOCTH.

KiroueBble cj10Ba: aHain3 TEKCTAa HA €CTECTBEHHOM SI3bIKE, aHAJIW3 TOHAIBHOCTH, MAIIMHHOE
o0OyueHue, riry0okoe 00y4eHre, HCKYCCTBEHHbIE HEMPOHHBIE CETH.

Jas wurupoBanmsi: Camurymun T.P., [[xypabaes A.D.Y. AHanmu3 TOHAJIBHOCTH TEKCTa

METOZaM1 MamuHHOro 00yueHus // Hayunsrit pesynsrar. MHdopmanmonnsie Texnonoruu. — T.6,
Nel, 2021. — C. 55-62. DOI: 10.18413/2518-1092-2021-6-1-0-7

Samigulin T.R. SENTIMENT ANALYSIS OF TEXT BY MACHINE LEARNING
Djurabaev A.E.U. METHODS

Saint Petersburg National Research University of Information Technologies, Mechanics and Optics,
49 Kronverkskiy prospekt, St. Petersburg, 197101, Russia
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Abstract

There is a gigantic amount of information in the world. One of the most common forms of
information storage is natural language texts. For the analysis of gigantic arrays of text data, the
direction of natural language processing has been developed. Sentiment analysis in text is one of
the main areas of the natural language processing section. The article discusses the main methods
and approaches to the problem of analyzing the sentiment of a text in a natural language. A brief
description of the traditional machine learning methods and deep learning methods used in
practice is given. Based on the results of this article, the most effective methods of sentiment
analysis have been identified.

Keywords: natural language texts analysis, sentiment analysis, machine learning, deep learning,
artificial neural networks.
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BBE/IEHUE

AHann3 TOHATBHOCTH TEKCTa — 3TO mojpasnen odpabotku ecrectBeHHOTO si3bika (NLP) menpro
KOTOPOTO sIBJIsIeTCs KilacCU(UKalMs TeKCTa 0 TOHAbHOCTH. TOHAIBbHOCTh — 3TO MHEHHUE, OTHOILLIEHUE U
OMOIIUU aBTOPA IO OTHOIICHHIO K 00BEKTY, O KOTOPOM TOBOPHUTCS B TEKCTE. B kauecTBe 00BEKTOB MOTYT
BBICTYNaTh OOBEKTHI PeajIbHOT0 MHPA, JTIOAH, COOBITHS WK Iporecchl. OOBIYHO HCTIONb3yeTCs OMHApHAS
KJIaCCU(PUKAIMsI, BBISIBJICHHE B TEKCTE MOJIOKUTEIBHBIX M OTPHUIATEIBHBIX OTTEHKOB. HO Takke MOXKeT
NO0aBIATHCS HEUTPAIbHBIN KiIacc WM CTOSITh Oojiee CIOKHAs 3ajayda, JOMYCTUM BBISBICHHUE OILICHOK,
KOTOPbIE TOCTABUT M0JIb30BaTelb: «OTINYHOY, «Xopoiioy, «[1noxo» u apyrue.

AHanu3 TOHAIBHOCTH TEKCTa UMEET IIHUPOKHUM CIEKTp MPUMEHEHU B coBpeMeHHOM mupe. C ero
MIOMOIIIbIO MOKHO BBISIBJIAITH OTHOIIICHHE MOJIb30BaTENEH K MPOAYKTY [8], IPUMEHATh JaHHBIN aHAIIU3 JIs
nonutuyeckux [9], commosormyeckux [10], skoHomuueckux [11], MapKETHHrOBBIX HCCIEAOBAHUM,
CTPOUTH pEKOMEHAATEIbHBIC U 00yJaronue cucTemsl [ 1].

B mHacrosimee BpemMsi B OCHOBHOM HCHOJB3YIOTCS CJEAYIOIIME TOAXOMbl JJSl BBISBICHUS
AMOLUOHAIBHOM OKPACKH TEKCTA:

1) JIMHTBUCTUYECKUI TOJIXOJ] WJIM aHalIW3, OCHOBAaHHBIA Ha MpaBHJIaX M cioBapsx. [laHHBIN
IOJIXOJT OCHOBaH Ha HCIOJIb30BAaHUHM CIIOBapell € 3apaHee MOJTrOTOBJIEHHBIMU BpPYUHYIO II1a0JIOHaMuU
SMOIIMOHATBHO BaXXHBIX CIIOB U CIIOBOCOYETAHHNW C UX OSMOIMOHAIbHBIMU oOlleHKamu. [lpu
MCIIOJIb30BaHUU JAHHOI'O [10/IX0/1a B TEKCTE UILYTCS IIEPECEUEHUS CO CIIOBApEM. 3aTeM 110 CyMME OIIEHOK
HalJICHHBIX MEepPECeUeHU OmpeensieTcs TOHAIBHOCTh 33JJaHHOTO TeKCTa. JlaHHBIA MOAXOM MOKa3bIBaeT
XOpOIINE Pe3yibTaThl Ui HEKOTOPBIX obsacteli. OCHOBHOW HEIOCTATOK JaHHOTO IMOJAX0Ja B OOJBIION
CIIO)KHOCTH TOATOTOBKH CJIOBapeil, HaJ0 XOpOIIO 3HAaThb MpPeIMETHYI0 o00JacTh, id KOTOPOW
COCTABIIICTCS CIIOBaph. BTOpOW HEAOCTATOK — 3TO IJIOXasi MACHITA0OMPYyEeMOCTb, HEJb3sI MCIIOJIb30BaTh
OJIMH W TOT JK€ CIIOBapb JUIsl pa3HbIX HpeIMEeTHBIX obnacteil. OauHAKOBbIE TEPMUHBI B Pa3IMYHBIX
00J1aCTSAX MOTYT BHOCUTH Pa3HBIN BEC B CTENIEHb YMOIIMOHAIBHON OKpacKH [2].

2) [Tonxo/, OCHOBaHHBIN Ha MCIIOJB30BAHUHM METOJOB MAIMHHOTO 00y4yeHusi. CyTh TaHHOTO
MoJX0/Ja B TOM, YTO BHauaje Ha 3apaHee pPa3MEUEHHBIX JAaHHBIX 00ydaeTcsl KIacCU(PUKATOP, KOTOPHIH
MOTOM UCIOJNIB3YETCs ISl KacCU(UKAIUM HOBBIX TEKCTOB. B Harei crarbe Mbl HOAPOOHEH paccMOTpUM
METOJIbl UMEHHO JIAaHHOTO Ttoaxoa [5].

3) ['uOpuaHbIi MOAX0M, codeTaromuil B cede MOIX0bl KaKk Ha OCHOBE MPABUJI U CIOBapew,
TaK ¥ Ha OCHOBE MAIIMHHOTO 00yueHus. Psj mccrnegoBaHU# MOKa3bIBAET, YTO C MOMOIIBIO JAHHOTO
MOJIX0/Ia MOXHO JOOWThCA yNyUIICHHs] KauecTBa KIacCHU(PHUKAIMU, HO TAaKOH MOAXOM SBISETCS CaMbIM
TPYAOEMKHM U 3aTpaTHBIM 10 BpeMeHH [12].

Ilenp naHHOW CTAaThU — HCCIEAOBATH COBPEMEHHBIE METO/AbI MAITMHHOTO OOy4YeHUs IS 3a/adyu
ornpezeNieHus TOHAJIbHOCTH B TEKCTE Ha €CTECTBEHHOM f3bIKE Ha OCHOBE MYyOJMKalui 3a MOCieIHue
HECKOJIbKO JIeT. ByayT paccmaTpuBatbes, Kak M TPAaJUIIMOHHBIE METOJIBI MAIIMHHOTO OOYYEeHHUS, TaK U
HOMYJISIPHBIE ceiyac MEeTOJIbl IIyOOKOro oOyueHus. Pe3ynbTaThl JAHHOTO HCCIEAOBAHUS IUIAHUPYETCS
UCIIONIb30BATh ISl AaNbHEHIINX HCCIe0OBaHUN B 001aCTH ONpeeNieHUs] TOHATHbHOCTH TEKCTa.

OCHOBHAA 9ACTb

Jlanee OynyT mpencTaBieHbl OCHOBHBIE METObI TPAIUIIMOHHOTO MAIMHHOTO OOyYEHHS, a TaKXKe
METO/bI INIyOOKOro 00y4YeHHs, B YaCTHOCTH, UCKYCCTBEHHbIE HEHPOHHBIE CETH, KOTOPBIE B IOCIETHHE
roJIbl OYEHb MOMYJISPHBI U BHITECHSIOT O0Jiee TpaAuLIMOHHBIe METO bl. JlaHa nxX KpaTkas XapaKTepHUCTHKa
U NpOaHANN3UPOBaHa UX 3()(PEKTUBHOCTD AJIS 33/1a4M aHAJIN3a TOHAIBHOCTH.

Hausnwetii  batiecosckuti  knaccugpukamop — SIBISIETCS BEPOATHOCTHBIM  KJIACCU(PHUKATOPOM.
HauBHast GaifecoBckasi MOJ€Ib BBIUMCIAET YCIOBHYIO BEPOSTHOCTh KJlacca HAa OCHOBE pacCHpeesIeHus
cioB B JokyMeHTe. OJIMH M3 caMbIX MPOCTBIX MCHOJIb3yeMbIX KiaccudukaTopoB. OCHOBaH Ha Teopeme
Baiieca ¢ mpeamnosoxkeHueM O TOM, YTO BCE MPHU3HAKH SIBJIAIOTCS HE3aBUCUMBIMHU, Oiaropaps yemy U
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NOJy4YHJT Ha3BaHWE HauBHBIN OaiiecoBckuil kiaccudukarop [13]. Ho 0OBIYHO B TEKCTOBBIX JOKYMEHTAX,
IPENONI0KEHNE O HEe3aBUCUMOCTH HE MOJTBEPXKAACTCs, UYTO JAeiaeT ero ciadorpexTuBHbIM. TeMm He
MEHee HECMOTpsl Ha BCIO MPOCTOTY M OrpaHMYEHHE HAa HE3aBHCUMOCTbH, 0alleCOBCKMI KiIacCH(pHUKATOP
MOYKET IOKa3blBaTh XOPOILIME pPe3ylbTaThl IpU KIacCUPHUKALMKU TeKCTa. B 1aHHOM HccienoBaHUM C
MIOMOIIIFI0 HAaUBHOTO 0aileCOBCKOr0 KiaccH(ukaropa Ha Pa3IUYHBIX JAHHBIX MOJYYalOT TOYHOCTH OT
55% 1o 79% [21]. OaHUM W3 TPEUMYIIECTB SBISETCS MaJIO€ KOJUYECTBO JAHHBIX HEOOXOIUMBIX ISt
00y4deHus U IPOCTOTa peanu3anuu [3].

Memoo maxcumyma sumponuu — TakKe KaK M HauBHBIM OailecoBCKHMM KilaccuukaTop sBisieTCs
BEPOSTHOCTHBIM KJlaccu(ukaTtopoM. /laHHBII METOA OCHOBAaH Ha MPUHIUIE MAaKCHMAaJIbHON SHTPOIIUH,
4yTo HauloJjiee XapaKTepPHbIM PpACHpPEACICHUEM BEpOSATHOCTEH HEONPEAEICHHON cpenbl, SABISIOTCS
pacripenenienusi, KOTOPbIe MaKCHMHM3HPYIOT BBIOPAaHHYIO MEpYy HEONPEAEICHHOCTH IpPH 33JaHHOU
UHpOpPMALUU O MOBEAECHUHU cpelbl. B omMunu oT HauBHOro OailecOBCKOro Kiaccuukaropa MeTo[
MakCMMyMa OJHTPOIIMU HE [ENIaeT NPEANOI0KEHUS O HE3aBUCUMOCTH IPU3HAKOB, YTO MO3BOJISET
JNOOUTbCA JIydIIMX pe3yiapTaroB. Takke Kak My HaMBHOro OaillecoBckoro kiaccudukaropa
NPEUMYIIECTBAMH SBJISIOTCA MPOCTOTA PEAM3alUU M Majloe KOJWYECTBO JAHHBIX HEOOXOAWMBIX IS
oOyuenus [14].

/lepesvs pewsenuii — IPEICTABISIIOT U3 ce0sl IPEBOBUAHYIO CTPYKTYPY, [JI€ Ha BETKaX 3alUCaHbl
aTpuOyThl, OT KOTOPBIX 3aBUCHUT paclpelie]IeHue BEpPOSTHOCTEH KJIaccoB, a Ha JMCThAX 3HAUYCHHS
BEPOSTHOCTEW KiaccoB. JlaHHBIH METOX TPOCTO B MHTEPNPETAMd M TpedyeT MHHHMAaIbHOMN
npenodpadboTku nqaHHbIX. Ho camu no ceGe JepeBbs pelleHuil HCHOIb3YIOTCS PEIKO, TaK KaK OHH JIETKO
nepeoOy4aeMbl M CIHWIIKOM 33aBHCHMBI OT OO0yYarommx TaHHbIX. [lpy HeOONbIIMX H3MEHEHHSAX B
oOyuyaromieli BbIOOpKE MbI IOJIYy4aeM KapAWHAIBHO pPa3HbIE PE3yJbTaThl HAa TECTOBBIX JaHHBIX. Yaie
IPUMEHSIOTCST aHCAaMOJIM PENIAIONINX JACPEBhEB, KOTOPBIE PEIIAIOT JaHHBIE MPpoOieMbl. [Ipumeps Takux
aHcamOmeil: ciydailHbIi Jiec Uiu TpaAueHTHBIN OycTunr [15].

Cryuatinwiii 1ec — ancaMOb pernaronmx JIepeBbeB. B TaHHOM METO/e CTPOUTHCS OYEHb MHOTO
pelIaIuX JepeBbeB OO0JbIION MIyOMHBI HAa Pa3HbIX OO0YyYarolUX AAaHHBIX. JlepeBbsi CTPOSATCS 10 TeX
1Op, MOKa B KAXJIOM JIUCTE HE OKAXETCS OYeHb Majio 0OBEKTOB, TO €CTh OHH CHJIBHO NEPeoOydeHBI.
3areM Bce JepeBbs OOBEAMHAIOTCS, W Mbl MojgyyaeM 3((EeKTUBHBIA Kilaccu(uKaTop, y KOTOPOro
OTCYTCTBYIOT HEIOCTaTKH pEIIaloIuX AepeBbeB. HO 5TO BBI3BIBACT HEKOTOpHIE MPOOIEMBI, €CIH
IPU3HAKOB OYEHb MHOTO, TO 3TOT MOJIX0/ paboTaeT He 0YEeHb XOPOILO: JepeBbs OyAyT OUeHb IITyOOKHUMH,
Ha WX MOCTPOEHHUE OYyJeT YXOIUTh CIUIITKOM MHOTO BPEMEHH.

I paouenmmnulii 6ycmune — METO, MAIIMHHOTO O0y4eHUs Ul KIacCU(UKAMK U PErPecCuu. ITOT
METO] CTPOUT MOJIENb MOATAITHO, YIy4lllasg Ha Ka)J0M CJIEeIYIOLIeM 3Talre MOJEelb, KOTopasi MoJy4dusiach
Ha MpOoLUIOM 3Tarne. B kadecTBe 6a30BbIX aITOPUTMOB UCIIOIB3YIOTCSA OU€Hb MPOCThIE MOJIEINHU, HAITPUMED
HETJTyOOKHe pemaromue aepeBbs. [Ipu ucroib30BaHUM TPaJUEHTHOTO OYyCTHUHT pelIalonife EpeBbs, B
OTJIMYUM OT CIy4yallHOTo jieca, UMEIOT o4eHb HeOoiblyto rinyouny. Ho sto Toxe mpobiema. Kaxmoe
JIEpPEBO MOXET Y4eCTh JIUIIb HEOOJBIIOE TOAMHOKECTBO MPU3HAKOB, B TO BPeMs KaK 3a4acTyl OTBET
3aBUCUT OT KOMOMHALUHM OOJBIIOTO KOJMYEeCTBa CJIOB B Tekcre. [loaTomy st xopomieil palGoThl
TPaJMEeHTHOTO OYCTHHTA HYXKHO OY/IET HCIIOJIb30BaTh OY€Hb MHOTO JIEPEBBEB, HO Ja)KE€ B TOM CIIydae HET
rapaHTHH, YTO MOJYYEHHOE Ka4yecTBO OyeT MPHUEMIIEMbIM.

Jlocuueckas pecpeccusi — SIBISIETCA METOJAOM JIMHEMHOro KiaccU(pUKaTopa, OLIEHUBAIOIIUN
BEPOSTHOCTh NPUHAIISKHOCTH OOBEKTOB K KJAccy IyT€M CpaBHEHUS C JIOTHYECKOM KPHBOH 10
3HAYCHHUSIM MHOKECTBA MPHU3HAKOB. VCronb3yeTcs Kak Ui 3a/1a4 PErpecCchy, TaK M TS KITaCCHU(PUKAIIHAH.
Ha mpakTuke dYacTo paccMmaTpuBaeTcsi JIOTHUECKash perpeccusi ¢ peryispuzanueid. Perymspuzarus
3aKJII0YaeTCsl B TOM, YTO MOJENIb HauyMHaeT mTpadoBaTh 3a O4eHb OOJIbIINE BEca, YTO HE JAaeT MOJEIH
nepeoOyunTbes. Jlormueckass perpeccusi OJMH M3 CaMBIX MOMYJISAPHBIX METOAOB KJIACCH(PHUKAIMUA U
o0y4eHHass MOJIeNTb MOKa3bIBA€T OYEHb XOPOIIHE Pe3yNbTaThl. V3 HEMOCTaTKOB MOKHO BBIIEIUTH, YTO
Heo0X0/1MMa KauecTBeHHas MpenoopadboTka MpU3HAKOB U X 0TO0D [14].

Memoo onopuvix eexkmopos (SVM) — HabOp TUHEHHBIX aJrOPUTMOB MAIIMHHOTO OOYYEHUS IS
3aja4 perpeccuu u kinaccudukanuu. Llenb Merona 3akioyaeTcsi B HAXOXKAECHUU CPEH BCEX BO3ZMOKHBIX
TUIEPIIIOCKOCTEN MPOCTPAHCTBA, OTACISAIONIMX JIBa Kjlacca 00y4aroIuX IPUMEPOB JIPYT OT Apyra, Takou
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THIEPIUIOCKOCTH, PACCTOSHUS OT KOTOpOW J0 OmmKalmmx BEKTOpPOB OOOMX KJIaCCOB PaBHBI
(omTUManbHAsT pasneNsomas TUIepIuiockocts) [16]. fBnsercs ogaum u3 Hambosee A()PEKTUBHBIX
METOIOB Kiaccuukanuu. JlaHHBI METOJ]] 4acTo MpPUMEHseTCs B 3afadaxX KiacCU(UKAUU TEKCTOB U
MOKAa3bIBACT XOpOIIKe pe3yabTathl [17]. JInHelHble MOJe XOpOIIO MacIITaOUPYIOTCs, MOT'YT paboTaTh
¢ OOJBIIMM KOJIMYECTBOM MIPU3HAKOB, HA OUYCHH OOJIBIINX BEIOOpPKAX.

B wuccnenoBaHuM MeTOJOB MAIIMHHOTO OOy4YeHHUsS B 3a7au€ aBTOMATUYECKOTO OMNpPEEICHUS
TOHAJIILHOCTH TEKCTOB HA ECTECTBEHHOM S3bIKE€ MPHUMEHSUIUCh OCHOBHBIC TPAJAUIIMOHHBIC METOIbI
MaIIMHHOTO 00ydeHus [4]. B xauecTBe BXOJHBIX JAHHBIX HCHOJIB30BAIKCH CIEAYIOLIUE AHTIIOSI3bIUHbIC
KOpITyca TEeKCTOB:

1) Kopnyc oT361BOB 0 duinbMax, Bxoasmnuii B coctaB onbdnuorexke NLTK, 2000 TekcToB, B
cpenneM 3500 CHMBOJIOB B TEKCTE.
2) Kopryc u3 nekcnyeckoro ceManTrueckoro tezaypyca SentiwordNet, 2000 TekcTos, B

cpenneM 150 cUMBOJIOB B TEKCTE.

B kauectBe Merpukm 3ddekTuBHOCTH MeTona ucnonb3oBagack AUC — mnomans mox ROC-
KpUBOH (KpHUBOH OMMOOK). ABTOPBI O0YYHIIN HECKOIBKO MOEIIEH, Mo0upasi pa3HbIe apaMeTphl, YTOObI
N00UThCs JTydlnx pe3yibraroB. Ilepen stum Obuia mpousBeneHa npenoOpaboTKa JaHHBIX M OTOOp
npu3Haku. Hibke mpeicTaBieHbl HAWIYYIINE pEe3yJIbTaThl ISl Pa3iIHMYHBIX METOJIOB TPAJAULIMOHHOTO
MAaIIMHHOTO O0y4YeHHUS.

e Jlornueckas perpeccusi: oOydatomasi Beioopka — 0.93445, trecroBast Beioopka — 0.93445.

e JlepeBo npuHATHI pemieHuit: o0y4aromniasi Beioopka — 0.68204, tectopast Beioopka — 0.6500.

¢ CirydaiiHblii niec: o0y4aromas Beioopka — 0.90799, tecroBas Beroopka — 0.84000.

e MeTo1 OIOPHBIX BEKTOPOB: 0Oy4aromiast Beroopka — 0.89416, TectoBas Beioopka — 0.86167.

Eme opHO wuccnemoBaHWe B KayecTBE BXOJAHBIX JIAHHBIX HCIIOJB3YeT HAO0OPHl JTaHHBIX
coJepallle OT3bIBBI O TOBapax C MHTEpHeT-mMarasuHa [22]. Merpuku oOleHMBaHUS accuracy
(TOYHOCTB) — COOTHOIICHHE TMPABMIIBHO IMPEICKa3aHHBIX OOBEKTOB K OOIIEMY KOJHYECTBY OOBEKTOB B
Ha0ope aHHbIX. B JaHHOM Hcclie10BaHUM TOTYYWINCH CIEAYIOIUE Pe3yIbTaThl:

e Meros MakcuMyMa 3HTPOIUU — TOUHOCTb 72.60%

e CiryyaliHblii Jiec — TOUHOCTh 88.39%

e HauBHblii OaiiecoBckuil kimaccupukaTop — To4HOCTh 75.50%

e MeTos OMOpHBIX BEKTOPOB — ToUyHOCTH 91.15%

Kak MOXHO 3aMeTHTh Cpeid METOJOB TPAJAULMOHHOTO MAIIMHHOTO OOYYeHMs HaWITydllne
Pe3yIbTAThI MOKA3bIBAIOT JTMHEHHBIE MOJICIN: JIOTUYECKasi PETPECCHs U METO OTIOPHBIX BEKTOpOB. Taxke
HEII0X0 ce0s Mmoka3pIBaeT ciydaiHbix jec. Ho 3pdekTuBHOCTD paboThl TPaJUIIMOHHBIX METOAOB CUIIBHO
3aBHCUT OT 0o0beMa M KadecTBa OOydYaromMX JaHHBIX. KpoMe TOro, TOYHOCTh BO MHOTOM 3aBHCHUT OT
BbIOOpa MPU3HAKOB, YTO JIOCTATOYHO TpyloeMKas 3aaada. KauecTBO aHaln3a TOHaJIbHOCTH TEKCTa, B
KOTOPBIX HE COONIOMIAIOTCS MPpaBHUjIa U TpaMMaTHKa sI3bIKa, HAIPUMEpP COOOIICHHS B COIUANIBHBIX CETSX,
3a4acTyl0 OKa3bIBAETCS JOBOJILHO HU3KHUM. B CBsI3u ¢ 3TUM, MOXHO cZienaTh BBIBOJ, YTO HEOOXoauma
npenoOpaboTKa JaHHBIX U TIIATENbHBINA OTOOP MPU3HAKOB.

B nocnennue roxsl MeTozsl riybokoro o0ydeHHs Bce Oosee momyssipHbl. [1ybokoe oOyueHue
npeicTaBisier  co0oil  HabOp — AJITOPUTMOB  MAIIMHHOTO  OOy4YeHHs, KOTOpPBIE  MOJEIUPYIOT
BBICOKOYPOBHEBBIE A0CTPAaKIMM B JAaHHBIX, MCIOJb3Ysl AapXUTEKTYphl, COCTOSIME U3 MHOXKECTBa
HEJIMHEWHBIX TpaHc(OopMaluid U BBIIESS U3 JaHHBIX «CKPBIThbIE pu3HaKu» [18].

MBI  paccCMOTpPUM HECKOJIBKO HMCKYCCTBEHHBIX HEMPOHHBIX CeTei, KOTOpoe SBISIOTCS
aIropuTMamMH TiIyOokoro oOy4deHus. VIcKycCTBeHHass HEMpOHHAs CETh — 3TO MaTeMaTH4ecKas MOJIEINb,
MOCTPOCHHAsI MO NPHUHLMIY OpPraHU3aluu U (QYHKIMOHUPOBAHHUS OMOJIOTMYECKUX HEHPOHHBIX CETei.
HckyccTBeHHBIE HEHPOHHBIE CETU HIMPOKO HCIONb3YIOTCS IIPU aBTOMaTHYeCKOH 00paboTKe TEKCTOB Ha
€CTECTBEHHOM S3bIKE, B TOM YHCJIE M Ul ONpeAeTeHUs TOHAIbHOCTU TEKCTOB. OCHOBHAs TPYIHOCTh
UCTIOIb30BaHUSI MCKYCCTBEHHBIX HEWPOHHBIX CETEH 3aKIIF0YaeTcsi B HEOOXOMUMOCTH WX HACTPOWKH:
OTIpe/IelIEHNH KOJIMYECTBA HCIIOJIb3YEMbIX CKPBITBIX CJIO€B, (YHKIMU aKTHBALMU JUISL KaXJIOro ys3ia,
noporoBoil ommOku. Taxke 1ia 0o0ydeHHs KayeCcTBEHHOW MOJIeNH HeoOXO0AUMO OO0JIbIIOE KOJIHYECTBO
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o0yJaromux JaHHBIX, pecypcoB W BpeMeHH. OIHO U3 KIIOUEBBIX MPEUMYIIECTB HCKYCCTBEHHBIX
HEMPOHHBIX ceTell HaJl TpaJuLMOHHBIMU METOAAMHU MAIIMHHOIO 00y4eHUs, HEHPOHHBIE CETU CIIOCOOHBI
0oTOMpaTh MPU3HAKK B TAHHBIX 0€3 yyacTus 4yesioBeka. B mporecce 00ydeHuns HCKycCTBEHHAst HEUpPOHHAs
CEeTh BBIABJIAET CIIOKHBIE 3aBUCUMOCTH MEXJy BXOJIHBIMHU JaHHBIMU M BBIXOAHBIMHU. DTO 3HAYMT, UYTO B
Cllydae yCHEIIHOro 0Oy4eHHUs! CeTh CMOXKET BEPHYTh BEpHBIN pPe3y/bTaT HA OCHOBAHUM JIaHHBIX, KOTOPHIE
OTCYTCTBOBAJIM B O0O0ydYarolleil BBHIOOpKE, a TaKKe HEMOJHBIX W/WIM «3allyMJICHHbIX», YacTUYHO
HUCKOKECHHBIX [aHHBbIX. Ellle OJHUM NPEeHMYyIIECTBOM HCKYCCTBEHHOW HEHPOHHOW CETH SBIIAECTCA €€
CHOCOOHOCTh aIallTUPOBATHCS K pa3HbIM BapHaHTaM IIOCTAHOBKH 3aJjaul ¢ HEOOJIbIIMMYU U3MEHEHUSIMU B
CUCTEMeE, BBITIONHSIONIEH aHaM3 ToHANbHOCTH [5]. Hambonee 3apekoMeHaoBaBmMMU cedsi B obOmacTu
aHaJIM3a TOHAJIBHOCTH TEKCTOB METOAAMHU IIyOOKOro 00y4eHMs SIBISIIOTCS CBEPTOUHBIE M PEKYPPEHTHBIE
HEHPOHHBIE CETH.

Cgepmounvie netiponnvie cemu (CNN). V3HayanpHO CBEPTOYHBIC CETH HAYallM MCIOJIB30BATh JUIS
pacro3HaBaHus U300pakeHu, HO 1Mociie OOJIBIIOro ycrexa B 00JIaCTH KOMIBIOTEPHOTO 3PEHHSI, UX CTalIU
IpoOoBaTh MPUMEHATh U B APYrMX 00JacTAX. B yacTHOCTH, UX CcTalM MCIOIB30BaTh AJIs PELICHUs 3a1a4
KJaccu(UKaui TEKCTOB. B CBEPTOYHBIX HEHPOHHBIX CETAX HCIIONB3YETCS ONepalysl CBEpTKH, KOTraa
KaX/blii (parMeHT OaHHBIX YMHOXKAeTCsl Ha MaTpully (SIpO) CBEPTKM IOIEMEHTHO, IOCIE 4Yero
pe3yabTaT CyMMHPYETCSI M 3allUCHIBACTCS B AHAJOTHYHYIO TO3WIUIO BBIXOAHBIX JaHHBIX. [10CKONBKY
CBEPTKHU IIPOUCXOJAT HA COCEIHUX CIIOBAX, MOJIENIb MOXKET YJIOBUTh OTPULIAHUS WIIM N-TPAMMBI, KOTOpbIE
HECYT HOBYIO MH(OPMAIUIO O HACTPOCHHU. B JTAHHOM HCCIEI0OBAHUN MOKA3aHO, YTO CBEPTOYHBIC CETH
MOTYT J€MOHCTPHPOBATh BBICOKHE PE3YyJbTAThI MPU aHAJIN3€ TOHAJIBLHOCTH TEKCTa, MIPEBOCXOJs Apyrue
ITOPUTMBI Ha HEKOTOPBIX TecTax [19].

Pexyppenmmuule netiponnvie cemu (RNN) mmpoko pacmpocTpaHeHsl B 3aa4ax 00pabOTKH TEKCTa,
B TOM 4YMCJIE€ U U1 aHaIW3a TOHAIbHOCTH. OCOOEHHOCTH PEKYPPEHTHBIX HEWPOHHBIX CETe — 3TO
HaJInyue oOpaTHBIX CBsA3EH, CBA3b OT OoJiee yaJIEHHOIO 3JIE€MEHTa K MEHee yIaleHHOMY. DTO M03BOJIsET
3allOMUHATh U BOCIPOM3BOAUTH MOCIEI0BATENILHOCTH PEAKIMA Ha OAUH CTUMYJI. 3HAUEHUE BECOB CETH
3aBUCUT KaK OT TEKYILUX, TaK U OT MPEAbIIyLINX BXOJHBIX JaHHBIX, OJaroapst 4eMy BeC KakJoro cjioBa
BIIMSIET HA BECA OCTAIBHBIX CJIIOEB B MPEIOKEHUU [6].

GRU (Gated Recurrent Unit — ynpasnsiemble pekyppeHTHble Heliponsl) u LSTM (Long Short-
Term Memory — nnurtenbHasi KpaTKOBpEMEHHasl MaMsTh) SBISAIOTCA MOJIU(MUKALMSIMH PEKYPPEHTHBIX
HelpoHHBIX ceTedl. OHU pemarT MNpoOiieMy HCUE3AIOLIero TIpaJueHTa, KOTOPOH Io/Bep)KeHa
PEKyppEHTHAsi HEUPOHHAS! CETh.

PexyppeHTHbIe HEHPOHHBIE CETH MOKa3bIBAIOT HAWIIYUIIME PEe3yJIbTaThl BO MHOTHX 33jayax, HO
npoiieypa ux o0y4eHust JOCTaTOYHO TpyaoemMKa [7].

Kak yxe ObUIO CKa3aHO BbINIE, CPEeAM TPAJAULMOHHBIX METOJIOB MAIIMHHOIO OOYYEHHUs JydIlue
pe3yNbTaThl MOKA3bIBAIOT JIMHEIHBIE MO/IETH. B 3TOM HccieoBaHUM MPOBOAST CPaBHEHHE CBEPTOUYHBIX
HEHPOHHBIX CeTel M JIOTHUECKOW PerpeccuH Mo OMpeeNICHHIO TOHAIBHOCTH B COOOLICHUSX U3 TBUTEpa
[20]. B kauecTBe METPUKH MCIIOIb30BaJIach aCCUraCy, COOTHOIIEHHE MPABUIIbHO KIACCHU(PUIIMPOBAHHBIX
00BEKTOB K 00I11eMy KOJIMYECTBY 0OBEKTOB B Habope AaHHBIX. [lomyunnuce crieayromue pe3ynbTaThl:

e Jlornveckas perpeccusi: oOydaroniue nanubie — 84.7%, TectoBbie nanubie — 76.7%.

e CBepTOYHAS HEHPOHHAs CeTH: oOydJaromue Janabie — 82.9%, TectoBbie ganuabie — 79.5%.

Kak BHIHO cBepTOYHAsE HEHMPOHHAs CETh MOKA3bIBAET JydlIMe pe3ysbTarsl. Ho y JIuMHEHHBIX
MoJieNielt eCTh MPEUMYILECTBO HaJl CBEPTOYHBIMU HEMPOHHBIMU CETSIMH B CKOPOCTH 00y4ueHHs 45 CeKyH
npotuB 6 vacoB. Tak 4TO ecnu BpeMs OoOyueHHs HE MPUOPUTET U B PACHOPSIKEHHH €CTh OO0JbIIoe
KOJINYECTBO 0OYUAIONIMX JTaHHBIX, TO JIyUIlle OTAATh MPEINOYTEHNE HCKYCCTBEHHBIM HEHPOHHBIM CETSM.

Eme onHo wuccienoBaHue, KOTOPOE CpaBHMUBAET YK€ pEKyppeHTHblE HEMpPOHHBIE CETHU C
JUHEHHBIMU MozensiMU [7]. B kauecTBe BXOIHBIX JaHHBIX MCIOJIB3YyeTCs HAOOp JaHHBIX OT3BIBOB O
MammMHax. B kauectBe MeTpuku — accuracy (TOYHOCTB).

e Jlornueckast perpeccusi: Tounocts 70.1%.

¢ RNN: Tounocts 76%.

¢ LSTM: Tounocts 77%
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CpaBHeHHUE pa3IUYHBIX APXUTEKTOP PEKYPPEHTHBIX M CBEPTOUYHBIX HEHPOHHBIX cereld. OreHka
MPOU3BOIUTHCS Ha HaOOpe MAaHHBIX, cojaepKalui 0030pel (GHIBMOB, a B KauyeCTBE METPUKHU
UCTIOJIBb3YETCS TOYHOCTb.

e CBepTOYHAsI HEMPOHHAS CETh: TOYHOCTH — 86.8%.

e PexyppeHTHast HEMpOHHAas CEeTh: TOYHOCTh — 87.5%.

Cpenu wmeTonoB TiIyOOKOro oOydeHHs B 3a7au€ aHajiu3a TOHAIBHOCTH TeKcTa OoJiblie
3apeKOMEHJOBANIN ce0sl pPeKyppeHTHbIE HeWpoHHbIE ceTH. Ho B HEKOTOpBHIX 3ajadyax CBEPTOYHBIC
HEHPOHHBIE CETU TaKXKE MOTYT MOKA3bIBaTh XOPOIINE PE3YJIbTAThI, KOTOPbIE MPEBOCXOIST PEKYPPEHTHBIE
HEHpOHHBIE ceTH. JlomycTHM HCclenoBaHHue, TAE IMPOWU3BOAMTCS AaHAIW3 TOHAJIBHOCTH B KOPOTKHX
coobmenusix [19]. B naHHOM wHccienoBaHUU CPaBHUBAIOTCS Pa3jiMYHbIE apXUTEKTYphl CBEPTOUHBIX U
PEKYPPEHTHBIX HEMPOHHBIX ceTel. [lomyunnuce cienyronme pe3yibTarThl:

e CBepTOYHAsI HEMPOHHAs CeTh: TOYHOCTH — 88.1%.

e PexyppeHTHast HEMpOHHAs CEeTh: TOYHOCTh — 85.4%.

3AK/TIOYEHUE

B naHHOl 0030pHOM cTaThbe OMNUCAaHbl OCHOBHBIE METOJbI HCIOJb3YyEMblE [UIsl aHalu3a
TOHAJILHOCTU TeKcTa. [IpeacTraBneHbl METOIbI TPAAUIIMOHHOTO MAIIMHHOTO OOYYEHHS, UCIOJIb3yeMble
JUTSl aHAJIM3a TOHAJIBHOCTHU. A TakKe OMHCaHbl METOABI TIIyOOKOTO OOyUEHHUS.

Pe3ynbratel gaHHOTO HccienoBaHUS OyayT MCHOIB30BAaHbl ISl JPYroro HUCCIENOBaHUS
«Pa3paboTka mporpaMMHOTO MOIYJIS JUIS PACIIO3HABAHMSI IICHXOIMOIIMOHATIHFHOTO COCTOSTHUSI HA OCHOBE
TEKCTOBBIX COOOIICHUH YaTa MPOBOAUMOTO 3aHATUs». Crenyromiei 3agauell CTOUT MPOBEPUTH Ha
SKCIIEPUMEHTANBHBIX JaHHBIX 3()(PEKTUBHOCTH METOAOB TIIIYOOKOro OO0y4eHHss UM 1oao0parth
ONTUMAIBHYIO ApPXUTEKTYpy JUIsl 3a/ladyd OMNpeAeNIeHUs TOHAJIBHOCTH TEKCTa. Takke B KayecTBe
OyIyILIero ucciaeIoBaHusl MOXKHO CENaTh CPAaBHUTENBHBIN aHAIU3 PAa3TUYHbIX METOJ0B TPAJAUIIMOHHOTO
MAIIMHHOTO 00y4YEHUS U METO/I0B TIIyOOKOTr0 0OOyYeHHUs Ha pa3HBIX HA0OpaxX JaHHBIX.
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