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Abstract 
Based on the simulation of the process of faults in the electrical communication cable and the 

simulation of the device for making such faults, a prototype was developed. The purpose, 

appearance and capabilities of the prototype of the device for introducing malfunctions into the 

electrical communication cable are considered. The schemes of the executive module and the 

control part of the developed prototype are presented. The ways of studying the influence of 

faults in the communication cable on the quality of information transmission in transmission 

systems using the developed device are determined. 
Keywords: communication line, electrical cable, fault, insulation damage, short circuit, 

asymmetry, resistance. 
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Fig. 1. Appearance of the device for making faults in the electrical communication cable 
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. 2.          

  

Fig. 2. Schematic diagram of the executive part of the device for making faults in the electrical communication 

cable 
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 ) 

 ) 
. 3.        

   : )  ; )  

1 –   ; 2 –  ; 3 –  ;  
4 –  ; 5 – - ; 6 –  ArНЮТЧШ UNO; 7 – Ethernet- ;  
8 –  ; 9 – ; 10 - - ; 11 –  ;  

12 –  ; 13 – ; 14 –  ;  
15 –     

Fig. 3. Placing the main modules in the device for making faults in the electrical communication cable:  

) appearance; ) diagram 

1 – power button; 2 – power connector; 3 – current converter; 4 – power supply; 5 – PWM module;  

6 –Arduino UNO; 7 – Ethernet module; 8 – relay module; 9 – drivers; 10 - LCD display;  

11 – stepper motor; 12 – multi-position switch; 13 – servo; 14 – variable resistor;  

15 – input and output terminals 
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    ( . 3)  : 

–  Arduino UNO; 

– 8-   ; 
– 16-  -  PCA9685; 
– Ethernet-  ENC28J60; 

–  -  LCD 1602 (HD44780); 

–   MТМrШ sОrЯШ sР90; 
–    28BYJ-48   ULN2003; 
–  ; 
–  ; 
–    . 

 Arduino UNO         
 ATЦОРК328P.   14  / , 6  

,   16 ,  USB,  ,  ICSP   
. 

  Arduino Nano: 

–   5 ; 
–   7  – 12  ( ); 
–    – 14; 

– 6  ; 
–     40 ; 
– -  16   32 ,    ; 
–  1   2 ,    ; 
– EEPROM 512   1 ; 
–  16 ; 
–  69 ×53 ×12 ; 
–  29 . 

     : 
–  ЦТЧТ-USB  ЦТМrШ-USB    ; 
–    ,   6–20     

. 
       LM1117IMPБ-5.0  

5 .           
  . 

   ArНЮТЧШ UNO       
   (   ) «  » ( . 1). 

      ( )  P1-P5. 

  : 
–     15  – 20 ; 
–    5 ; 
–     ; 
–   160×60×18 ; 
–  57 . 
16-  -  PCA9685    5   

     ULN2003  ArНЮТЧШ UNO.   
    .   : 

–   2,3–5,5 ; 
–   12 ; 
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–      1 ; 

–    –  6 ; 
–     25 ; 
–     400 ; 
–   – 40–1000 ; 
–   : 16; 
–  66×25 ; 
–  11 . 
Ethernet-  ENC28J60      

    .   : 
–    Arduino UNO: SPI; 

–   3.3 ; 
–   25 ; 
–  55×36 . 

 -  LCD 1602 (HD44780)      
,   .   - : 

– : 16×2 ; 
–  : 64,5×13,8 ; 
–   4,35×2,95 ; 
–  : 0,5×0,5 ; 
– : ; 
–  : ; 
–  HD44780; 
–   5 ; 
–  : 0–50ºC; 
– : 80×36 . 

 MТМrШ sОrЯШ sР90       
  R1–R5.   : 

–   180°; 
–   1,3    4,8 ; 
–  : 60°  0,12   4,8 ; 
–   4,8–6 ; 
–  : 200  ( . 500 ); 
–  : ; 
–  : ; 
–  : ; 
–  23,2×12,5×22 ; 
–  9 . 

  28BYJ-48   ULN2003     
   SA1, SA2.     

28BYJ-48: 

–    5 ; 
–   – 4; 

–   – 64; 

–  5.625 .; 
–   100 ; 
–    (  25 ) 50 ; 
–    ( /   ) 600/1000 ; 
–   (   ,   120 ) 34,3 / ; 
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–   34,3 / ; 
–   (  ) 600-1200 / ; 
–   3500 / ; 
–   <40 . 

     ,   ,  
 2    0,3 ,      Arduino UNO. 

  : 
–    3   40 ; 
–    1.5   35 ; 
–    0,2   3 ; 
–  ; 
–  45×20×14 . 

      . 
           

     Arduino UNO       
 «LINK»,     5    Arduino UNO  

  «+5 »,    ATЦОРК328P   
 « ». 

       
        4. 

         
        ( )   

    .     
       (1–2–3–4– )   

(1`–2`–3`–4`– )      ,    R1–R5  
    ,      , 
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. 4.          
   

Fig. 4. Schematic diagram of the control part of the device for making faults  

in the electrical communication cable 

 

ENC28J60
Ethernet- одульA

rd
u

in
o

 U
N

O

GND

12

~11

SDA

~6

~5

4

~3

2

SCL

AREF

13

~10

~9

8

7

TX - 1

RX - 0

3.3V

A0

A1

A2

A3

5V

GND

VIN

A4

A5

GND

5V

RES

SCL

SDA

5V

GND

5V

GND

LCD 1602 (HD44780)

D
0

ER
W

R
S

V
0

V
D

D

V
S

S

D
7

D
6

D
5

D
4

D
3

D
2

D
1 KA

SI

SCK

SO

CS

GND

VCC

PCA9685 16-channel 
12-bit PWM Driver

SDA

SCL

OE

GND

VCC

8
 R

e
la

y
 M

o
d

u
le

VCC

IN5

IN4

IN3

IN2

GND

IN1

IN6

IN7

IN8

+IN

П ео -
о тель 

ток

IN+

IN---

++

-IN

+V GND

лок 
п т

+5V

-5V

R1

R2

LINK

+5 

 
~220 

~220 

R3

GND
V+

PWM
0 1 2 3 4 8 9 10 11 12 1314 15

к е оп од  
1-5

ULN2003
IN4
IN3
IN2
IN1

ULN2003
IN4
IN3
IN2
IN1

к ш о о у 
д тел

к ш о о у 
д тел



 

 . .,  . .,  . .   я  
    я  //  .  

 . – .3, №3, 2018 
53 

 

Ы   

INFORMATION TECHNOLOGIES  

           
          

   -296      .  
 

  

1.  . .,  . .    . – .:  , 2006. – 

278 . 
2.  . .  . – .: , 2006. – 384 . 
3.  . .        

 . ;  . .  . . – , 2016. – 585 . 
4. Agrawal G.P. Fiber-Optic Communications Systems; Third Edition. – John Wiley & Sons, Inc., 2002. – 

561 p. 

5.  . .,  . .   :   .  2-  
.  1 –    . – 7-  ., .  . – .:   – , 2006. 

– 424 .  
6.  . .,  . .,   . – .: - , 2005. – 288 

. 
7.  . .,  . .,  . .,  . .    

        //  . 
 . –  3,  №1, 2018. – . 36–42. 

 

References 

1. KЮМСОrвКЯвУ .E., TSЮЩrТФШЯ .L. SОЭТ sЯвКгТ sХОНЮвЮsССОРШ ЩШФШХОЧТвК. – M.: FGUP TSNIIS, 2006. – 

278 s. 

2. Marder N.S. Sovremennye telekommunikatsi. – M.: IRI S, 2006. – 384 s. 

3. Tregubov R.B. Teoreticheskie osnovy analiza i optimizatsii ierarkhicheskikh mnogourovnevykh 

marshrutiziruyushhikh sistem; Monografiya; pod red. prof. Saitova I. . – Oryol, 2016. – 585 s. 

4. Agrawal G.P. Fiber-Optic Communications Systems; Third Edition. – John Wiley & Sons, Inc., 2002. – 

561 p. 

5. Andreev V.A., Portnov Je.L. Napravljajushhie sistemy jelektrosvjazi: uchebnik dlja vuzov. V 2-h tomah. 

Tom 1 – Teorija peredachi i vlijanija. – 7-e izd., pererab. i dop. – M.: Gorjachaja linija – Telekom, 2006. – 424 s. 

6. Parfenov Ju.A., Miroshnikov D.G. Cifrovye seti dostupa. – M.: Nateks-Jekotrendz, 2005. – 288 s. 

7. Smirnov .V., Voloshhenko I.S., Kuznetsov .V., Basov O.O. Imitatsionnoe i naturnoe modelirovanie 

ustrojstva vneseniya neispravnostej v ehlektricheskij kabel' svyazi // Nauchnyj rezul'tat. Informatsionnye 

tekhnologii. – TШЦ 3, VвЩЮsФ №1, 2018. – S. 36–42. 

 

  ,        

  ,   ,    
    

  ,   ,      

 

Smirnov Andrey Vajcheslavovich, student Academy of the Federal security service of the Russian Federation 

Bezruchko Valerij Vladimirovich, candidate of technical sciences, Academy of the Federal security service of the 

Russian Federation 

Basov Oleg Olegovich, doctor of technical sciences, Professor of Department of Speech Information Systems 

 


